Qlik Replicate Setup and User Guide

Qlik ReplicateTM

November 2023

Last Updated: April 22, 2024

Copyright © 1993-2024 QlikTech International AB. All rights reserved.

NAVAY

HELP.QLIK.COM Q I I k



© 2024 QlikTech International AB. All rights reserved. All company and/or product names may be trade names,
trademarks and/or registered trademarks of the respective owners with which they are associated.



Contents

1 What's NeW? 25
1.1 Endpoint enhancements introduced in Replicate November 2023 service release 1 .............. 25
Databricks Lakehouse (Delta) and Databricks (Cloud Storage) - Support for OAuth
authentication .. ... ... ... 25
1.2 New endpoints and endpoint enhancements introduced in Replicate November 2023 initial
POl .. 25
New Google Cloud SQL for SQL Server source endpoint ................................................ 25
New Confluent Cloud target endpoint ... 26
Kafka target - Support for certificate + username and password authentication ..................... 26
PostgreSQL-based sources - Data type mapping change ... ... 26
MySQL-based targets - Support for connecting via SSL ... 26
Changes to Amazon Redshift data type mapping ... ... 26
Changes to Amazon MSK topicMapping property values ... 26
Snowflake targets (Google, AWS, and Azure) - Support for OAuth authentication .................... 26
Amazon S3 and Amazon Redshift Targets - IAM Roles Anywhere Support .............................. 26
Google BigQuery target ... ... 27
Support for "Trigger-based CDC" mode when using SAP HANA as a SAP Application (DB)
DaCKENd . 27
2 Introduction ... ... 28
2.1 Whatis Qlik Replicate? .. ... . 28
System architeCtUre ... .. ... 29
2.2 TerMINOIOZY ..o 29
Change Data Capture (CDC) ... ... 29
Full load . 30
APPLY latENCY o 30
SOUICE LAY . 30
Target latenCy ..o 30
Overall lateNCY ... 30
SOUICe eNAPOINT .. . 30
Target endpoint .. 31
Net Changes table ... ... 31
2.3 Replication Explained ... .. ... 31
2.4 Full Load and CDC PrOCESSES ...t e 32
2.5 Replication topologies ... .. ... 33
ONE L0 ONE Lo 33
Logical iNdependence ... ... .. ... 33
Hub and spoke ... .o 33
2.6 Limitations and considerations ....................... . 33
3 Installing Qlik Replicate ... . 36
3.1 Recommended hardware configuration ... 36
3.2 Setting up Qlik Replicate on Windows ... ... 37
WINdOWS PEIMISSIONS ... .. . e 38
Windows software requirements ... .. 41
Installing or upgrading Qlik Replicate on Windows .........................cooooii 41
Starting and stopping the Qlik Replicate Server service on Windows .................................... 43
Silently installing Qlik Replicate ... ... 43
Silently upgrading Qlik Replicate ... ... . 44

Setup and User Guide - Qlik Replicate, November 2023 3



Contents

Silently uninstalling Qlik Replicate ... .. ... ... 45
Changing the data directory location on Windows ......................................................... 46
3.3 Setting up Qlik Replicate on LinuX ... 46
Replicate instances and services on LinUX ... 47
Linux installation prerequisites and procedures .......... ... ... .. 48
Replicate server procedures ... ... ... ... 50
Upgrading Qlik Replicate ... ... 51
Uninstalling Qlik Replicate ... .. ... ... . 53
Working with additional Replicate instances ... ... 54
Installing Replicate on a docker ... ... .. 56

4 Security considerations ... 58
4.1 Securing access to the Qlik Replicate Web Ul ... ... .. .. ... .. 58
4.2 Setting up HSTS on Replicate ... 59
Enabling HSTS on the Replicate Ul Server ... .. ... . 59
Disabling HSTS on the Replicate Ul Server ... ... 59
Configuring HSTS on the Replicate C Ul Server ...t 60
4.3 Setting Up Qlik Replicate console HTTPS support ... 61
Checking if an SSL certificateisinstalled ... 61
Using the self-signed certificate ...................... .. 62
4.4 Setting Up Qlik Replicate Server HTTPS sUppoOrt .. ... ... 62
Replacing the self-signed SSL certificates on Linux .......................cooo 62
Replacing the self-signed certificate on Windows ... 63
4.5 FIPS ComMPlianCe .o 64
FIPS-compliant endpoints ... ... 65
4.6 TS SUP POt 67
4.7 Changing the server password ... .. ... . 67
4.8 Protecting Replicate passwords ... 69
The master Key file ... 69
Changing and protecting the master key ... 70
4.9 Client password considerations ... .. ... 72
4.10 Encrypting the user permissions file ... .. ... . . 72
4.11 Securing connections to endpoints ... 73
4.12 Logfile encryption .. . 73
4.13 Application SECUNItY ... .. ... 75
4.14 Using external credentials ... .. ... . 75
Limitations and considerations ......... ... . 75
Supported eNdpPoOintS ... 75
Changing the default addon name ... ... . 76
Step 1: Edit the MyPasswordProvider.cfile ... .. ... . 76
Step 2: Compilethe code ... ... ... 76
Step 3: Edit the addons_def.json.samplefile ... ... ... ... 76
Step 4: Configure the endpoints ... . . 77
4.15 Controlling execution of user-defined commands ....................................... 7
Executing operating system commands as a differentuser ... ... 78

5 Working with Qlik Replicate endpoints ... ... 79
5.1 Using ARC CDC agents as endpoints ... 79

Setup and User Guide - Qlik Replicate, November 2023 4



Contents

5.2 Replicate data types .. .o 79
5.3 Supported DDL statements ... .. 81
How Replicate handles DDL changes ... .. ... 81
Limitations and considerations ... .. ... ... ... 82
5.4 Configuring Replicate to automatically replace the user-entered password ........................ 83
Defining multiple endpoints to use the same automatically changed password ..................... 83

6 Using the Qlik Replicate Console ... .. ... . 85
6.1 Opening the Qlik Replicate console ... ... 85
Accessing Qlik Replicate from a remote computer ... 85
Qlik Replicate Ul server configurations ... 87
Setting up Qlik Replicate Ul Server to work with a remote Qlik Replicate Server ..................... 88
6.2 TaSKS VIOW 89
Viewing specific tasks ... ... 91
6.3 SOV VIBW .. 94
6.4 List aCtioNS ... ... ... 94
7 Getting started: A Qlik Replicate tutorial ... ... 95
7.1 What YOoU NEEA 95
7.2 Open the Qlik Replicate console ... ... 95
7.3 Add an Oracle endpoint @s @ SOUICe ... .. ... ... ... .. 96
7.4 Add a Microsoft SQL Server database asatarget ... 97
7.5 Define a replication task ... ... ... 100
Add a replication task to the Qlik Replicate console ... 100
Add the source and target endpoints to thetask ... . 102
Select tables for the Replication task ... 104
7.6 Run and monitor the replication task ... ... 105
7.7 View the replicated tables in Microsoft SQL Server ... 106
8 Defining and managing tasks ... 107
8.1 TaSKS OVeIVIOW . . 107
Using multiple tasks ... .. 108
8.2 AddiNg tasks .. .. i 108
Bidirectional replication ... .. . 110
Editing and viewing a task description ... 113
8.3 Defining and managing endpoints ...l 113
Defining an endpoint ... . 114
Editing endpoint configuration information ... ... 114
Viewing endpoint configuration information ... 115
Testing an endpoint cCONNECtioN ... ... . . 115
Duplicating endpPOints ... 115
Searching for endpoints ... 115
Deleting endpoints .. ... 116
8.4 Adding a source and target endpointtoatask ... 116
8.5 Selecting tables and/or views for replication ... ... 117
Searching for tables/views to use in a replication task ... 119
Selecting specific tables/views for replication ... . 120
Removing specific tables/views from a replicationtask .................................................. 121
Creating table/view selection patterns ... ... ... 121

Setup and User Guide - Qlik Replicate, November 2023 5



Contents

Setting load order ... . 123
8.6 Editing a replication task ... ..l 124
8.7 Deleting a replication task ... 124
8.8 Searching for tasks ... .. 124
8.9 Migrating tasks ... .. ... o 125

EXPOrtINg tasKS .. 125

IMPOtINg BaSKS ... 126

Editing an exported (json) file ... ... 128

9 Adding and managing source endpoints ... 130
9.1 Using AWS Aurora Cloud for PostgreSQL as a SOUrce ..., 131

PrErEqUISIEES . 132

ReqUIred PermMiSSIONS 132

Using an account without the "superuser" role ... 133

Setting up AWS Aurora Cloud for PostgreSQL for CDC (Change data capture) ....................... 134

Limitations and considerations ... ... ... 135

Supported source data tyPes ... . o 136

Homogeneous Replication ... .. ... ... 140

Setting general connection properties ... ... 141

Setting advanced connection properties ... .. ... 143

Removing Replicate artifacts from the AWS Aurora Cloud for PostgreSQL database ............... 144
9.2 Using Amazon RDS for SQL server as a SOUICe ... ... ... 146

PrErEqUISIEES . 147

Limitations and considerations ... ... . 148

Required PermiSSiONS . . 149

Supported compression methods ... ... 149

Amazon RDS for SQL server source data types ... 150

Non-supported data tyPesS ... o 152

Homogeneous Replication ... 153

Preparing the Amazon RDS for SQL server database for Replication .................................. 154

Setting general connection properties ... .. ... ... 156

Setting advanced connection properties ... .. ... 158

Artifacts created by Replicate in the database ... . 158
9.3 Using Amazon RDS for MySQL @s @ SOUICE ... 160

PrereqUISIEES 161

Limitations and considerations ... . 162

PSS ONS 163

Data By PO 163

Homogeneous Replication ... ... ... 166

Setting general connection properties ... ... 167

Selecting a sChema ... ... 169

Setting advanced connection properties ... .. ... 169
9.4 Using Amazon RDS for PostgreSQL as @ SOUICE ... .. ... o 170

PrereqUISIIES . 171

ReqUIred PerMiSSIONS 172

Using an account without the "superuser" role ... ... ... . 172

Setting up Amazon RDS for PostgreSQL for CDC (Change data capture) .............................. 174

Limitations and considerations ... ... . 174

Setup and User Guide - Qlik Replicate, November 2023 6



Contents

Supported data typPes ... .. 175
Homogeneous Replication ... ... ... .. 179
Setting general connection properties ... .. ... 181
Setting advanced connection properties ... ... 183
Removing Replicate artifacts from the Amazon RDS for PostgreSQL database ...................... 184
9.5 Using ARC CDC solutions in Qlik Replicate ........ ... 185
Prerequisites for using ARC CDC solutions ... .. 186
ARC CDC solution security considerations ... 187
LMt ONS L 189
ARC source data type Mapping ... ... 189
Working with ARC CDC solUtiONS ... ... .. ... 190
Setting advanced connection properties ... .. ... 193
9.6 Using afile @as a SOUICe .. .. 195
GENEral OVEIVIEW .. . e 196
File SOUrCe OVEIVIEW ... . 196
Prer e qUISIEES 199
LMt ONS L 199
Setting general connection properties ... ... 199
Setting advanced OptioNs ... .. ... . 207
9.7 Using Google Cloud AlloyDB for PostgreSQL as a SOUICe ...............cccooiiiiii i 211
PrereqUISIIES . 212
Limitations and considerations ... ... ... 213
Supported data By PeS ..o 214
Homogeneous replication ... .. ... .. 218
Setting general connection properties ... ... 220
Setting advanced connection properties ... .. ... 222
Removing Replicate artifacts from the database ... . ... 223
9.8 Using Google Cloud SQL for SQL Server as a source ........................cccccoiiiiiii.. 224
P eI EQUISIES . 225
Limitations and considerations ... ... . 226
Required PermiSSiONS . . 228
Supported compression methods ... ... 229
Supported data By Pes .. o 229
Homogeneous replication ... .. .. 232
Setting general connection properties ... .. ... 234
Setting advanced connection properties ... ... 235
Removing Replicate artifacts from the database ... . ... 235
9.9 Using Google Cloud SQL for MySQL @S @ SOUICE .............oouiei e 237
PrereqUISIIES . 238
Limitations and considerations ... ... . 239
PSS IONS 240
Data B PO . 240
Homogeneous Replication ......... ... 243
Setting general connection properties ... .. ... ... 244
Selecting a SChemMa ... 246
Setting advanced connection properties ... 246
9.10 Using Google Cloud SQL for PostgreSQL as a Source ........................cccccooiiiiiiiiiiill. 247
PrereqUISIEES 248

Setup and User Guide - Qlik Replicate, November 2023 7



Contents

ReqUIred PerMISSIONS 249
Limitations and considerations ... ... . 249
Supported data By Pes ... 250
Homogeneous Replication ....... .. ... 255
Setting general connection properties ... .. ... 256
Setting advanced connection properties ... ... 258
Removing Replicate artifacts from the Google Cloud SQL for PostgreSQL database ............... 259
9.11 Using IBM DB2 for iSeries as @ SOUICe ... 260
Prer e qUISIEES 261
Required PermiSSiONS . . 263
Limitations and considerations ... ... . 263
Supported data types ... .. 264
Setting general connection properties ... 265
Setting advanced connection properties ... 266
9.12 Using IBM DB2 for LUW @S @ SOUICE ....... ...t 271
Prer e qUISIEES 272
Replicating 4-byte UTF8 emOjis ... .. ... 273
Limitations and considerations ... ... . 273
Supported data By PeS .. o 274
Setting general connection properties ... ... ... 276
Setting advanced connection properties ... ... 277
9.13 Using IBM DB2 for z/OS @S @ SOUICE ... ... ... 280
PrerEqUISIEES 281
Limitations and considerations ... 284
Handling actions resulting in subtype 83 ... .. ... ... 285
Supported data By PeS ..o 286
Setting general connection properties ... ... ... 288
Setting advanced connection properties ... ... 289
Sample XMIT files “Receive” Job ... ... . 293
Installing and configuring RAZ .. . 294
9.14 Using IBM INfOrmix @s @ SOUICE ... .. . i 310
PrereqUISIIES . 311
Limitations and considerations ... ... . 311
ReqUIred PermMiSSIONS 312
Supported data By Pes ... 312
Setting general connection properties ... ... 313
Setting advanced connection properties ... .. ... 314
9.15 Using Microsoft Azure SQL Managed Instance as a source ......................cccciiiieiiiiiiii.. 316
PrereqUISIIES . 317
Limitations and considerations ... ... . 320
ReqUIred PermMiSSIONS 321
Supported compression methods ... . . 321
Microsoft Azure SQL Managed Instance source datatypes .............................................. 322
Non-supported data tyPesS ... . oo 324
Homogeneous replication ... .. .. 325
Setting general connection properties ... ... 326
Setting advanced connection properties ... ... 327
Artifacts created by Replicate inthe database ... ... 328

Setup and User Guide - Qlik Replicate, November 2023 8



Contents

9.16 Using Microsoft Azure SQL (MS-CDC) @S @ SOUICE ............couuiiuaie e 329
P e qUISI S 330
Limitations and considerations ... ... . 331
ReqUIred PerMISSIONS . 333
Supported compression methods ... .. .. . 333
Supported data By Pes ... 334
Homogeneous replication ... 336
Setting general connection properties ... ... 338
Setting advanced connection properties ... ... 339
Removing Replicate artifacts from the database ... 340

9.17 Using Microsoft SQL Server (MS-CDC) @$ @ SOUICE ................ccooiiiiiii 341
Prer e qUISIEES 342
Limitations and considerations ... .. 343
Required PermiSSIONS . . 345
Supported data By Pes ..o 346
Setting general connection properties ... ... ... 348
Setting advanced connection properties ... 350
Working with Windows Authentication ... ... 351
Removing Replicate artifacts from the database ... ... 351

9.18 Using Microsoft SQL Server as a SOUIMCE ... ... ..o 352
Supported editioNS . . 353
PrErEqUISIEES . 353
Limitations and considerations ... ... . 354
Working with Microsoft SQL Server AlwaysOn Availability Groups ..................................... 356
Required PermiSSIONS . . 358
Supported compression Methods ... ... . 358
Microsoft SQL Server source data types ... ... 359
Homogeneous replication ... ... .. 361
Preparing the Microsoft SQL Server database for CDC .................................................. 363
Setting general connection properties ... .. ... ... 365
Setting advanced connection properties ... .. ... 367
Working with Windows authentication ... .. ... 370
Artifacts created by Replicate inthe database ... ... 370

9.19 Using Microsoft Azure Database for MySQL asasource ........................ccciiiiiiiiiiii.. 371
P e qUISI S 372
Limitations and considerations ... ... . 372
P M IONS 373
MySQL database source data types ... ... ..o 374
Homogeneous Replication ... 377
Setting general connection properties ... ... 378
Selecting a SChema ... 379
Setting advanced connection properties ... .. ... 380

9.20 Using a MongoDB database as a SoUrCe ... 381
OV IV W 382
PrerEqUISIEES 382
Limitations and considerations ... .. 383
Setting general connection properties ... ... 383
Setting advanced connection properties ... .. ... 386

Setup and User Guide - Qlik Replicate, November 2023 9



Contents

9.21 Using a MySQL-based database as a source ... 388
P e qUISI S 389
Limitations and considerations ... ... . 391
ReqUIred PerMISSIONS . 392
MySQL database source data types ... ... 393
Homogeneous replication ... .. ... ... 396
Setting general connection properties ... ... 397
Selecting a sChema ... . 398
Setting advanced connection properties ... ... 399

9.22 Using ODBC t0 CONNECE t0 @ SOUICE ... .. .o i 400
PrErEQUISIEES . 401
Qlik Replicate Server for LINUX ... ... 401
Limitations and considerations ... .. 401
ODBC soUrce data By PeS ... o 402
Setting general connection properties ... .. .. ... 405
Setting advanced connection properties ... ... 407

9.23 Using ODBC with CDC @S @ SOUICE ... .. ... 408
PrErEqUISIEES . 409
Limitations and Considerations ... ... ... 409
ODBC with CDC source data types ... .......cooiii i 410
Setting general connection properties ... ... 413
Setting Change Processing parameters ... ... ... ... ... 415

9.24 Using Oracle @s @ SOUICE ... ... ... . 419
Supported Oracle database editions ... .. 420
PrErEqUISIEES . 420
ReqUIred PermMiSSIONS 423
Limitations and considerations ... . 426
Supported encryption methods ... .. 429
Supported compression Methods ... .. ... . 430
Supported standby configurations ... ... .. 430
Redo log files - access method guidelines ....................... ... ... 431
Handling shrink space operations ....................... 434
Replicating nested tables ... .. .. 434
Supported data By Pes ..o 435
Unsupported data types ... . . 438
Homogeneous Replication ....... ... ... 439
Working with Oracle on Oracle Cloud ... ... ... .. ., 439
Working with Amazon RDS for Oracle ... .. ... 440
Setting general connection properties ... .. ... 442
Setting advanced connection properties ... ... 444
Finding the wallet entries used for TDE Encryption ... . 452

9.25 Using PostgreSQL as @ SOUICEe ... ... . 454
PrereqUISIIES . 455
ReqUIred PerMiSSIONS 456
Using an account without the "superuser" role ... ... ... . 456
Limitations and considerations ... .. 458
Supported data By Pes ... 459
Homogeneous replication ... ... ... 464

Setup and User Guide - Qlik Replicate, November 2023 10



Contents

Setting general connection properties ... .. ... 465
Setting advanced connection properties ... .. ... 467
Capturing changes from Microsoft Azure for PostgreSQL ................................................ 468
Removing Replicate artifacts from the database ... 468
9.26 Using Salesforce (Streaming CDC) @S @ SOUICE ... .. ... oo 470
P e qUISI S 471
Calculating the Salesforce quota ...l 471
Limitations and considerations ... ... 473
Supported data types ... . 474
Setting general connection properties ... .. ... 475
Setting advanced connection properties ... 476
9.27 Using Salesforce (Incremental Load) asa source ... ... 478
P e qUISI S 479
Calculating the Salesforce quoOta ... 479
Limitations and considerations ... ... 480
Supported data types ... . 481
Setting general connection properties ... ... 482
Setting advanced connection properties ... 483
9.28 Using SAP Application as asoUrce ............. ... ... 486
P e qUISI S 487
Limitations and considerations ... ... . 494
Supported soUrce data tyPes ... ..o 494
Setting general connection properties ... .. ... 496
Setting advanced properties ... ... ... 499
9.29 Using SAP Application (DB) @s @ SOUICE ... ... ... i 501
PrerEqUISIEES 502
Limitations and considerations ... . 509
SAP Application (DB) source data types ... 510
Setting general connection properties ... ... 511
Setting advanced properties ... ... ... 512
9.30 Using SAP EXTractor @s @ SOUICE ... .. ... ..ot 513
OV IV W 514
PrereqUISIEES 514
Administration User .. ... . 517
RFC Communications User ... . 518
Deleting the remaining objects ... ... ... 522
Limitations and considerations ... ... . 530
Supported data By Pes ... 531
Setting general connection properties ... ... 531
Setting advanced properties ... .. 535
9.31 Using SAP HANA @S @ SOUICE ... .. 537
PrereqUISIIES . 538
Limitations and considerations ... ... . 540
ReqUIred PermMiSSIONS 541
Supported data By Pes ... 542
Setting general connection properties ... ... 543
Setting advanced Properties ... .. . 544
Removing Replicate artifacts from the database ... ... 548

Setup and User Guide - Qlik Replicate, November 2023 11



Contents

9.32 UsSiNg SAP ODP @S @ SOUICE ... ... . i i 549
P e qUISI S 550
Limitations and considerations ... ... . 552
Required permisSiONS . ... .. 552
Supported data types ... . 555
Setting general connection properties ... ... 556
Setting advanced properties ... ... ... ... . 559

9.33 Using SAP Sybase ASE @S @ SOUICE ... ... ... ... 562
P e qUISI S 563
Limitations and considerations ... ... . 563
ReqUIred PerMISSIONS . 564
SAP Sybase ASE database source data types ... 564
Setting general connection properties ... ... 566
Setting advanced connection properties ... 567
Handling the secondary truncation point ... ... ... 569

9.34 Using Teradata Database as a SOUICe ... ... ... ... 570
PrereqUISIIES . 571
Limitations and considerations ... ... ... 572
Required permissiONS ... .. . 572
Teradata source data types ... .. .o 572
Setting general connection properties ... ... 573
Setting Change Processing parameters ... .. ... . 574

10 Adding and managing target endpoints ... ... 579

10.1 Using Amazon MSK as atarget ... .. ... 581
Transaction processing by the consumer ... 582
P e qUISI S 583
LM atiONS 583
Amazon MSK target data types ... .. 584
Setting general connection properties ... ... ... 585
Setting advanced connection properties ... ... 590
Data MESSagES . 591

10.2 Using Amazon EMR as a target ... ... ... 594
P e qUISI S 595
LM atiONS 595
Change data partitioning on Amazon EMR ... .. 596
Amazon EMR endpoint target data types ... ... 596
Setting general connection properties ... .. ... 597
Setting advanced connection properties ... ... 598

10.3 Using Amazon Kinesis data streams asatarget ...l 602
P e qUISI S 603
Transaction processing by the consumer ... . 604
LMt ONS L 605
Supported data By Pes .. o 606
Setting general connection properties ... ... 608
Setting advanced connection properties ... 611
The Replicate @NVelope ... .o 612
Metadata and data MeSSageS ... .. ..o 614

Setup and User Guide - Qlik Replicate, November 2023 12



Contents

10.4 Using Amazon Redshift as atarget ... .. ... 618
Introducing the Amazon Redshift target endpoint for Qlik Replicate ................................... 619
LM atiONS 619
PrereqUISIEES . 619
Supported data types ... . 621
Setting general connection parameters ... .. ... 623
Setting advanced connection properties ... ... 626

10.5 Using Amazon S3 as atarget ... .. ... 628
P e qUISI S 629
AMAzon S3 target OVEIVIEW ... ... ... i 630
Limitations and considerations ... ... 631
Change data partitioning ... ... 631
Amazon S3 target data types ... ... 632
Setting general connection properties ... ... 634
Setting advanced connection properties ... .. ... 639
Generating reference files ... .. .. 641
Content-type and content-encoding properties ... 642

10.6 Using Cloudera Data Platform (CDP) Private Cloud asatarget ..................................... 643
Prer e qUISIEES 644
Limitations and considerations ... 644
Change data partitioning ... 645
Security reQUIreMENtS ... 645
Supported data types ... . 645
Setting general connection properties ... ... 646
Setting advanced connection properties ... ... 649
Using Kerberos authentication on Windows ... . . 651

10.7 Using Confluent Cloud as atarget .................. ... 654
OV IV W . 655
P eI EQUISIES . 656
Limitations and considerations ... ... . 656
Supported data By Pes ... 657
Setting general connection properties ... ... 658
Setting advanced connection properties ... .. ... 661
DAt MBS S A . . 662

10.8 Using Databricks Lakehouse (Delta) asatarget ... 665
P eI EQUISIEES . 666
Limitations and considerations ... ... . 668
Supported data By Pes ... 669
Setting general connection properties ... ... 670
Setting advanced connection properties ... .. ... 673

10.9 Using Databricks (Cloud Storage) asatarget ... ... 676
PrereqUISIIES . 677
Limitations and considerations ... ... . 679
Change data partitioning ... ... 680
Supported data By Pes ... 680
Setting general connection properties ... ... 682
Setting advanced connection properties ... .. ... 688

10.10 Using afile as atarget ... ... 691

Setup and User Guide - Qlik Replicate, November 2023 13



Contents

File target OVerViOW . 692
Limitations and considerations ... ... . 693
Change data partitioning ... ... 694
File target data types .. ..o 694
Setting general properties ... .. 695
Setting advanced connection properties ... ... 698
Generating reference files ... ... 702
10.11 Using Google Cloud AlloyDB for PostgreSQL as atarget ........................................... 703
Prer e qUISIEES 704
LMt ONS L 705
SeCUNItY reqUITEMENTS 705
Supported PostgreSQL data types ... ... 705
Setting general connection properties ... .. ... 706
Setting advanced connection properties ... 708
10.12 Using Google Cloud BigQuery asatarget ... 709
Prer e qUISIEES 710
Limitations and considerations ... 711
Supported data By Pes ... 712
Setting general connection properties ... .. ... 713
Setting advanced connection properties ... ... 713
10.13 Using Google Cloud Pub/Subasatarget ... 716
OV IV W 717
PrerEqUISIEES 718
LMt ONS L 718
Supported data By Pes ... 719
Setting general connection properties ... .. ... 720
Setting advanced connection properties ... .. ... 725
Data MESSageS . 726
10.14 Using Google Cloud SQL for MySQL asa Target ... .. 729
PrereqUISIEES 730
Limitations and considerations ... . 731
SeCUNItY reqUITEMENTS 731
SUPPOIted Data Ty DS ..o 731
Setting general connection properties ... ... ... 734
Setting advanced connection properties ... 735
10.15 Using Google Cloud SQL for PostgreSQL as atarget ................................................ 737
PrereqUISIEES 738
LMt ONS L 739
SeCUNItY reqUITEMENTS 739
Google Cloud SQL for PostgreSQL database target data types .......................................... 739
Setting general connection properties ... .. ... 740
Setting advanced connection properties ... 742
10.16 Using Google Cloud SQL for SQL Serverasatarget ................................................. 744
Supported editioNs ... 745
P e qUISI S 745
Limitation and considerations ... . ... . 746
P M SIONS 147
Supported data By Pes ..o 47

Setup and User Guide - Qlik Replicate, November 2023 14



Contents

Setting general connection properties ... .. .. ... 748
Setting advanced connection properties ... .. ... 749
10.17 Using Google Cloud Storage asatarget ... 751
P eI EQUISIEES . 752
Google Cloud storage target OVEIrVIEW ... ... ... 752
Limitations and considerations ... 752
Change data partitioning ... 753
Data By PO 753
Setting general connection properties ... ... ... 755
Setting advanced connection properties ... 759
Generating reference files ... 761
10.18 Using Google Dataprocas atarget ... ...l 763
P e qUISI S 764
LMt ONS 764
Change data partitioning on Google DataproC .......... ... 765
Google Dataproc endpoint target data types ... 765
Setting general connection properties ... ... 766
Setting advanced connection properties ... 767
10.19 Using Hadoop as atarget ... 770
P e qUISI S 771
LMt ONS 771
Change Data Partitioning on Hadoop ... 772
SeCUNItY FeqUITEMIENS 773
Hadoop endpoint target data types ... 773
Setting general connection properties ... ... 774
Setting advanced connection properties ... .. ... 778
Using Kerberos authentication ... ... 786
10.20 Using Hortonworks Data Platform (HDP)asatarget ............................................... 790
P eI EQUISIES . 791
LMt ONS L 791
Change Data Partitioning ... 792
SeCUNItY reqUITEMENTS 792
HDP Endpoint target data types ... ... 792
Setting general connection properties ... ... ... 793
Setting advanced connection properties ... 800
Using Kerberos authentication ...................... . 803
10.21 Using IBM DB2 for z/OS as atarget ... .. ... 807
P e qUISI S 808
Limitations and considerations ... ... . 810
P M IONS 811
Supported target data tyPes ... o 811
Setting general connection properties ... .. ... 813
Setting advanced connection properties ... ... 814
10.22 Using Kafka as a target ... . 816
Transaction processing by the consumer ... 817
PrereqUISIIES . 818
Limitations and considerations ... ... . 818
Kafka target data tyPes .. .o o 819

Setup and User Guide - Qlik Replicate, November 2023 15



Contents

Setting general connection properties ... .. .. ... 821
Setting advanced connection properties ... .. ... 829
Working with Confluent Cloud ... .. ... .. . 830
The Replicate envelope ... . 830
Metadata and data MeSSageS ... .. . 832
Using Kerberos authentication on Windows ... .. 836
10.23 Using a Log Stream target ... . ... 839
10.24 Using Microsoft Azure ADLS as atarget ... . 841
Microsoft Azure ADLS target OVerview ...l 842
PrereqUISIIES . 842
Limitations and considerations ... ... 842
Change data partitioning ... ... 843
Data B PO . 844
Setting general connection properties ... ... 845
Setting advanced connection properties ... .. ... 850
Generating reference files ... .. .. 853
10.25 Using Microsoft Azure Database for MySQL asatarget .............................................. 855
PrErEqUISIEES . 856
Limitations and considerations ... ... . 857
SECUNILY FeqQUITEM NS 857
Supported data By Pes ... 858
Setting general connection properties ... .. ... 860
Setting advanced connection properties ... ... 862
10.26 Using Microsoft Azure Database for PostgreSQL asatarget ..........................ooiinnl. 863
PrErEqUISIEES . 864
LMt ONS L 865
SECUNY FeqUITEMI NS 865
Microsoft Azure Database for PostgreSQL target datatypes ............................................ 865
Setting general connection properties ... .. ... ... 867
Setting advanced connection properties ... .. ... 868
10.27 Using Microsoft Azure Event Hubs as atarget ... 870
P eI EQUISIEES . 871
Transaction processing by the consumer ... . 871
LMt ONS L 872
Supported target data types ... ... 873
Setting general connection properties ... .. .. ... 875
Setting advanced connection properties ... ... 878
The Replicate envelope ... . 879
Metadata and data MeSSAgES ... .. ... 881
10.28 Using Microsoft Azure HDInsight asatarget ... . 886
P e qUISI S 887
LM atiONS 887
Change data partitioning on Microsoft Azure HDInsight ................................................ 888
Microsoft Azure HDInsight endpoint target data types ... 888
Setting general connection properties ... ... 889
Setting advanced connection properties ... ... 892
10.29 Using Microsoft Azure Synapse Analytics asatarget ... 895

Setup and User Guide - Qlik Replicate, November 2023 16



Contents

P eI EQUISIEES . 896
Limitations and considerations ... ... . 898
Supported data tyPesS ... .o 899
Setting general connection properties ... ... 900
Setting advanced connection properties ... ... 903
10.30 Using Microsoft Azure SQL Database asatarget ... 905
PrereqUISIIES . 906
LMt ONS L 907
P OIS SIONS 907
Microsoft Azure SQL Database target datatypes ... 907
Setting general connection properties ... ... 909
Setting advanced connection properties ... .. ... 910
10.31 Using Microsoft Fabric Data Warehouse as atarget ... 912
PrereqUISIIES . 913
Limitations and considerations ... ... 914
Supported data By Pes .. o 914
Setting general connection properties ... ... 916
Setting advanced connection properties ... 917
10.32 Using Microsoft SQL Server as atarget ... ... 919
Supported editioNS . 920
PrereqUISIIES . 920
Limitation and considerations ... ... 921
P OIS SIONS 922
Microsoft SQL Server target data types ...l 922
Setting general connection properties ... ... 924
Setting advanced connection properties ... .. ... 925
10.33 Using a MySQL-based database as a target .. ... ... ...l 927
PrereqUISIIES . 928
Limitations and considerations ... ... . 929
PSS IONS 929
Supported data By Pes ... 930
Setting general connection properties ... ... 932
Setting advanced connection properties ... .. ... 934
10.34 Using Netezza Performance Server (NPS) asatarget ............................................... 935
PrereqUISIIES . 936
LMt ONS L 936
PSS IONS 936
Netezza Performance Server (NPS) target datatypes ... 937
Setting general connection properties ... ... 938
Setting advanced connection properties ... .. ... 939
10.35 Using ODBC to connectto atarget ... ... .. ... .. . . 941
PrereqUISIIES . 942
ODBC target data tyPes ... 943
Setting general connection properties ... .. ... 944
Setting advanced connection properties ... 945
10.36 Using Oracle as atarget .. .. ... 947
Supported Oracle database editions ... 948

Setup and User Guide - Qlik Replicate, November 2023 17



Contents

Client PrereqUISIEES ... 948
LMt ONS L 949
SECUNIY FeqUITEM NS 950
Oracle target data tyPes .. ... 950
Setting general connection properties ... .. ... 952
Setting advanced connection properties ... ... 954
10.37 Using a PostgreSQL-Based databaseasatarget ... 955
P eI EQUISIEES . 956
LMt ONS L 957
SeCuUrity reqUIrEMENTS .. ... 957
PostgreSQL Database target data types ... 957
Setting general connection properties ... .. .. ... 958
Setting advanced connection properties ... ... 960
10.38 Using SAP HANA @s @ target ... ... 962
PrErEqUISIEES . 963
Limitations and considerations ... ... . 963
P OIS S ONS 963
Supported data tyPes ... 964
Setting general connection properties ... .. ... 964
Setting advanced connection properties ... ... 965
10.39 Using SAP Sybase ASE as atarget .. ... 967
PrErEqUISIEES . 968
Limitations and considerations ... ... . 968
SECUNILY FeqQUITEM NS 968
SAP Sybase ASE database target data types ... 968
Non-supported data tyPesS ... . o 970
Setting general connection properties ... ... ... 970
Setting advanced connection properties ... ... 971
10.40 Using SingleStore as atarget ... 973
PrereqUISIEES 974
Limitations and considerations ... . 974
P OIS S ONS 975
Supported data By Pes .. o 975
Setting general connection properties ... ... ... 978
Setting advanced connection properties ... 979
10.41 Using Snowflake on AWS as atarget ... .. 980
PrereqUISIEES 981
Limitations and considerations ... . 982
Required PermiSSiONS . . 982
Snowflake on AWS data tyPes ... 983
Setting general connection parameters ... ... 985
Setting advanced connection properties ... 989
10.42 Using Snowflake on Azure as atarget ... ...l 991
PrerEqUISIEES 992
Limitations and considerations ... .. 993
Required PermiSSIONS . . 993
Snowflake on Azure data typPes ... .. 994
Setting general connection parameters ... ... 996

Setup and User Guide - Qlik Replicate, November 2023 18



Contents

Setting advanced connection properties ... .. ... 998
10.43 Using Snowflake on Google asatarget ... ... 1000
PrereqUISIIES L 1001
Limitations and considerations ... ...l 1001
RequUIred PermiSSiONS . 1002
Snowflake on Google data types ... ... 1003
Setting general connection parameters ... 1005
Setting advanced connection properties ... ... 1007
10.44 Using Teradata Database asatarget ... 1009
An overview of the Teradata Database target ... 1010
Limitations and considerations ... ... .l 1010
Teradata Database target load options ... ... 1010
Database availability ... . 1010
PrereqUISIIES . 1010
Providing access to the Teradata Database ... 1012
SECUNItY FeqUITEMI NS 1013
Teradata Database data types .. ... . . 1013
Setting general connection properties ... .. .. ... 1016
Setting advanced connection properties ... .. ... 1017
11 Using the Qlik Replicate file channel ........ .. ... ... ... ... 1019
10, PrereqUISITES . 1020
11,2 LimMitations oo 1020
10,3 SCUNITY o 1020
11.4 Setting Up Qlik Replicate File Channeltasks ....... ... .. 1021
LoCal taSK ..o 1021
RemoOte task ... . 1021
Replicating to multiple targets (distribution) ... ... ... 1022
11.5 Working with the File Channel data files ... 1023
File-Channel directory structure ... ... .. ... . 1023
11.6 Using the File Channel as a source ... ... ... 1025
11.7 Setting general connection properties ... ... 1025
11.8 Setting advanced connection properties ... ... 1026
Internal parameters . 1026
SettiNgS SUMMaANY 1027
11.9 Using the File Channel as atarget ... ... 1027
Setting general connection properties ... ... ... 1027
Setting advanced connection properties ... .. ... 1028
Internal Parameters . 1028
SettiNgS SUMMIAIY ... 1029
12 Using the Log Stream ... ... ... ... 1030
12,1 TerMINO Oy oo 1031
12.2 OVEIVIEW .ot 1031
The oW 1031
12.3 Step 1: Create a Log Stream target endpoint ... 1032
12.4 Step 2: Create and run a Log Stream Stagingtask ... 1033
Log Stream Staging limitations and considerations ... 1036

Setup and User Guide - Qlik Replicate, November 2023 19



Contents

12.5 Step 3: Create a replication task to transfer the staged data to the target ...................... 1036
Duplicate the source endpoint and add it to the log stream staging task ........................... 1037
Create the replication task using the duplicated source endpoint .................................... 1037
Replication task limitations and considerations .................. ... 1039

13 Customizing tasks ... .. ... . 1040

13.1 Table Settings ... ... 1040
Performing General tasks for a single table/view ... ... 1041
Defining transformations for a single table/view .......... ... ... 1042
UsiNg fIlters o 1050
Parallel Load ... ... ... 1056
Handling LOB COlUMINS ..o 1061
Message format ... 1064
FULL Load .. 1064

13.2 Defining global rules ... 1065
Starting the Global Transformation Rules wizard ..................................................... 1065

1076
1076
Starting the Global Filter Rules wizard ... ... 1089
Managing global rules ... ... ... 1094

13.3 Using the Expression Builder ... .. ... .. 1095
Overview of the Expression Builder ... .. ... ... 1095
BuUild an eXpressiON . 1097
Parse an eXPreSSION . 1098
TSt AN OXPIESSION 1098
Using elements in the Expression Builder ... .. 1100

13,4 Task SettiNgS ..o 1123
Metadata ... 1124
Bidirectional ... ... 1129
FULL Load .. 1129
Change ProCeSSING ... .o 1133
Error handling ... 1145
OB iMoo 1151
Character substitution ... ... ... . 1153
File Uploads .. o 1154
Message FOrmat . 1155
Transformations and Filters ... .. ... 1160
MOrE Ot ONS 1161

14 Working with tasks at runtime ... 1162

14.1 RUNNING @ taSK ... 1162
How to run atask ... ... 1162
Using the Run button options ... . . 1163
Advanced RUN OPtioNS ... . 1164
Recovering from data folder loss or corruption ... 1169

14.2 Viewing the task status ....... ... 1171

14.3 Accessing task messages and notifications ... 1171
Viewing Notifications ... ... 1172
View Log Messages for a task ... .. ... 1173

Setup and User Guide - Qlik Replicate, November 2023 20



Contents

15 Monitoring and controlling replicationtasks ... 1175
15.1 Viewing information in the monitor ... ... 1175
15.2 Monitoring full-load operations ... ... ... .. 1175

General information fora Full Load ........ ... .. ... . 1175
Detailed information for the Full Load ......... ... .. 1176
Monitoring throughput in a Full Load operation ... 1183
15.3 Monitoring change processing operations ... 1183
General Change Processing information ... 1183
Detailed Change Processing information ... 1185
154 VIeWINgG MESSAZES .. . i 1192
15.5 Using the monitor tools ... ... ... 1192
Viewing history information ... ... .. 1193
Setting the task logging level ... ... ... . 1193
Viewing, downloading, and manually rolling over task log files ...................................... 1194
Deleting log files .. .. ... 1195
Deleting old partitions manually ... 1196
Downloading a memory report ... .. ... 1196
Downloading a diagnostics package .................. 1196

16 Qlik Replicate server settings .............. ... .. ... ... 1198

16.1 Notifications Settings .. .. ... .. 1198
Defining Notifications ... .. . 1199
Define the action that triggers the notification ........... .. ... 1200
Define which changes of status trigger the notification ................................................. 1201
Define errors or warnings that trigger the notification ................................................... 1203
Define the reCiPIENtS .. . o 1204
Define the notification Mmessage ... .. ... . 1204
Associate tasks with the notification ... 1209
Review the notification rule ... .. ... .. 1210
Define the event that triggers the notification ... 1210
Review the notification rule ... .. ... .. . . 1213
Setting up Mail parameters ... .. ... 1216
Creating a Default Recipient List ... ... .. 1217
Replicate Event IDs in Windows EVent LOg ... ... ... 1218

16.2 License Settings .. .. 1219
Requesting a license .. .. ... 1219
Registering a liCenSe . 1222
VIeWING @ lICENSE . 1223

16.3 Global error handling ... ... 1223

16.4 OGN 1224
Setting logging levels for the Server and File Transfer Service .............................o. 1225
Setting automatic roll overand cleanup ... 1226
Viewing and downloading log files ... ... ... .. . 1227
Manually rolling over the log files ... ... ... 1228
Deleting server, task and FTS log files ... ... ... ... ... . 1228

16.5 File Transfer SerVICe ... .. o 1228
HOW Tt WOTKS 1228
COMI P S S O 1229

Setup and User Guide - Qlik Replicate, November 2023 21



Contents

BN Gy P ON 1229
Defining a File Transfer Service ... ... 1229
Editing a File Transfer Service ... ... ... 1230
Deleting a File Transfer Service ... ... . 1230

16.6 Scheduling JObs . 1231
16.7 USer PermiSSiONS 1233
Managing User PermMiSSIONS ... . 1234

16.8 Resource CONtrol . ... ... 1235
DiSK SPaCE . 1235

Sy S M MEMIOIY . e 1236
16.9 External utilities ... ... . 1236
16.10 ENApOints ..o 1237
ENAPOiNt SEIVIS 1237
DefaUlt PrOXY SEIVET 1239
16.11 Transformations and Filters ... ... .. 1240
16.12 MOre OPtIONS . 1241
MOrE Ot ONS 1241

A Using Change Tables ... ... ... .. ... 1242
A.1 Working with Change Tables ... ... 1242
Handling truncate operations ... ... .. .. .. 1242
Using the Change Table model ... ... ... 1243

A2 Change Tables .. .. .o 1243
A3 UsSage eXamIPle o 1246
B Using an Audit table ... 1248
C Creating dump files ... ... 1251
D Setting up Qlik Replicate in a cluster environment ... 1252
D.1 Setting up Qlik Replicate in a Windows Server cluster (HA) ... 1252
Step 1: Install Qlik Replicate in the cluster ... ... ... . . . 1252
Step 2: Add the Qlik Replicate services ... .. ... 1254
Step 3: Define the dependencies for each service ... . 1255
Step 4: Enable different console addresses in a high availability environment ................... 1255

D.2 Setting up Qlik Replicate ina Linux cluster ... 1256

E Control Tables . ... ... . 1257
E. L ApPly eXCeptioNS . 1257
E.2 Replication Status ... ... 1258
E.3 Suspended Tables ... ... 1259
E.4 Replication history ... ... 1259
E.5 Change data partitions ... ... .. ... 1260
BB DL NS Ory oo 1261

F Using HP NonStop SQL/MP as an ODBC target .................................................. 1264
Fol PrereqUISIEES .o 1264
F.2 Table settings ... 1265
F.3 Task setting limitations .. .. ... .. 1266

G Impact of DST change on Qlik Replicate ... .. .. ... 1267
H Metadata file description ... ... . .. 1269

Setup and User Guide - Qlik Replicate, November 2023 22



Contents

Supported Platforms and Endpoints ... .. 1272
.1 Supported platforms . 1272
Supported Windows platforms ... . 1272
Supported Linux platforms .. 1272
1.2 Supported source endpoints ... .. 1273
Cloud-based ... . . 1273
ARC-Dased . . 1275
Bl 1275
Data LaKe ..o 1275
Relational databases ... ... ... 1276
Data WarehOUSES ... .. 1277
OB . 1277
NOS QL o 1277
Ot er 1278
1279

[.3 Supported target endpoints ... 1279
Cloud-based ... . 1279
SHrAMING 1282
File-based ... . 1283
HadOOD Lo 1283
Data WarehOUSES ... .. . 1283
Relational databases ... ... ... 1283
OB . 1284
I.4 Endpoints supported in bidirectional replication ... .. 1284
1.5 Compatibility with related products ... ... 1285
1.6 SUppPOrted BrOWSErS . 1285
Replicate LOgGers .. .. 1287
JL ADDON S 1287
Jo2 ASSERTION 1288
J.3 COMMON 1288
J.4 COMMUNICATION o 1288
J.5 DATA_RECORD ..o 1288
EXaMIDlE 1288
J.6 DATA _STRUCTURE . 1288
JoT FILE _FACT ORY 1289
J.8 FILE _TRANSFER (AKA CIFTA) o 1289
J.9 INFRASTRUCTURE 1289
J 10 O 1289
XML, 1289
J.11 METADATA _CHANGES 1289
J.12 METADAT A _MANAGER 1289
J.13 PERFORMANCE . 1289
J14 REST _SERVER .o 1289
J 15 SERVER 1290
J16 SORTER 1290
J.17 SORTER _STORAGE ... 1290

Setup and User Guide - Qlik Replicate, November 2023 23



Contents

J.18 SOURCE _CAPTURE .. 1290
J.19 SOURCE_LOG_DUMP .. 1290
J.20 SOURCE _UNLOAD ... 1290
J2L STREAM 1291
J.22 STREAM _COMPONENT 1291
EXaMIDle 1291
J.23 TABLES _MANAGER . 1291
J24 TARGET AP P LY 1291
J.25 TARGET_LOAD ..o 1291
J.26 TASK _MANAGER 1291
327 TRANSFORMATION 1292
B XM Dl 1292
J28 UTILITIES o 1292
K Replicate add-ons APl . ... 1293
K.1 Memory management methods ... .. 1293
CrEAtE POl 1293
ESTrOY POl . 1294
Clear POl 1294
CallOC L 1294
Bl CEX P00 Lo 1295
B O 1295

Y =] A ot R 1295
K.2 Log management methods ... .. ... 1296
O I O 1296
O WaINING L. 1296
L0 raCE o 1297
K Kafka Avro consumers APl . ... .. . 1298
K.3 Decoding a self-describing message ...l 1299
K.4 Decoding a message by referenced schema ID ... 1299
K.5 Typical consumer lOGiC .. ... ... 1300
K.6 Classes and Methods ... ... ... 1300
AttUNItyMessageDeCOder .. . .. 1300
AttunityMetadataMessage ... .. ... 1301
AttunityDataMesSa e . 1302
AttunityTableLineage ... .. 1302
AttunityTableColumn 1302
ATUNIEY DAt AT Y P . . 1303
AttunityDataHeaders .. . 1303
AttunityDecoderException ... .. .. 1304
K.7 Sample Code Snippet ... 1305
L GlOSSaANY oo 1307

Setup and User Guide - Qlik Replicate, November 2023 24



1 What's new?

1 What's new?

This section describes the new and enhanced features in Replicate November 2023.

In addition to these release notes, customers who are not upgrading from the latest GA version
(Replicate May 2023 SR) are advised to review the release notes for all versions released since their
current version.

Customers should also review the Replicate release notes in {2 Qlik Community for information about the

following:

e Migration and upgrade

¢ End of life/support features

¢ Newly supported OS platforms, databases, and third-party software versions.
* Resolved issues

¢ Known issues

1.1  Endpoint enhancements introduced in Replicate
November 2023 service release 1

This section describes enhancements to existing endpoints in Replicate November 2023 service release 1.

Databricks Lakehouse (Delta) and Databricks (Cloud Storage) - Support
for OAuth authentication

The ability to set OAuth as the authentication type has been added to the General tab in the endpoint
settings.

Using Databricks Lakehouse (Delta) as a target (page 665)

Using Databricks (Cloud Storage) as a target (page 676)

1.2 New endpoints and endpoint enhancements introduced
in Replicate November 2023 initial release

This section describes new endpoints and enhancements to existing endpoints.

New Google Cloud SQL for SQL Server source endpoint

This version introduces support for replicating data from Google Cloud SQL for SQL Server to any supported
target.

Using Google Cloud SQL for SQL Server as a source (page 224)
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1 What's new?

New Confluent Cloud target endpoint

This version introduces support for replicating data from any supported source to Confluent Cloud.

Using Confluent Cloud as a target (page 654)

Kafka target - Support for certificate + username and password
authentication

A new Certificate + Username and password authentication option was added to the Schema Registry
Connection Properties in the General tab. This option is only available when the Publish data schemas to
Confluent Schema Registry option is selected.

Setting general connection properties (page 821)

PostgreSQL-based sources - Data type mapping change

A new Map BOOLEAN to Replicate BOOLEAN data type (instead of STRING (5)) option was added to the
Advanced tab. Clear this option if you want BOOLEAN columns to be mapped to the Replicate STRING (5) data

type.

MySQL-based targets - Support for connecting via SSL

SSL connection settings have been added to the Security section in the General tab.

Changes to Amazon Redshift data type mapping

In previous versions, the Replicate BOOLEAN data type was mapped to VARCHAR(1) in Amazon Redshift.
Starting from this version, it will be mapped to BOOLEAN.

Changes to Amazon MSK topicMapping property values

The Amazon MSK target endpoint dialog allows users to choose whether data should be written to a Specific
topic or to a Separate topic for each table. When exporting a task, these options are represented as
topicMapping values in the exported JSON file. Prior to Replicate November 2023, the values corresponding
to the Ul options were Specifictopic and separatetopicforeachtable. From Replicate November 2023, these
values have been changed to SPECIFIC and TOPIC_PER_TABLE respectively. Therefore, when importing a
task with an Amazon MSK target endpoint that was exported from a previous version, you need to update the
JSON file with the new values before importing the task.

Snowflake targets (Google, AWS, and Azure) - Support for OAuth
authentication

The ability to set OAuth as the Authentication type has been added to the Snowflake Access section in the
General tab.

Amazon S3 and Amazon Redshift Targets - IAM Roles Anywhere Support

¢ Amazon Redshift Target: The ability to select 1AM Roles Anywhere as the Access type has been
added to the Amazon S3 Staging section in the General tab.
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Setting general connection parameters (page 623)

e Amazon S3 Target: The ability to select 1AM Roles Anywhere as an Access option has been added to
the Amazon S3 Storage section in the General tab.
Setting general connection properties (page 634)
Google BigQuery target

Starting from this version, customers no longer need to install the Google Cloud SDK.

Support for "Trigger-based CDC" mode when using SAP HANA as a SAP
Application (DB) backend

The SAP Application (DB) endpoint now supports SAP HANA as a backend configured to work in "Trigger-
based CDC" mode. In previous versions, only "Log-based CDC" mode was supported.
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2 Introduction

This section describes the main concepts of data replication and the major components of Qlik Replicate.

The term "endpoint" is used generically throughout this guide to refer to a data repository that can
be used as a source and/or target in a Qlik Replicate task. Examples of such repositories include
relational databases (such as Oracle) and files.

In this section:

e What you need (page 95)
e Replication Explained (page 31)

Full Load and CDC processes (page 32)
e Replication topologies (page 33)

¢ Limitations and considerations (page 33)

2.1  Whatis Qlik Replicate?

Qlik Replicate is a simple, powerful, easy-to-implement solution that provides replication between various
endpoints. Replicate lets you:

¢ Load data efficiently and quickly to operational data stores/warehouses
¢ Create copies of production endpoints

¢ Distribute data across endpoints

Replicate is designed to scale and support large scale enterprise data replication scenarios with a scalable
multi-server, multi-task, and multi-threaded architecture.

Replicate consists of a Web-based console and a replication server to replicate data across both
heterogeneous and homogeneous data sources. It provides users with instant visibility into current and
historical tasks, status, performance, and resource usage information.

Replicate can execute replication tasks between a large number of enterprise endpoints including Oracle,
Microsoft SQL Server, and IBM DB2. It uses a "Click-2-Replicate" design that simplifies the replication process
by automating the steps required to build a replication solution.

When you set up a task in Replicate, you can select any of the following:

¢ Full Load Replication: Creates files or tables on the target endpoint, automatically defines the
metadata that is required on the target, and populates the tables with data from the source

¢ Change Processing, also called Change Data Capture (CDC): Captures changes in the source data or
metadata as they occur and applies them to the target endpoint as soon as possible, in near-real time

e Store Changes: Captures changes in the source data or metadata as they occur but does not apply
them to the target
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Replication is log based, which means that it reads only the changes. This reduces the impact on the source
endpoints.

System architecture

The following diagram shows the basic architecture of Qlik Replicate.

Transfer

cbC Incremental

FULL LOAD Filter Transform FULL LOAD

L@ )

In the initial load process, Qlik Replicate reads a filtered stream of rows (with relevant columns only) and
passes them to the transformation process for further filtering and subsequent writing to the target endpoint
(in the expected output format).

The CDC process obtains a stream of filtered events or changes in data or metadata from the transaction log
file. It then buffers all changes for a given transaction into a single unit before forwarding them to the target
when the transaction is committed. During the initial load process, CDC also buffers all changes that occur
within a transaction until all affected tables have been loaded.

2.2 Terminology

The following section describes some key terms used throughout this Help.

Change Data Capture (CDC)

Captures changes in the source data or metadata as they occur and applies them to the target endpoint as
soon as possible, in near-real-time. The changes are captured and applied as units of single committed
transactions and several different target tables may be updated as the result of a single source commit. This
guarantees transactional integrity in the target endpoint. The CDC process for any file or table starts as soon
as the data loading operation for the file or table begins.
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Full load

Creates all defined files or tables on the target endpoint, automatically defines the metadata that is required
at the target, and populates the tables with data from the source.

Apply latency

The gap in seconds between capturing a change in one of the source tables and applying that change to the
target endpoint.

Latency when applying large transactions

This is best explained by way of example. When the most recent Apply Latency value was 10 seconds and now
a transaction of one million rows gets committed at the source endpoint, Replicate starts to apply that
transaction to the selected target and it will take some time to write all the changes to the target (for example
60 seconds). During the next 60 seconds, the latency value gradually grows to 70 seconds for the last change
in the transaction. Once the transaction is committed, the latency drops back to the 'regular' latency (10
seconds in this case).

Latency when no transactions are being applied

When a time period passes with no changes applied to the target, the latency calculation is based on the time
difference between the current time and the timestamp of the last change event read from the transaction
log. This could happen, for example, if there is a high volume of activity on tables that were not selected for
replication in the current task.

Source latency

The gap in seconds between when the source database wrote an event to its transaction log and when
Replicate captured that change.

Target latency

The gap between when a commit is seen by Replicate (reading the source transaction log) and when the
changes of that commit are seen in the target.

Overall latency

The overall latency is defined as the time gap between when a change is committed in the source database
and when it is visible in the target database.

Source endpoint

A collection of files or tables managed by an endpoint management system (such as, Oracle, SQL Server) that
is part of the main computing service of the IT organization of an enterprise. This source continuously
updated, may need to provide a high throughput rate, may have strict 24/7 up-time requirements, and may
reference or update a number of tables in the course of a single logical transaction while providing
transactional consistency and integrity for the data.
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Target endpoint

A collection of files or tables managed by an Endpoint Management System (DBMS), which may be different
from the DBMS managing the source endpoint. It contains data that is derived from the source. It may contain
only a subset of the tables, columns, or rows that appear in the source. Its tables may contain columns that
do not appear in the source but are transformations or computations based on the source data.

Net Changes table

Replicate performs data replication based on changes that appear in the source database's transaction log. A
single update operation on the source, such as "UPDATE MyTable SET fl=..., f2=..."could
potentially update many rows in the source database and create a large number of change records that
Replicate will need to apply to the target. Replicate offers two Change Processing modes: Transactional
apply and Batch optimized apply. In Transactional apply Change Processing mode, Replicate essentially
applies each change to the target, which may take much longer than the original UPDATE took on the source.
Batch optimized apply mode, on the other hand, is designed to handle efficient replication of a large number
of changes. In this mode, Replicate accumulates changes for multiple tables in a memory cache. Repeated
changes to the same row are updated in the memory cache. When the maximum memory cache size defined
for the task is reached (or when the configured time has elapsed), Replicate does the following:

a. Writes the cached (net) changes to a special table on the target (the Net Changes table),
b. Bulk uploads the changes to the target table
c. Uses SQL statements to update the target tables based on the data in the Net Changes table.

Note that for Oracle, Replicate uses a Net Changes table per each source table with changes, while
for other source endpoints a single Net Changes table is used.

2.3 Replication Explained

Replication is a process that keeps two or more collections of computerized information identically
synchronized. It facilitates:

¢ Load reduction: Keeping a complete or partial copy of a collection on a different server reduces the
load on the main server.

¢ Improved service: Accessing a copy of the data can provide better service to users than having them
access the original data.

« Restricted data access: If some users should only have access to a subset of data, replicating only
part of a collection makes it easy to enforce security restrictions.

e Geographic distribution: Making only a subset of data relevant to a specific node (or location)
available is beneficial in widely distributed enterprises (such as a chain of retail stores or warehouses).
You can still make all data available at a central location for less frequent use.

» Disaster Recovery: Keeping a copy of the main data available allows for setting up rapid fail-over
clusters (the capability to switch over to a redundant or standby computer server in case the main
system fails).
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¢ "Cloud" computing: Replicating data allows for implementing what is commonly known as cloud
computing (the on-demand storage, management, and processing of Internet-based data).

The information replicated is stored as files or in a database. In the case of files, the structure and content of a
file are known only to the specialized programs that use the file. Databases are managed by database
management systems (DBMS) that make use of standardized descriptions of the structure of the information
(such as tables, columns, rows, and data types). These descriptions are known collectively as metadata and
allow a general-purpose replicator to carry out relevant operations (for example filtering and data
transformations) without the need to know anything about the contents or “meaning” of the data. Because
file systems do not contain metadata, operations available for replication are more limited.

During replication, a collection of data is copied from system A to system B, where A is known as the source
(for this collection) and B is known as the target. A system can be a source, a target, or both (with certain
restrictions). A complex replication topology has a number of sources, targets, and data collections defined.

The replication process must account for the fact that source data may be changing while being copied. It is
not possible to make or maintain copies instantaneously and to stop the source computer to “freeze” the
information. Therefore, replication must account for:

¢ Integrity: The target data must reflect the complete result of all changes made to the source data
during the replication process.

* Consistency: If a change affects different tables, rows, or files, the copy must reflect these changes
consistently across all affected tables, rows, or files.

* Latency: The replication process must aim at keeping latency at a minimum. Ideally, it should not
exceed a few seconds.

2.4  Full Load and CDC processes

The full load process creates files or tables at the target endpoint, automatically defines the metadata that is
required at the target, and populates the tables with data from the source. Unlike the CDC process, the full
load process loads the data one entire table or file at a time, for maximum efficiency.

The source tables may be subject to update activity during the Load process. However, there is no need to
stop processing in the source. Replicate automatically starts the CDC process as soon as the load process
starts. It does not apply the changes to the target until after the load of a table completes because the data on
the target might not be consistent while the load process is active. At the conclusion of the load process,
however, Replicate guarantees consistency and integrity of the target data.

If the load process is interrupted, it continues from wherever it stopped when restarted.

You can add new tables to an existing target without reloading the existing tables. Similarly, you can add or
drop columns in previously populated target tables without reloading.

The CDC process captures changes in the source data or metadata as they occur and applies them to the
target endpoint as soon as possible in near real time. It captures and applies the changes as units of single
committed transactions and can update several different target tables as the result of a single source commit.
This guarantees transactional integrity in the target endpoint. The CDC process for any file or table starts as
soon as the data load process for the file or table begins.
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CDC operates by reading the recovery log file of the source endpoint management system and grouping
together the entries for each transaction. The process employs techniques that ensure efficiency without
seriously impacting the latency of the target data. If the CDC process cannot apply the changes to the target
within a reasonable amount of time (for example when the target is not accessible), it buffers the changes on
the Replication server for as long as necessary. There is no need to re-read the source DBMS logs, which may
take a long time.

2.5  Replication topologies

Qlik Replicate can be set up to work in different topologies including one to one, logical independence, and
hub and spoke. The following topic provides a brief overview of these topologies.

One to one

In a one-one topology, there is one source and one target endpoint. When the source and target endpoints are
distinct, Qlik Replicate guarantees transactional integrity and consistency. If you use two different replication
tasks, the endpoints may switch roles, allowing two-way synchronization.

If the same row in a table is updated by two different replication tasks, the result of two-way
synchronization may be unpredictable. A problem can occur even if two different rows are
referentially related, that is if some application updates a row based on reading a value in a
different row. If the rows are updated concurrently on the source and the target, the result may be
unpredictable. (CDC has no way of knowing exactly when a row was read by an application on one
system relative to its having been changed on another system. Read operations are typically not
logged.) Such occurrences are rare, but they can occur.

Logical independence

Two-way replication works best when updates of a row on a source and on a target are entirely autonomous
and do not affect each other. There is an assumption that any table or a horizontal or vertical segment of a
partitioned table can only be updated in one source. Qlik Replicate allows updating the same row in several
places, but in this case, the columns being updated must be distinct. Another assumption is that if a data
value in one row depends on or is derived from a value in another row, the values can be changed only on the
same server but nowhere else (except by the Replicator). This is called logical independence. With logical
independence, concurrent update conflicts cannot occur during replication.

Hub and spoke

Many-to-one and one-to-many relationships can be combined into a hub-and-spoke topology, which allows
the merging of data into multiple targets and then distributing to other targets. It does not allow cycles or
multiple paths for propagating changes. The hub-and-spoke topology is that of an acyclic directed graph.

2.6 Limitations and considerations

When working with Qlik Replicate, you should be aware of the following limitations and considerations:
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¢ Itis not recommended to performing database maintenance tasks during replication as doing so might
result in unpredictable behavior.

¢ Replicate does not support replication of Primary Keys that are LOB data types.
* When replicating a table that has no Primary Key or Unique Index, LOB columns will not be replicated.
IMAGE, etc.) may truncate (and thereby invalidate) the structured data in the target LOB.

¢ In Batch optimized apply mode, if the target table has more columns than the source table, any values
in the extra columns will be replaced with NULL.
The workaround is to create two tasks. One task for the target table(s) with extra columns and the
other task for the source table(s) which have the same number of columns as the target tables. Then,
run the task for the target table(s) with extra columns in Transactional apply mode and run the other

task (where the target tables do not have extra columns) in Batch optimized apply mode. Note,
however, that updating large tables in Transactional apply mode may impact performance.

¢ When Replicate creates a new table in the target endpoint, it defines only one index on the table. The
index will either be the Primary Key or the first Unique Key (according to alphabetical order) of the
table. No other indexes will be defined in the target. If additional indexes are required, these will need
to be defined manually.

 If a Unique Index/Primary Key in any of the source tables contains NULL values in multiple rows,
UPDATE and DELETE operations on one of the rows will UPDATE /DELETE all of the target rows (in the
Unique Index/Primary Key) that have a NULL value.

¢ LOB columns are always created as nullable on the target database. If you create the target table(s)
manually, then you must set all LOB columns to nullable.

 If you stop a task after Full Load completes, make some changes to the source tables, and later resume
the task from timestamp (by selecting the Start processing changes from run option), some changes
may not be replicated to the target. This usually only happens if the transaction logs in the source
database have been deleted due to a log purge policy. In this case, Replicate will resume the task from
the last change in the current transaction log.

¢ When replicating tables without a Primary Key, there is no way to verify whether a record already exists
on the target. This may result in data inconsistency when UPDATE and DELETE operations are
performed on the target database.

¢ Replication of calculated values is not supported during Change Processing.

« |If a task fails with a recoverable error on the target while it is starting, it will not read changes from the
source.

¢ Cached changes may be duplicated in a target table that does not have a Unique Index.

¢ Aunique index consisting of several ascending and descending columns will always be replicated to
the target as ascending columns. In other words, the descending columns will become ascending
columns.

¢ When the source table contains an identity column, Replicate does not create the identity column on
the target table. In this case, the table will need to be created manually on the target endpoint.

¢ Replication of tables with the same name as any of the Replicate Control tables is not supported. For a
list of the Control Table names, see Control Tables (page 1257).

e CREATE TABLE operations performed on the source while a task is stopped will be applied to the target
when the task is resumed, but will not be recorded as a DDL in the attrep_dd|_history Control Table.
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¢ Due to access restrictions on Windows registry entries, two installations of Replicate on the same
machine must be installed under the same user account. If they are installed under different accounts,
only one of the installations will work.

* When using filters that do not contain a Primary Key, DELETE operations will not be captured from
endpoints that do not support Before-images. Examples of such endpoints include all PostgreSQL-
based sources, Salesforce source, and Oracle source that does not have full supplemental logging on
columns included in the filtering condition.

¢ Replication of source tables that contain two columns with the same name, but in different cases (e.g.
ADDRESS and address), is not supported.

¢ Replicate does not capture DDLs of type ALTER TABLE that change a column type from VARCHAR to
CHAR. However any change to the size will be captured. Additionally, Replicate will only capture DDLs
of type ALTER TABLE that change a column type from CHAR to VARCHAR if the size has changed.
Example:

e Change VARCHAR(20) to CHAR(20) - No change in target
¢ Change VARCHAR(20) to CHAR(55) - Target will be VARCHAR(55)
¢ Change CHAR(20) to VARCHAR(20) - No change in target

)

(
(
(
¢ Change CHAR(20) to VARCHAR(55) - Target will be VARCHAR(55)
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3 Installing Qlik Replicate
This section describes how to install, upgrade, and uninstall Qlik Replicate.
In this section:

e Recommended hardware configuration (page 36)
¢ Setting up Qlik Replicate on Windows (page 37)
 Setting up Qlik Replicate on Linux (page 46)

3.1 Recommended hardware configuration

This section describes the recommended hardware configurations for using Qlik Replicate. For information on
the software requirements for using Qlik Replicate, see Installing Qlik Replicate (page 36).

The following table describes the recommended hardware configuration for installing Qlik Replicate on
Windows and Linux operating systems. Note that the recommendations apply to mid-scale systems (i.e.
hundreds of tasks) rather than large-scale systems (i.e. thousands of tasks).

Recommended hardware configurations

. Extra-
Basic Large
Large Notes:
System System
System
Processor Quad core  Quad core 8-core Additional cores are useful in any of
base base the following situations:
Dual-core  Quad core ¢ Many tasks running in
per task per task parallel
¢ Full-load performance
priority
¢ Multiple full-load processes
running in parallel
Memory 8 GB 32GB 64 GB More memory is useful in any of the

following situations:

e Many tasks running in
parallel

¢ Long-running transactions
on the source endpoint (for
example, monthly batch
processing)

¢ Many active users on the
source system
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Extra-
Large Notes:
System

Basic Large
System System

Disk requirements (SSD is 320 GB 500 GB 500 GB A faster disk is useful in any of the

recommended for optimal following situations:

RAID RAID
performance)
¢ Using a file-based target.

e Long-running source
transactions that may not fit
into memory

¢ Using tasks that are set up to
continue processing during
target outage

A larger disk is required in any of
the following situations:

¢ Using tasks that are set up to
continue processing during
target outage

e Very large source
transactions that do not fit
into memory

RAID is recommended for system
recovery in case of disk failure for
all configurations.

Network 1 Gbps 10 Gbps Two 10 -
Gbps

3.2  Setting up Qlik Replicate on Windows

This section describes how to install Qlik Replicate on Windows and contains the following topics:

* Windows permissions (page 38)

e Windows software requirements (page 41)

* Installing or upgrading Qlik Replicate on Windows (page 41)

 Starting and stopping the Qlik Replicate Server service on Windows (page 43)
* Silently installing Qlik Replicate (page 43)

¢ Silently upgrading Qlik Replicate (page 44)

« Silently uninstalling Qlik Replicate (page 45)

e Changing the data directory location on Windows (page 46)
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Windows permissions

By default, Qlik Replicate must be installed as an Administrator. After installing Qlik Replicate, you can opt to
run Replicate under a different account, as described in Running Replicate under a different account (page 39).

The following privileges are required to start the Qlik Replicate Ul Server service (which is run as a local
system service), but are dropped as soon as the service is started:

e SE_CREATE_GLOBAL_NAME

e SE_CREATE_PAGEFILE_NAME

e SE_CREATE_PERMANENT_NAME

e SE_CREATE_SYMBOLIC_LINK_NAME
e SE_CREATE_TOKEN_NAME

e SE_DEBUG_NAME

e SE_ENABLE_DELEGATION_NAME

e SE_IMPERSONATE_NAME

e SE_INC_BASE_PRIORITY_NAME

¢ SE_INCREASE_QUOTA_NAME

e SE_INC_WORKING_SET_NAME

e SE_LOAD_DRIVER_NAME

e SE_LOCK_MEMORY_NAME

¢ SE_MACHINE_ACCOUNT_NAME

e SE_MANAGE_VOLUME_NAME

e SE_PROF_SINGLE_PROCESS_NAME
e SE_RELABEL_NAME

e SE_REMOTE_SHUTDOWN_NAME

e SE_RESTORE_NAME

e SE_SECURITY_NAME

e SE_SHUTDOWN_NAME

e SE_SYNC_AGENT_NAME

e SE_SYSTEM_ENVIRONMENT_NAME
e SE_SYSTEM_PROFILE_NAME

e SE_SYSTEMTIME_NAME

e SE_TAKE_OWNERSHIP_NAME

¢ SE_TCB_NAME

e SE_TIME_ZONE_NAME

e SE_TRUSTED_CREDMAN_ACCESS_NAME
¢ SE_UNDOCK_NAME

In addition, the account that runs Replicate needs to be granted access to the Data directory
(~\Qlik\Replicate\Data) as well as any directory containing files (such as CSV files) that need to be used in a
replication task.

Setup and User Guide - Qlik Replicate, November 2023 38



3 Installing Qlik Replicate

Running Replicate under a different account

You can run Replicate under an account with less privileges than the default account. Both the Qlik Replicate

Server service and the Qlik Replicate Ul Server service can be run under different accounts, as described in the

following sections.

¢ The Salesforce and MongoDB source endpoints are not supported when Replicate is run
under a non-admin account.

e As some endpoints may require stronger privileges than others, running Replicate under an
account with insufficient privileges may cause replication issues.

Changing the Qlik Replicate Server Service account

Changing the default Qlik Replicate Server Service Log On user for admin users

1.

2
3.
4

Add the user to the "Log on as a service" policy in the "Local Security Policy".
Edit the Qlik Replicate Server service to log on with the user.
Restart the Qlik Replicate Server service.

Open Task Manager and verify that the repctl.exe process is running under the specified user.

Changing the default Qlik Replicate Server Service Log On user for non-admin users

If you already performed this procedure in an earlier version of Replicate, you only need to perform
the additional steps described in Steps required after upgrading to Replicate November 2022 or later
(page 40) below.

Add the user to the "Log on as a service" policy in the "Local Security Policy".

Set the user as the Owner of the log.key, mk.dat, and muk.dat files.
The default location of these files is:
C:\Program Files\Attunity\Replicate\data

Grant the user full control over the log.key, mk.dat, and muk.dat files.

Grant the user full control over the following registry entries:
HKEY_LOCAL_MACHINE\SOFTWARE\QIik\Qlik Replicate
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps\Repctl.exe

Grant the user full control over the Replicate jvm folder
The default location of this folder is:
C:\Program Files\Attunity\Replicate\jvm

For both the <INSTALL-DIR>\Attunity\Replicate and <INSTALL-DIR>\Attunity\Replicate\data folders,
open the folder properties and set the folder permissions as follows:

a. Grant the user full control.
b. Click the Advanced button.
c. Inthe Permissions tab, click the Change permissions button.

d. Select Replace all child object permission entries with inheritable permission entries from
this object and click OK.

Grant the user write permission on <INSTALL-DIR>\Attunity\Replicate\endpoint_srv\bin.
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8. If you have not yet registered your Replicate license, register it now.

9. Verify that the muk.dat file exists in <INSTALL-DIR>\Attunity\Replicate\endpoint_srv\data and then
grant the user full control over this folder.

10. Grant the user full control over any target folders defined in relevant target endpoints (for example, the
Target folder specified in the File target endpoint settings).

11. If execution of user-defined commands is allowed, add the user to the "Replace a process level token"

policy in "Local Security Policy".
12. Edit the Qlik Replicate Server service to log on with the specified user.
13. Stop the Qlik Replicate Ul Server service.
14. Restart the Qlik Replicate Server service.
15. Start the Qlik Replicate Ul Server service.

16. Open Task Manager and verify that the repctl.exe process is running under the specified user.

Steps required after upgrading to Replicate November 2022 or later

If you already performed the Changing the default Qlik Replicate Server Service Log On user for non-admin users
(page 39) procedure in an earlier version of Replicate, after upgrading to Replicate November 2022, you need
to perform the following additional steps:

1. Edit the Qlik Replicate Server service to log on with the user you added to the "Log on as a service"
policy (in the "Local Security Policy").

2. Grant the user full control over the following registry entry:
HKEY_LOCAL_MACHINE\SOFTWARE\Qlik\Qlik Replicate

3. Stop the Qlik Replicate Ul Server service.
4. Restart the Qlik Replicate Server service.

5. Start the Qlik Replicate Ul Server service.

Changing the Qlik Replicate Ul Server Service Account

The user can either be an admin user or a non-admin user. If you change the user to a non-admin
user, the user must be the same as the non-admin user set in Changing the Qlik Replicate Server
Service account (page 39) above (assuming that a non-admin user was set).

To change the default Qlik Replicate Ul Server Service Log On user:

1. Open a command prompt and run the following commands:

a. Delete the existing user (if there is one), by running the following commands:
netsh http delete urlacl url=http://+:80/AttunityReplicate
netsh http delete urlacl url=https://+:443/AttunityReplicate

b. To add the user, run the following commands (where username is replaced by the name of the
user):
netsh http add urlacl url=http://+:80/AttunityReplicate user=Username
netsh http add urlacl url=https://+:443/AttunityReplicate user=uUsername

2. Edit the Qlik Replicate Ul Server service to log on with the new user.

3. Restart the Qlik Replicate Ul Server service.
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Windows software requirements

To install the Qlik Replicate Server and Console on a Windows computer, you must have the following
installed on your system:

¢ NET Framework 4.8 or later

¢ Visual C++ Redistributable for Visual Studio 2015. If it is not installed or if an older version is installed, it
will be installed automatically during installation.

e TLS 1.2 or later must be supported in the underlying OS.

On Windows Server 2012 R2, TLS 1.2 should be turned on by default. If it is not, refer to the
Microsoft online help for instructions on how to turn it on.

See also: TLS Support (page 67)
e For a list of supported browsers, see Supported browsers (page 1285).

¢ Port 443 must be opened for outbound and inbound communication.

For a list of supported operating systems, see Supported platforms (page 1272).

Installing or upgrading Qlik Replicate on Windows

Install Qlik Replicate using the Qlikreplicate_<version-build>_X64.exe installation kit. This kit runs on
Windows 64-bit (x64) environments. For a list of the Windows versions supported by Qlik Replicate, see
Windows software requirements (page 41).

Follow the instructions in the Setup wizard to install Qlik Replicate.

Later, if you need to start or stop the Qlik Replicate Server service, see the following section: Starting and
stopping the Qlik Replicate Server service on Windows (page 43)

In the setup wizard’s Replication Server Location screen, one of the options is Connect to a remote
Linux Qlik Replicate Server. You should only select this option if you have already installed Qlik
Replicate Server on a Linux machine. If you select this option, you will be prompted for the IP
address and port number of the Linux machine in the following screen.

For more information on installing Qlik Replicate Server on Linux, see Setting up Qlik Replicate on
Linux (page 46).

For information on the possible deployment configurations, see Qlik Replicate Ul server
configurations (page 87).

All of the data that is created when you use Qlik Replicate is stored in a directory called data. By default, this
directory is located in the installation directory where you install Qlik Replicate. If you want to create the data
directory in a different location, select this option in the installation wizard.
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Qlik recommends using a block device (physical, virtual or iSCSI-based) for the data folder. Using
NFS or SMB-based storage is not supported due to the associated latency which could greatly
degrade the data transfer performance, as well as due to reduced reliability and compatibility

issues.

If you elect to create the data directory in a different location, all command line actions must include the -d
your_data_directory_pathparameter where your_data_directory_path is the location of the "data" directory.

Upgrade instructions

To upgrade Replicate:

1. Choose one of the backup methods below.

Method 1:

a. Stop all Replicate tasks and services.
b. Back up the Replicate "data" directory to a location outside the product folder.

This method is recommended in most cases. However, if your "data" folder is very large and there is
not enough space to back it up, then use Method 2 below.

Method 2:

a. Open a Windows command prompt and change the path to <PRODUCT_DIR>\bin.
b. Then issue the following command:
repctl [-d data directory] exportrepository
where [-d data directory] isrequired when the Replicate "data" directory is in a non-
default location.
2. Run the Qlik Replicate setup wizard.
3. If you notice an issue with the upgrade, you can either revert to the previous version as described
below or do one of the following depending on which backup method you chose above.
If you chose Method 1:
a. Stop all the Replicate services.
b. Overwrite the "data" directory with the "data" directory that you backed up earlier.
c. Start all the Replicate services.

If you chose Method 2:
Issue the following command:
repctl [-d data directory] importrepository json file=Full path to the

exported *.json file
where [-d data directory] is only required if you installed the Replicate "data" directory to a
non-default location.

Example:

repctl -d f:/data importrepository json file=C:\Temp\many tables.json
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The following server settings will not be affected:
e The Store trace/verbose logging in memory, but if an error occurs write to the
logs logging option.
¢ Global and component-specific logging levels

 File Transfer Service settings

Reverting to a previous version

To revert to a previous version:

Back up the Replicate data directory to a location outside the product folder.
Uninstall the product and then reinstall to the same directory.
Once the installation is complete, stop all Replicate services.

Overwrite the data directory with the data directory that you backed up earlier.

ok wnd

Start all Replicate services.

Starting and stopping the Qlik Replicate Server service on Windows

In some cases you may need to stop and start the Qlik Replicate Server service. You must do this on the
Windows computer where Qlik Replicate is installed.

To stop and start the Qlik Replicate Server service on Windows

¢ From the Start menu on the Windows computer where Qlik Replicate is installed, find Qlik Replicate;
then select either Stop Replicate Server or Start Replicate Server.

Silently installing Qlik Replicate

Qlik Replicate can be installed silently (i.e. without requiring user interaction). This option is useful, for
example, if you need to install Qlik Replicate on several machines throughout your organization.

Before commencing the installation, make sure that the installation prerequisites have been met.

The installation process consists of creating a response file and then running the silent installation.

Creating a response file

Before starting the installation, you need to create a response file.
To create the response file

1. From the directory containing the Qlik Replicate setup file, run the following command (note that this

will also install Qlik Replicate):
QlikrRepTicate_<version-build>_x64.exe /r /flmy_response_file
where:

my_response_file is the full path to the generated response file.
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Example:

QlikReplicate_<version-build>_Xx64.exe /r /flC:\Replicate_install.iss

2. To change the default installation directory, open the response file in a text editor and edit the first
szDir value as necessary.

3. To change the default data directory, edit the third szDir value as necessary.

4. Save the file as <name>.iss, e.g. silent_inst_64.iss.

Running the silent install

To silently install Qlik Replicate, open a command prompt and change the working directory to the directory
containing the Qlik Replicate setup file. Then issue the following command (where <response file> is the path
to the response file you created earlier):

Syntax:
<Replicate_setup_file> /s /flmy_response_file [/f2LOG_FILE]

Example:

C:\>QlikRepTlicate_<version-build>_x64.exe /s /flC:\temp\1l\Replicate_install.iss
/f2C:\temp\1\silent_x64_install.log
If the installation was successful, the log file should contain the following rows:

[ResponseResult]
ResultCode=0

Silently upgrading Qlik Replicate

Silently upgrading Qlik Replicate consists of creating a response file and then running the upgrade.

Creating a response file

Before starting the upgrade, you need to create a response file.

For instructions, see Step 1 of Creating a response file (page 43).

Running a silent upgrade

Before upgrading it is strongly recommended to back up the Replicate "Data" folder. To silently upgrade Qlik
Replicate, open a command prompt and change the working directory to the directory containing the Qlik
Replicate setup file.

Then issue the following command (where my_response_file is the path to the response file you created
earlier):

Syntax:
<REPLICATE_SETUP_FILE> /s /flmy_response_file [/f2LOG_FILE]

Example:
C:\>QlikReplicate_<version-build>_x64.exe /s /flc:\temp\1l\Replicate_upgrade.iss

/f2C:\temp\1\silent_x64_up.log
If the upgrade was successful, the log file should contain the following rows:
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[ResponseResult]
ResultCode=0

Silently uninstalling Qlik Replicate

Silently uninstalling Qlik Replicate consists of creating a response file and then running the uninstall.

Creating a response file

Before starting the uninstall, you need to create a response file.
To create the response file

1. Copy the response file text below into a text editor.
Response file text:
[{9C614355-28A0-4C2A-98DF-DB9FD674826F}-DlgOrder]
D1g0={9C614355-28A0~-4C2A-98DF-DBIFD674826F}-SdWelcomeMaint-0
Count=3
D1gl={9C614355-28A0-4C2A-98DF-DBIFD674826F } -MessageBox-0
D1g2={9C614355-28A0-4C2A-98DF-DBIFD674826F}-SdFinish-0
[{9C614355-28A0-4C2A-98DF-DBOFD674826F} -SdWelcomeMaint-0]
Result=1
[{9C614355-28A0-4C2A~-98DF-DB9FD674826F}-MessageBox-0]
Result=6
[{9C614355-28A0-4C2A-98DF-DBIFD674826F}-SdFinish-0]
Result=1
bOpt1=0
bOpt2=0

2. Save the file as <name>.iss, e.g. silent_uninst_64.iss.

Running a silent uninstall

To silently uninstall Qlik Replicate, open a command prompt and issue the following command (where
RESPONSE_FILE is the path to the response file you created earlier and LOG_FILE is the path to the uninstall log
file):

Syntax:

"C:\Program Files (x86)\Installshield Installation Information\directory_containing_setup_
file\setup.exe" /s /f1lRESPONSE_FILE [/f2LOG_FILE]

The directory containing the Replicate setup file always ends with the following string:
DBO9FD674826F

Example:

C:\>"cC:\Program Files (x86)\Installshield Installation Information\{9C614355-28A0-4C2A-98DF-
DBI9FD674826F}\setup.exe" /s /flC:\temp\response.iss /f2C:\temp\1l\silent_uninstall.log

If the uninstall was successful, the log file should contain the following rows:

[ResponseResult]
ResultCode=0
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Changing the data directory location on Windows

This section explains how to change the location of the Qlik Replicate Data Directory. Such a procedure may
need to be performed if the drive on which the current directory resides has insufficient space or if you are
moving from a temporary POC setup to production, for example.

To change the location of the data directory

1. Stop the Qlik Replicate Ul Server and Qlik Replicate Server services.

2. Move the data directory to a new location. For example:
C:\Program Files\Attunity\Replicate\Data2

3. Open the Registry and perform the following procedure:

1. Browse to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\AttunityReplicateConsole

2. Modify the ImagePath string as follows:
"C:\Program Files\Attunity\Replicate\bin\RepUiCtl.exe" -d "C:\Program
Files\Attunity\Replicate\Data2" service run

3. Browse to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\QlikReplicateServer

4. Open the ImagePath string and add -d <path_for_new_data_directory> after the repctl.exe
path. For example:
"C:\Program Files\Attunity\Replicate\bin\repctl.exe" -d "C:\Program
Files\Attunity\Replicate\Data2" service start name=Server address=127.0.0.1 port=3552

4. Start the Qlik Replicate services.

3.3  Setting up Qlik Replicate on Linux

This section describes how to install Qlik Replicate on Linux and contains the following topics:

e Replicate instances and services on Linux (page 47)
 Linux installation prerequisites and procedures (page 48)
* Replicate server procedures (page 50)

e Upgrading Qlik Replicate (page 51)

 Uninstalling Qlik Replicate (page 53)

e Working with additional Replicate instances (page 54)

e Managing Replicate instances (page 56)

For information on supported Linux platforms, see Supported Linux platforms (page 1272).
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e The login shell for the root user must be set to bash.

* Before running a repctl command in a Linux shell session for the first time, you need to set
the environment, either by invoking the login script manually (using: S source arep_login.sh)
or by adding that line to the ~/.bashrc script.

e For all command line operations involving files such as arep_login.sh, only the bash shell is
supported.

e The commands for installing, upgrading and uninstalling Qlik Replicate must be run as root
or using the sudo command.

e All of the commands and examples in this section assume that Qlik Replicate is being
installed/upgraded/uninstalled as root.

Replicate instances and services on Linux

Replicate supports running multiple instances concurrently on the same Linux server with a single installation.
This may be useful, for instance, if you need to run several tasks or groups of tasks, but with different
Replicate server settings for each group or task.

Instances can be installed as Linux services, which means that the instance will be stopped in an orderly
fashion when a server is shut down and restarted when a server is rebooted. Installing Replicate creates an
initial instance, named areplicate, which is installed as a service.

Additional instances can be created after Replicate is installed. An additional instance will not be installed as a
service if installed by a non-root user. A new instance will not be run when it is created, allowing for
configuration first.

Replicate instances get their environment from several files:

Environment files

File Description

arep_login.sh Sets shell variables, e.g. LD_LIBRARY_PATH for all instances. This file should not
be modified manually.

site_arep_login.sh Created functionally null; can be modified manually to contain shell settings for
all instances.

instancename_arep_ Created functionally null in the instance's data directory, for an instance-specific

Togin.sh shell configuration.

Each instance has a unique name, uses its own ports, and has its own data directory. This means that when
running commands such as repct1, you need to specify the instance-specific data directory in the command
line so that the correct instance is affected.
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e When starting and stopping an instance, it is strongly suggested to use the instance script
rather than run repct1 directly.

e All instances are run as the same user. Instances are listed in a file named services_list.txt in
the Replicate root directory. This file should not be modified manually.

* When upgrading Replicate, all instances will be reinstalled and started, even if they were not
running prior to the upgrade.

Linux installation prerequisites and procedures

The following topic lists the prerequisites for installing Qlik Replicate on Linux and explains how to perform
the installation.

Prerequisites

* Run the following command to untar the Qlik Replicate RPM:
tar xf areplicate_<version>_<buildnum>_Linux_X64.tar.gz

¢ Copy the Qlik Replicate RPM file to any location on the Linux computer
¢ For the installation to succeed, at least one of the following must already exist in the system:
¢ The user specified in the installation command
¢ The /home dir
¢ Port 3552 (the default rest port) needs to be opened for outbound and inbound communication, unless

you override it as described below.
Installing Qlik Replicate on Linux
The default installation directory for Qlik Replicate is: /opt/attunity/replicate
You can choose to install to a different directory as described below.
To install Qlik Replicate:
Run the following command:

[user=user] [group=group] [verbose=true|debug=true] [nocredentials=true]
[data=replicate_data_directory] [iport=number] [rport=number] rpm -i[vh] [--prefix

dirname] areplicate-<version-build>.x86 64.rpm
Example:

user=mike group=sales verbose=true iport=1024 rport=1025 rpm -i[vh] --prefix

/opt/mydir/ areplicate-6.4.0-102.x86 64.rpm

For description of the optional parameters, see the Linux installation prerequisites and procedures (page 48)
table below.
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Parameter

[user=user]

[pass=password]

[group=group]

[nocredentials=true]

[data=replicate_data_
directory]

[--prefix dirname]

[verbose=true|debug=true]

Command parameters

Description

The default user under which Qlik Replicate is installed is attunity. You
can choose to install the product under a different user by adding the
prefix user=user to the command.

See also the [nocredentials=true] parameter below.

The login shell of the Replicate user must be set to bash.

Sets the server password.

Users will be prompted for this password when connecting to the
Replicate server through the Replicate Web Console.

You can either set this password when installing Replicate
(recommended) or you can set it later as described in Changing the
server password (page 67).

The default group under which Qlik Replicate is installed is attunity. You
can choose to install the product under a different group by adding the
prefix group=group to the command.

See also the [nocredentials=true] parameter below.

If the specified user or group is not defined locally (namely, in Active
Directory), you must include this parameter in the command. Otherwise,
the installation will fail.

The default Qlik Replicate "data" directory is:
<product_dir>/data.

Use this parameter to install the Replicate data directory to a non-
default location.

Example:

data=/opt/mydata

Prefixes the attunity/replicate application directory with the path
specified by dirname. So, for example, if --prefix /opt/mydir, then
Replicate will be installed to:

/opt/mydir/attunity/replicate

This is only required when installing Qlik Replicate to a non-default path.

Specify verbose=true for additional information during the installation,
or debug=true for detailed debug messages during the installation.
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Parameter

[runservice=false]

[iport]

[rport]

Description

This parameter prevents the services from starting. The value can only
be "false".

This parameter can be used when installing/upgrading the product but
not when creating a Replicate instance.

The internal port, which must be a decimal number greater than 1023
but less than 65535.

This parameter is required when creating a Replicate instance but
optional when installing/upgrading the product.

The REST port, which must be a decimal number greater than 1023 but
less than 65535.

This parameter is required when creating a Replicate instance but
optional when installing/upgrading the product.

The installation procedure will perform the following actions:

1. Create a new user and group named attunity (unless you chose to use a different user and a group
and/or a user namedattunity already exists).

2. Change the Qlik Replicate installation directory owner to the attunity user and group, or to your

preferred user and group.
3. Install the application files.

4. Start the service (areplicate).

The Qlik Replicate/1ib directory must precede the /usr/1ib64 directory in the LD_LIBRARY_PATH

environment variable.

The environment variable is set in the <product_dir>/bin/arep_login.sh file.

Example:

export LD_LIBRARY_PATH=/opt/attunity/replicate/1ib:/usr/1ib64

Additional changes to LD_LIBRARY_PATH in the files site_arep_login.sh and/or instancename_arep_login.sh

should be made with caution.

Replicate server procedures

This section describes how to start and stop a Replicate instance, and how to determine whether an instance

is running.

Verifying that a Replicate instance is running

To verify that a Replicate instance is running, run the following command:

/opt/attunity/replicate/bin/instancename status
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Example:

/opt/attunity/replicate/bin/areplicate status
The output will be similar to the following:

running: /opt/attunity/replicate/bin/repct]l -d /opt/attunity/replicate/data service start
port=3550 rest_port=3552

Starting and stopping a Replicate instance

To start a Replicate instance:

Run the following command (shown using the default installation path):

/opt/attunity/replicate/bin/instancename start

Example:

/opt/attunity/replicate/bin/areplicate start
To stop an Replicate instance:

Run the following command (shown using the default installation path):

/opt/attunity/replicate/bin/instancename stop

Example:

/opt/attunity/replicate/bin/areplicate stop

Upgrading Qlik Replicate

This section explains how to upgrade an installation of Qlik Replicate. Before upgrading it is strongly
recommended to back up the Replicate data directory (or directories when multiple instances are installed).

Upgrade instructions

1. Choose one of the backup methods below.
Method 1:
Stop all Replicate tasks and instances.
Back up the Replicate "data" directory to a location outside the product folder. This method is
recommended in most cases. However, if your "data" folder is very large and there is not enough space
to back it up, then use Method 2 below.
Method 2:

Issue the following command from the product bin directory:
repctl [-d data_directory] exportrepository

where [-d data_directory] is the path to the Replicate "data" directory when it's installed in a non-
default location.
2. Run the following command:

[user=username] [group=groupname] [nocredentials=true] [verbose=true|debug=true] rpm -uU
[vh] [--prefix dirname] areplicate-<version-build>.x86_64.rpm

Where [--prefix dirname] is only required when Qlik Replicate is installed in a non-default directory.
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For additional information on the available command parameters see the table: Linux installation
prerequisites and procedures (page 48).
If you notice an issue with the upgrade, you can either revert to the previous version as described
below or do one of the following depending on which backup method you chose above.
If you chose Method 1:

1. Stop all Replicate instances.

2. Overwrite the "data" directory with the "data" directory that you backed up earlier.

3. Start all Replicate instances.

If you chose Method 2:

Issue the following command:

repctl [-d data-directory] importrepository json_file=Full path to the exported *.json
file

where [-d data_directory] is the path to the Replicate "data" directory when it's installed in a non-
default location.

Example:
repctl -d /opt/mydatadir/ importrepository json_file=/opt/mydatadir/many_tables.json

To revert to a previous version:

o b

Back up the Replicate "data" directory to a location outside the product folder.
Uninstall the product and then reinstall to the same directory.

Once the installation is complete, stop all Replicate instances.

Overwrite the "data" directory with the "data" directory that you backed up earlier.

Start all Replicate instances.

When upgrading from a version prior to Replicate 6.1 where the data directory is in a non-default
location, you need to add the following parameter to the upgrade command:

data=existing-data-directory
Example (when Replicate is installed in the default installation directory):

data=/opt/mydatadir/ rpm -U[vh] areplicate-6.4.0-102.x86_64.rpm

If the user specified in the original installation has since been deleted, the upgrade will fail.

As in the initial installation, if the new or existing user and/or group is not defined locally (namely, in
Active Directory), you must include the nocredentials=true parameter in the command. Otherwise,
the upgrade will fail.

When upgrading Replicate, all instances will be reinstalled and started, even if they were not
running prior to the upgrade.
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Resolving Configuration File Conflicts

During an upgrade, if the new version’s repctl.cfg file contains different parameters than the existing file, and
the existing file has been modified, you need to manually merge the new configuration file with the existing
one.

In such a scenario the upgrade process will:

¢ Rename the file from the new version.
The file will be renamed repctl.cfg.rpmnew and installed in <product_dir>/replicate/bin/ (the same
directory as the repctl.cfg file).

¢ Issue the following warning (assumes the default installation path):
[root@b1dTinux-rh62 tmpl# rpm -Uvh areplicate-version-build.x86_64.rpm

Preparing. .. ######HHH##HHEHHHHHEHEHHHHHH R [100%]
l:areplicate warning:

/opt/attunity/replicate/bin/repctl.cfg created as
/opt/attunity/replicate/bin/repctl.cfg.rpmnew
HARAHRRRRBRBRBBBRRRRRRRBRARAHA A [100%]

When the configuration files need to be merged, you need to restart each instance manually after
merging the files.

To complete the upgrade

1. Manually (and cautiously) merge the new parameters in the repctl.cfg.rpmnew file with the existing
parameters in the repctl.cfg file. Save the repctl.cfg file.

2. Delete the repctl.cfg.rpmnew file by issuing the following command:
rm -f <product_dir>/bin/repctl.cfg.rpmnew

3. Restart each instance by running the following commands in the <product_dir>/replicate/bin

directory:
.Jinstancename start

Example:
./areplicate start

Uninstalling Qlik Replicate

To uninstall Qlik Replicate, run the following command:

[verbose=true|debug=true] rpm -e areplicate

To ensure that Qlik Replicate was removed from the computer, run the following command:
rpm -q areplicate

The output should be:

Package areplicate is not installed.
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Uninstalling Replicate will not delete a Replicate instance's data directory, the services_list.txt file,
or any other modified files.

Working with additional Replicate instances

Replicate supports running multiple instances concurrently on the same Linux server with a single installation.
For an overview of multiple instance support, see Replicate instances and services on Linux (page 47)

In this section:

* Installing an additional instance of Replicate as a service (page 54)

e Uninstalling a Replicate instance installed as a service (page 55)

Installing an additional instance of Replicate as a service

The installation directory of an instance depends on the user running the script.

¢ |f the script is run as root, the instance will be installed as a service

 |f the script is run by a non-root user, the installation directory of the instance will be the replicate bin
directory

0 Installing an instance will not start the instance.

Syntax:

[pass=server password] data=data directory iport=internal port number

rport=rest port number arep.sh install instancename

Example:

pass=Abcdefghijklmnopl2345 data=/opt/mydata iport=5342 rport=534larep.sh
install myreplicateinstance
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Parameter

[pass=password]

data=replicate

data directory

iport

rport

instancename

Running the script will:

Command parameters

Description

Sets the server password.

Users will be prompted for this password when connecting to the Replicate
server through the Replicate Web Console.

You can either set this password when installing Replicate (recommended) or
you can set it later as described in Changing the server password (page 67).

Use this parameter to install the Replicate data directory to a non-default
location.

Example:

data=/opt/mydata

The internal port, which must be a decimal number greater than 1023 but less
than 65535.

The REST port, which must be a decimal number greater than 1023 but less than
65535.

The name of the service to create.

¢ Confirm not using instance name / port numbers / data directory that are already in use

Reinstalling an instance after it was just stopped and uninstalled may require a few minutes
wait until tcp releases the port(s)

¢ Determine the data directory and port numbers, using the command line parameters or default values

¢ Create a configured copy of itself, named instance, installed in the instance installation directory

e Add an instancename record to a list of installed instances in services_list.txt

* Create a functionally empty instance specific file in the data directory named instancename_arep_

login.sh for instance specific settings

¢ If a server password is specified, the script will run repctl to set the admin Ul server password

Uninstalling a Replicate instance installed as a service

To uninstall an instance of Replicate, run the following command:

instancename uninstall [=soft]

Running the script will:
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e Stop the instance instancename
¢ If run as root:
* Delete the start/stop links for instancename for run levels as specified in the script
(chkconfig)
* Delete instancename symbolic link from the replicate bin directory
* Delete instancename from the service installation directory

¢ Delete the instancename record from the list of installed instances

The script will not allow a non-root user to uninstall a service that was installed by root.

Managing Replicate instances

This section explains how to control (start/stop/restart) Replicate instances, check the running status of a
Replicate instance, and change the location of a Qlik Replicate instance's data directory. Changing the data
directory of an instance of Replicate might need to be performed if the drive on which the current directory
resides has insufficient space or if you are moving from a temporary POC setup to production, for example.

Start/stop/restart a Replicate instance
To start, stop, or restart a Replicate instance, run the following command:
instancename start|stopl|restart

Running the script will start/stop/restart Replicate running as instancename

Report running status of a Replicate instance

To find out the running status of a Replicate instance, run the following command:

instancename status

This will report whether instancename is running or not.

Change the data directory of a Replicate instance

To change the data directory of a Replicate instance, do the following:

1. Uninstall the instance.
2. Move the data directory to a new location.

3. Install an instance of replicate, specifying the data directory in the new location.

Installing Replicate on a docker

You can install Replicate on a Docker. A sample script can be found under the ar_docker folder.

To create the ar_docker folder and extract the sample script to it, run the following commands
on the Replicate machine as an Admin:

$ mkdir ar_docker/

$ rpm2cpio areplicate-yyyy.h.1-build.x86_64.rpm | cpio -iv --make-directories --no-absolute-
filenames -D ar_docker/ ./opt/attunity/replicate/addons/samples/docker/*

$ mv ./ar_docker/opt/attunity/replicate/addons/samples/docker/* ./ar_docker

$ rm -rf ./ar_docker/opt
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The sample script might not contain the correct driver versions for your databases. Therefore, before
running the script, make sure to update it with the supported drivers.
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4 Security considerations

Qlik Replicate is tasked with replicating data within an organization, a task which involves reading from
source endpoints (such as databases) and writing to target endpoints (including databases, files, and queuing
systems).

This section provides important information for protecting the data that Qlik Replicate stores and replicates.
In this section:

e Securing access to the Qlik Replicate Web Ul (page 58)

e Setting up HSTS on Replicate (page 59)

« Setting Up Qlik Replicate console HTTPS support (page 61)
 Setting Up Qlik Replicate Server HTTPS support (page 62)
e TLS Support (page 67)

e Changing the server password (page 67)

e Protecting Replicate passwords (page 69)

 Client password considerations (page 72)

e Encrypting the user permissions file (page 72)
 Securing connections to endpoints (page 73)

e Log file encryption (page 73)

e Application security (page 75)

e Using external credentials (page 75)

* Controlling execution of user-defined commands (page 77)

4.1  Securing access to the Qlik Replicate Web Ul

Qlik Replicate offers the following Web Ul configurations:

¢ A Windows-based Qlik Replicate Ul Server service which offers granular user authorization based on a
user’s Active Directory identity and group membership. This service provides user interface
functionality and communicates with the backend Qlik Replicate Server (on Windows or Linux).
Connecting to this server is done using HTTPS with Windows Authentication.

¢ The Qlik Replicate Server on Windows or Linux can also serve the Web Ul directly, but supports just a
single user with a fixed role of administrator ("admin’).

Connecting to this server is done using HTTPS with Basic Authentication.
See also Configuration 3: Replicate Ul Console and Replicate server running on Linux (page 88).

In line with current industry security standards, the Qlik Replicate web user interface enforces the use of
HTTPS to protect against eavesdropping and data leakage. Using HTTPS requires a valid server certificate to
be installed on the Qlik Replicate server machine.
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4.2  Setting up HSTS on Replicate

HSTS is a web security policy mechanism that helps to protect websites against man-in-the-middle attacks
such as protocol downgrade attacks and cookie hijacking. It allows web servers to declare that web browsers
(or other complying Dilgam) should automatically interact with it using only HTTPS connections, which
provide Transport Layer Security (TLS/SSL).

You can force the Replicate Web Ul and/or the Replicate REST API connections to use HSTS (HTTP Strict
Transport Security). To do this, run the commands described below.

All commands should be run from as Admin from the product bin folder.

Enabling HSTS on the Replicate Ul Server

Command syntax

Repuictl.exe configuration set --static_http_headers header_Tlist --rest_http_headers header_
list

Parameters
Parameter Description
--static_http_headers The headers required to connect to the Replicate Web Ul.
--rest_http_headers The headers required to connect using the API.

Headers should be specified using the following format:

Repuictl.exe configuration set --static_http_headers "headerl:valuel" "header2:value2" --rest_
http_headers "headerl:valuel" "header2:value2"

Example

Repuictl.exe configuration set --static_http_headers "Strict-Transport-Security:max-

age=31536000; includeSubbDomains;" --rest_http_headers "Strict-Transport-Security":"max-
age=31536000; includeSubDomains;"

Disabling HSTS on the Replicate Ul Server

You can also revert to regular HTTPS connections.

Command syntax

Repuictl.exe configuration set --static_http_headers | --rest_http_headers

Parameters
Parameter Description
--static_http_headers Use this parameter to revert the headers required to connect to the
Replicate Web UL.
--rest_http_headers Use this parameter to revert the headers required to connect using the

API.
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Example
Disable static_http_headers

Repuictl.exe configuration set --static_http_headers

Disable rest_http_headers

Repuictl.exe configuration set --rest_http_headers

Configuring HSTS on the Replicate C Ul Server

When connecting directly to the Replicate C Ul Server (i.e. when Replicate Server is running on Linux), you
need to add the rest_handler_response_additional_headers and the static_resources_response_
additional_headers to the repctl.cfg file. The default location of this file is /opt/attunity/replicate/bin/ on
Linux (and C:\Program Files\Attunity\Replicate\bin on Windows). If you wish to remove these response
headers at a later date, simply delete them.

See also: Qlik Replicate Ul server configurations (page 87).

Any changes to the repctl.cfg file (such as editing/removing the headers) require you to restart the
Replicate services once you have made your changes.

Example:

The following example shows the repctl.cfg file with both the rest_handler_response_additional_headers
and the static_resources_response_additional_headers. Each of these headers is defined with X-XSS-
Protection, X-Frame-Options, and Strict-Transport-Security response headers.

¢ The X-XSS-Protection response header can be used to block reflected XSS attacks.

e The X-Frame-Options response header defends against "clickjacking" by instructing the browser to
prevent any site with this header in the response from being rendered within a frame (a potential
security issue).

¢ The Strict-Transport-Security response header instructs the browser to treat the domain as an HSTS

host for a year (there are approximately 31536000 seconds in a year). The optional includeSubbomains
directive means that subdomains (i.e. secure.myhealthcare.example.com) should also be treated as an
HSTS domain.

{

"port": 3552,

"plugins_ load list":"repui",

"mandatory plugins":"repui",

"logger status":{

"REST SERVER": "DEFAULT",

"REPUI PLUGIN": "DEFAULT"

by
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"rest handler response_additional headers": "X-XSS-Protection: 1;
mode=block\r\nX-Content-Type-Options: nosniff\r\nX-Frame-Options:
SAMEORIGIN\r\nStrict-Transport-Security:max-age=31536000;

includeSubDomains;\r\n",

"static_resources_response_additional headers": "X-XSS-Protection: 1;
mode=block\r\nX-Content-Type-Options: nosniff\r\nX-Frame-Options:
SAMEORIGIN\r\nStrict-Transport-Security:max-age=31536000;
includeSubDomains;\r\n",

"verbose":false,

"session timeout seconds":60,

"check for expired session interval seconds":50,
"login pam libpam full path":"",

"login pam service name": "system-auth",

"enable execute user defined commands": false

}

4.3  Setting Up Qlik Replicate console HTTPS support

Industry-standard security practices dictate that web user interface for enterprise products must use secure
HTTP (HTTPS). Qlik Replicate enforces the use of HTTPS and will not work if HTTPS is configured incorrectly.

As Qlik Replicate uses the built-in HTTPS support in Windows, it relies on the proper setup of the Windows
machine it runs on to offer HTTPS access. In most organizations, the IT security group is responsible for
generating and installing the SSL server certificates required to offer HTTPS. It is strongly recommended that
the machine on which Replicate is installed already has a valid SSL server certificate installed and bound to
the default HTTPS port (443).

Checking if an SSL certificate is installed

To check whether an SSL certificate is installed, you can use the following command:

netsh http show sslcert | findstr /c:":443 "

If an SSL certificate is installed, the output should look like this:

netsh http show sslcert | findstr /c:":443 "
IP:port : 192.168.1.13:443
IP:port : 192.168.1.11:443
IP:port : [fe80::285d:599c:4a55:1092%11] :443
IP:port : [fe80::3d0e:fblc:f6c3:bc52%23]:443

With a valid SSL certificate installed, the Qlik Replicate web user interface will automatically be available for
secure access from a web browser using the following URL:

https://<machine-name>/attunityreplicate
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Using the self-signed certificate

Due to the way the HTTPS protocol works, there is no way for Qlik Replicate to automatically provide and
install a valid SSL server certificate. Still, in the event that no SSL server certificate is installed, Qlik Replicate
automatically generates and installs a self-signed SSL server certificate (as a temporary measure). This
certificate is generated on the Replicate machine and cannot be exported or used elsewhere.

It should be noted that browsers do not consider the certificate to be valid because it was not signed by a
trusted certificate authority (CA).

When connecting with a browser to a server that uses a self-signed certificate, a warning page is shown
informing you that the connection is not secure or similar (depending on the browser).

The warning page informs you that the certificate was signed by an unknown certificate authority. All
browsers display a similar page when presented with a self-signed certificate. If you know that the self-signed
certificate is from a trusted organization, then you can instruct the browser to trust the certificate and allow
the connection. Instructions on how to trust the certificate vary between browsers and even between different
versions of the same browser. If necessary, refer to the help for your specific browser.

Some corporate security policies prohibit the use of self-signed certificates. In such cases, it is
incumbent upon the IT Security department to provide and install the appropriate SSL server
certificate (as is the practice with other Windows products such as IS and SharePoint). If a self-
signed certificate was installed and needs to be removed, then the following command can be used:

S netsh http delete sslcert ipport=192.168.1.13:443

where ipport should be replaced with the ip : port combination generated by the netsh
command shown in Checking if an SSL certificate is installed (page 61).

4.4  Setting Up Qlik Replicate Server HTTPS support

The Qlik Replicate Server which runs on both Windows and Linux uses the OpenSSL HTTPS implementation.
The Qlik Replicate Server automatically generates a self-signed certificate server but it allows you to replace it
with a server certificate signed by a trusted certificate authority. This section describes how to accomplish this
on Linux and Windows.

Replacing the self-signed SSL certificates on Linux

When Qlik Replicate Server starts for the first time, it checks the <product-dir>/ssl/data directory for the
presence of certificates. If the ssl folder is not found, it will then check the <product-dir>/<data-
directory>/ssl/data directory (or directories when running multiple Linux instances) for the certificates.

If there are no certificates, it will create the following self-signed certificates:

¢ agent-ca.pem - The CA certificate
¢ agent-certificate.pem - The public certificate
¢ agent-private-key.pem - The private key data

¢ agent-private-key-passphrase.dat - The private key passphrase
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When working with multiple instances, instead of creating a separate set of certificates for each
instance in <product-dir>/<data-directory>/ssl/data, you can create a single set of certificates in
<product-dir>/ssl/data. This way, instead of managing multiple sets of certificates for each instance,
you only need to create/manage a single set of certificates.

You can replace the default self-signed certificates with you own, as follows:

1. Stop the Qlik Replicate Server service.

2. Create the required certificates using names that are identical to the certificates listed above.

3. Copy the certificates to the ssl/data directory (<product-dir>/<data-directory>[ss|/data by default).
4

Edit the agent-private-key-passphrase.dat file as follows:
/clear : PRIVATE_KEY_PASSWORD

Example:

/clear:12345
When Qlik Replicate Server starts it will scramble the private key passphrase as shown in Examples of

the Scrambled Private Key Password (page 63).

5. Start the Qlik Replicate Server service.

For information on stopping and starting Qlik Replicate Server, see Setting up Qlik Replicate on Windows (page
37) and Setting up Qlik Replicate on Linux (page 46).

Examples of the Scrambled Private Key Password

The scrambled private key passphrase stored in the agent-private-key-passphrase.dat file will look similar to
this:

{S:DEA326D0DF190430975DE44CFBD6FDFD21883C10E7651081B3B5A0A7404BB97DB520876F60390B51300C831
C82DE871CF8BA22393D8DD9B359DD5A93C5956710AD2546E188155482452235C5D91B430D151E3DDA7381CA3
E}

Replacing the self-signed certificate on Windows

The instructions below are intended for organizations who wish to replace the self-signed certificate
generated by the Replicate Ul Server on Windows with their own certificate. This is achieved by removing the
self-signed certificate and then importing the new certificate.

See also Setting Up Qlik Replicate console HTTPS support (page 61).
Before starting, make sure that the following prerequisites have been met:

¢ The replacement certificate must be a correctly configured SSL PFX file containing both the private key
and the certificate.

¢ The common name field in the certificate must match the URL name that browsers will use to access
the Replicate Console.

¢ The Certificate Subject Alternative Name must match the URL name that browsers will use to access
the Replicate Console.
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To remove the self-signed certificate created by Qlik Replicate:

Stop the Qlik Replicate Server and Qlik Replicate Ul Server services.

Open a command prompt (using the "Run as administrator" option) and change the path to the
Replicate bin directory. The default path is:
C:\Program Files\Qlik\Replicate\bin.

Run the following command:
RepUiCtl.exe certificate clean

To create and import your own certificate, open a command prompt and do the following:

1. Create the private key file:

4.5

openss1 genpkey -algorithm RSA -out private.key -outform PEM

Create the .crt file based on the private key file created earlier:
openss1 req -new -addext "subjectAltName = DNS:SSL-TEST.exampledomain.com" -key
private.key -x509 -days 365 -out cert.crt

Create the .pfx file based on the above:
openss1 pkcsl2 -export -certpbe PBE-SHAl-3DES -keypbe PBE-SHA1-3DES -nomac -inkey
private.key -in cert.crt -out cert.pfx

When prompted for the Organizational Unit Name and the Common Name, make sure to
specify the same DNS that was used to create the .crt. To view the DNS, run the following
command:

nslookup %computername%

Import the .pfx certificate into the My certificate store (Personal certificates):

netsh http del sslcert ipport=0.0.0.0:443

netsh http add sslcert ipport=0.0.0.0:443 certhash=<certificate thumbprint> appid=
{4dc3el81-e14b-4a21-b022-59fc669b0914}

FIPS compliance

This version of Qlik Replicate does not support FIPS. Customers who require a FIPS-compliant Qlik
Replicate version are advised to use Qlik Replicate November 2022 or May 2023.

Supported from Replicate May 2022 Service Release 02 only.

FIPS (Federal Information Processing Standards) is a set of standards developed by the United States Federal
Government for use in computer systems. FIPS 140-2 is the subset of standards which defines approved
encryption algorithms used for handling sensitive information. Replicate will work in FIPS mode if the
following prerequisites have been met:

¢ A FIPS-compliant Replicate version must be installed. To obtain the FIPS-compliant version, contact

Qlik Support.
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Upgrading from a non FIPS-compliant Replicate is not supported. You need to uninstall your
current version before installing the FIPS-compliant version. Once you have installed the
FIPS-compliant version, the next Replicate version that you upgrade to does not need to be
FIPS-compliant (as you will already have all the FIPS-compliant software on your machine).

¢ The operating system on which Replicate is installed is running in FIPS mode.

FIPS-compliant endpoints

FIPS compliance in Replicate endpoints depends on whether the database or ODBC vendor supports the FIPS
cryptographic standard. As this is not always the case, only the endpoints listed in the table below are FIPS

compliant.

FIPS compliant endpoints

Endpoint Comments

File source and target -

IBM DB2 for z/OS source The SSL connection is FIPS compliant. To
connect using SSL, set the following internal
parameters in the endpoint's Advanced tab:

e UseSSL
Enables SSL

e SSLClientKeystoredb
The SSL keystore database file that is
used for an SSL connection with or
without the CERTIFICATE authentication.
e SSLClientKeystash
The fully qualified path of the stash file (
.sth ), which stores an encrypted
password to the key database file.

-OR-

SSLClientKeystoreDbPassword
The password of the keystore in string

format. This password is defined when

the keystore is generated.

See also: Setting advanced connection properties

(page 289)
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Endpoint

IBM DB2 for iSeries source

IBM DB2 for LUW source

Microsoft Azure ADLS target

Microsoft Azure Event Hubs target

Oracle source and target

Sybase ASE source

Comments

Supported with Replicate on Windows only. The
SSL connection is FIPS compliant. To connect
using SSL, set the useSSL internal parameter
in the endpoint's Advanced tab.

See also: Setting advanced connection properties
(page 266)

The SSL connection is FIPS compliant. To
connect using SSL, set the following internal
parameters in the endpoint's Advanced tab:

e UseSSL
Enables SSL

e SSLClientKeystoredb
The SSL keystore database file that is
used for an SSL connection with or
without the CERTIFICATE authentication.

e SSILClientKeystash
The fully qualified path of the stash file (
.sth ), which stores an encrypted
password to the key database file.
-OR-
SSLClientKeystoreDbPassword
The password of the keystore in string
format. This password is defined when
the keystore is generated.

See also: Setting advanced connection properties
(page 277)

Supported when using Azure Data Lake Storage
(ADLS) Gen1 only.

See also: Setting general connection properties
(page 845)

For instructions on how to enable FIPS, see
https://docs.oracle.com/cd/E28271_
01/network.1111/e10746/asoappe.htm

To enable FIPS, set the EnableFIPS internal
parameter in the endpoint's Advanced tab to

true.
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4.6 TLS Support

Replicate supports TLS 1.2 or later. However, support for TLS 1.3 is dependent on the Replicate server you
choose to work with.

The native Replicate server listener (port 3552) supports TLS 1.2 or later. However, if you work against the
Replicate Ul server (which uses the OS HTTP stack), you will need to make sure the OS HTTP includes support
for TLS 1.2 and later. Information pertaining to this should be found on the OS vendor site.

For more information on Replicate server configurations, see Qlik Replicate Ul server configurations (page 87).

4.7  Changing the server password

This topic explains how to change the Qlik Replicate Server password using the Replicate CLI. Note that all
commands described in this section should be run as administrator from the product bin directory.

The Qlik Replicate Server has a fixed 'admin' user with an automatically generated random password that is
stored in the mk.dat file. The password is unknown, unique and safe. The Qlik Replicate Ul Server service
always connects to the Qlik Replicate Server service using the 'admin' user. When both services run on the
same machine the admin password is accessible to both servers, so there is no need to specify this password
explicitly.

When Qlik Replicate Server runs on a different machine or when a remote Qlik Replicate client needs to
communicate directly with a remote Qlik Replicate Server, the server password must be known to both sides.

The server password must be strong enough to prevent brute-force or dictionary attacks. As such, it must
satisfy the following criteria:

Must contain at least:

e 16 characters
¢ One uppercase letter [A-Z]
* One lowercase letter [a-z]
¢ One digit [0-9]

Cannot contain:
 Special keyboard characters (e.g. |@#$)

* Non-Latin letters

* Spaces

You can generate a strong random password using the genpassword CLI utility described below, using a third-
party utility, or even manually; in fact, it's not important how the password is generated, as long it meets the
aforementioned requirements.
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e Passwords set with previous versions will continue to work, as the validity check is only
performed when setting a new server password.

e Scripts that automate the setting up of Qlik Replicate servers (such as when setting up
docker images) should be reviewed and edited if necessary to ensure password validity.

¢ When running multiple Replicate Linux instances, this procedure needs to be repeated for

each instance (as each instance has its own data directory).
For information on installing multiple Replicate Linux instances, see Replicate instances and

services on Linux (page 47)

To generate a strong random password:

Run the following command:
repctl genpassword

A 16 character password that satisfies the strong-password criteria will be generated.
To change the server password using a script:

1. Run the following command:
repctl [-d data-directory] SETSERVERPASSWORD new_password

where data-directory is the name of the Replicate data directory.
The default path is <product_dir>/data.

You only need to include -d data-directory in the command if you changed the
default data directory (e.g. when installing multiple Replicate Linux instances).

2. Restart the Qlik Replicate services (Windows) or the Qlik Replicate instance (Linux).
To change the server password interactively:

1. Run the following command:
repctl [-d data-directory]

2. Press [Enter] and then type the following:
SETSERVERPASSWORD new_password

3. Press [Enter] again to set the password.

4. Restart the Qlik Replicate services (Windows) or the Qlik Replicate instance (Linux).

Notes:

When the Qlik Replicate .NET Ul Server is running on one machine and the Qlik Replicate Server is
running on another, the Qlik Replicate Server password must be the same on both machines. The
password is used during the SSL handshake to establish a secure connection between the
participating machines.
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4.8  Protecting Replicate passwords

Replicate stores secrets (e.g. passwords and keys) in its internal repository, enabling it to perform secure
operations during runtime, such as connecting to an endpoint, connecting to a web server, connecting to an
email server, connecting to a remote file transfer server, and so on.

As a rule, all Ul values displayed as asterisks are stored encrypted and never transmitted or exposed by the
API. For instance, when exporting task definitions, all passwords are encrypted and can only be decrypted if
the source machine’s mk.dat file - and possibly also the account or machine identity (on Windows) - is copied
to the target machine. See also Master key considerations when exporting and importing tasks (page 71).

Secrets that appear in Replicate settings are stored in an encrypted form with the following properties:

e The secret is encrypted using the AES-256 encryption algorithm.

e The encryption key, also known as the 'master key', is a 256-bit key that is stored (and protected as
described later) in the master key file (mk.dat).

¢ The encryption process uses a salt that depends on the name and type (or 'context') of the protected
entity. This prevents reuse attacks.

e The encryption process uses a nonce so that the same secret is always encrypted differently. This
prevents dictionary attacks.

When exported to a JSON file, secrets appear in the following format:

"{Zxhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh}"
Where:
e '7'is afixed character

e 'x'a protection method indicator

e 'hhhhhh.." is a hexadecimal representation of the encrypted secret

Upon import, if a secret is provided in clear text (i.e. not in the format shown above), it is automatically
encrypted and stored in the protected format.

The master key used in encrypting secrets is stored in the master key file (mk.dat) described below.

The master key file

The master key file is a binary file that stores the root secrets of Replicate. These root secrets currently
include:

e The AES 256-bit master key, which is used for encrypting passwords and other secrets in Replicate
settings.

¢ The server admin password, which is used (by the Ul server) to access the replication server remotely.

When running multiple Replicate Linux instances, you need to enter the server admin
password for each instance. For details, see Installing an additional instance of Replicate as
a service (page 54).
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¢ The default location for the master key file is the product data folder - by default <product-dir>/data -
or data directories when multiple instances of Replicate are installed on Linux. If the server admin
password does not exist, it is automatically created with randomly generated passwords that are safe
but unknown. The user can change the server admin password as well as the master key to known
values, if needed (e.g to connect to the replication server remotely).
For more information, see Changing the server password (page 67).

When Replicate is set to run on a cluster using the same settings and storage, the mk.dat file should also be
the same (or shared). Similarly, if the Replicate settings are exported in order to be moved to a different
machine, the mk.dat file should also be moved in order to avoid the need to reenter all secrets.

The procedure for changing the master key as well as measures that can be taken to protect the file
containing the master key are described in Changing and protecting the master key.

Changing and protecting the master key

This section describes how to change the master key as well as how to prevent unauthorized access to the
master key file.

Changing the master key replacement

The master key is originally a randomly generated 256-bit key. It can be changed as described below
immediately after installation with no consequences. However, if you change the master key after endpoints
or tasks are already configured, all stored secrets will no longer be valid (as they were encrypted using the old
key). Therefore, after changing the master key, you need to reenter the passwords in all the relevant places.

When running multiple Replicate Linux instances, this procedure needs to be repeated for each
instance (as each instance has its own data directory).

For information on multiple Replicate Linux instances, see Replicate instances and services on Linux
(page 47).

To change the Master Key:

1. Stop any running tasks.
2. Stop the Replicate services or instance(s) on Linux.
3. Open a command prompt as an administrator/root.

4. Change the working directory to the product "bin" directory and then run the following command (on

Linux run ./repctl ..):
repctl [-d data-directory] setmasterkey your_new_master_key [master_key_scope=scope]
where data-directory is the name of the Replicate data directory (by default: data).

You only need to include -d data-directory in the command if you changed the default
data directory (e.g. when installing multiple Replicate Linux instances).
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In order not to have the key appear in the shell history, you can use the command interface

(on Linux run . /repctl):

repct] {enter}

setmasterkey your_new_master_key [master_key_scope=scope] {enter}
quit {enter}

See Protecting the master key file from misuse (page 71) for the master_key_scope options.

Example:
repctl -d opt/mydatadir setmasterkey 78543043vuiyfyrf64454555jy65 master_key_scope=1

5. Start the Qlik Replicate Server or instance(s) on Linux.
6. Reenter the access passwords in all endpoints.
7. Start the tasks.

Protecting the master key file from misuse

Access to the mk.dat file is restricted to administrators (Windows) or to the users in the group under which the
product was installed (Linux). Care should be taken to maintain this file protection.

The mk.dat file is always encrypted by some built-in, fixed key. On Windows, there are two additional options
for preventing unauthorized access and use of the mk.dat file. These are as follows:

* Tying the mk.dat to the Machine Profile - With this option, the mk.dat file can only be used on the
Windows machine where it was created. Using the file from a different machine will generate an error.
This option is not appropriate for clusters that share the mk.dat file as only one machine will be able to
read it.

* Tying the mk.dat to a User Profile - With this option, the mk.dat file can only be used under the identity
that was used while creating it (typically the user that installed the product). For this option to work,
the Replicate services must be modified to run under the same user. If the user has a roaming profile,
then the mk.dat file can be used on multiple machines (e.g. in a cluster).

These options are specified in the master key scope option of the setmasterkey command. They
should be set at the same time that the master key is set since any such change invalidates the stored
passwords.

The master key scopes are:

¢ 1 (Constant) - The default. The mk.dat file can be used wherever it is copied to.

e 2 (User) - The mk.dat file can only be used under the same account as the one that was used when
creating it.

¢ 3 (Machine) - The mk.dat file can only be used on the same machine where it was created.

Master key considerations when exporting and importing tasks

To be able to export tasks from one machine and then import them to another, the same master key must
exist on both machines. This means that if you change the master key on one machine, you must also change
it on the other machine.

Setup and User Guide - Qlik Replicate, November 2023 71



4 Security considerations

Replicate enforces strict access restrictions to the mk.dat file. Consequently, in order to export a
task, you will also need to open the command prompt as an administrator (on Windows) or the
product account (Linux).

For more information on importing and exporting Replicate tasks, see Exporting tasks (page 125).

4.9  Client password considerations

Qlik Replicate follows industry best practices for securing credentials, including the defense-in-depth practice
of keeping all credentials encrypted in memory except for the short time they need to be used.

Still, third-party database clients may not adhere to these best practices and leave clear passwords in process
memory. Qlik cannot take responsibility for such cases and advises taking this concern up with the database
client vendor in the event that such a vulnerability is discovered.

4,10 Encrypting the user permissions file

User permissions are stored in the following repository file:
<product_dir>\Data\GlobalRepo.sqlite

To prevent unauthorized access of this file, you can encrypt it using the procedure described below. After you
perform the procedure, the repository file will be encrypted with the AES-256 bit cipher.

The length of any passwords specified during the procedure must be at least 32 characters.

To encrypt the repository file:

1. Open a command prompt as administrator and change the working directory to:
<product_dir>\bin
2. Run the following command to set the master user key:
repuict].exe masterukey set --password your_MasterUserPassword
Example:
repuict].exe masterukey set --password ANgaGYERP3UKMGLKG6UNuMqrkAGXwH8FM
3. Restart the Qlik Replicate Server service.

4. Run the following command to set the repository password:
repuict]l repository setpassword --master-user-password your_MasteruUserPassword --
repository-password your_RepositoryPassword
Example:
repuict] repository setpassword --master-user-password ANgaGYERP3UKMGLK6UNuUMQrkAGXwH8FM
--repository-password 12345678901234567890123456789000

Steps 1-4 only need to be performed the first time you want to encrypt the repository file. If
you subsequently need to decrypt the repository file and then re-encrypt it, they are not
required.
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5. Run the following command to encrypt the repository:
repuictl].exe repository secure --on --master-user-password your_MasterUserPassword

Example:
repuictl.exe repository secure --on --master-user-password
ANQaGYERP3UKMGLK6UNuUMQrkAGXwH8FM

6. Restart the Qlik Replicate Server service.
To disable encryption for the repository:

¢ Run the following command:
repuict] repository secure --off --master-user-password your_MasteruUserPassword

For information on setting user permission, see User permissions (page 1233).

4.11 Securing connections to endpoints

Qlik Replicate communicates with the source and target endpoints (typically databases) using either the
vendor provided client package or via a standard ODBC driver.

Qlik does not implement the network protocol (see important exceptions below) and for this reason, Qlik
Replicate generally relies on the vendor of the source or target endpoint to offer encryption. When setting up
endpoint connections, the user is able to specify any connection properties required for the use of encryption;
these properties are, invariably, vendor-specific properties. In some cases, use of encryption requires system-
level settings (such as adding a certificate to the machine trust store) which are outside of the scope of Qlik
Replicate. Users are referred to the operation manual of the source or target endpoint for details on how to
set up encrypted client communication with the server.

One exception to the previous paragraph is for endpoints based on the Qlik Connect product (endpoints on
z0S and iSeries). In this case, the network encryption is implemented by the Qlik Connect product and is
based on the AES encryption algorithm with a 256-bit key.

Another exception is for endpoints that work over HTTP. In these cases, the user is advised to ensure that the
endpoint server is configured to offer HTTPS and then use the appropriate https:// based URL when setting up
the connection.

4,12 Log file encryption

When the logging level is set to Trace or Verbose, sections in a Replicate log file that might contain customer
data will be encrypted while the rest of the log will remain in clear text.

Setting the logging level to Verbose for a prolonged period will consume a large amount of disk
space and should therefore be avoided unless explicitly requested by Qlik Support.

In some support cases, R&D may require the ability to decrypt the log in order to analyze the problem. In such
cases, Qlik Support will ask you to provide the task or environment-level encryption key. The encryption key is
automatically generated and kept in a log.key file in the following locations:
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¢ For decrypting a task's log file: <REPLICATE_INSTALL_DIR>\data\tasks\<task-name>
e For decrypting non-task related log files (e.g. server logs): <REPLICATE_INSTALL_DIR>\data

Should you wish to review the logs before sending to Qlik Support, you can decrypt them via the Replicate CLI
as described below.

Decrypting Task Logs:

1. Open the Replicate command line from Start menu (Qlik Replicate > Qlik Replicate Command Line)
or open a command prompt “as administrator” and switch to the following directory:
<REPLICATE_INSTALL_DIR>\bin>

2. Run the following command:

Syntax:

repctl dumplog <log-file-path> <log.key-path> [> <path-to-output-file>]

Example:

repct] dumplog "C:\Program Files\Attunity\Replicate\data\logs\tasks\MyTask.log"
"C:\Program Files\Attunity\Replicate\data\tasks\MyTask\log.key" > "C:\Program
Files\Attunity\Replicate\data\decrypted.log”

Decrypting Non-Task Logs:

1. Open the Qlik Replicate command line from Start menu (Qlik Replicate > Qlik Replicate Command
Line) or open a command prompt “as administrator” and switch to the following directory:
<REPLICATE_INSTALL_DIR>\bin>

2. Run the following command:

Syntax:

repctl dumplog <log-file-path> <log.key-path> [> <path-to-output-file>]

Example:

repctl dumplog "C:\Program Files\Attunity\Replicate\data\logs\repsrv.log" "C:\Program
Files\Attunity\Replicate\data\log.key" > "C:\Program
Files\Attunity\Replicate\data\decrypted.log”

The encryption key file (log.key file) can be used to decrypt any log that was encrypted with it, not
just the log for which Qlik Support requested the encryption key file. If this is a concern, you can
generate a log.key file that will only be valid for the specific log requested by Qlik Support.

To do this:

1. Delete the log.key file.

2. Restart the task or Replicate Server service (depending on the log type required) to generate
a new log.key file.

3. Send the requested log file and the log.key file to Qlik Support.
Delete the log.key file.
5. Repeat steps 2-4 if you need to provide additional encrypted logs.
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4.13 Application security

As a leading provider of enterprise-class big data management solutions, Qlik understands that application
security is of paramount importance. With the integration of Static Code Analysis into the development
lifecycle, the code is rigorously tested for vulnerabilities before each product release.

4.14 Using external credentials

Many organizations prefer to keep secrets in a dedicated "vault" as a means of protecting against
unauthorized privileged account access, impersonation, fraud, and theft. Storing secrets in a vault also
eliminates manually intensive, time consuming and error prone administrative processes.

Replicate can be easily configured to interface with such vaults, thereby adding an additional layer of security
while easing administration of endpoints. In Replicate, secret fields are any fields where the input is masked
with asterisks. Such fields include database user passwords, user names, Amazon S3 secret keys, and so on.

It is also recommended to use the Replicate Add-ons APl which allows you to take advantage of Replicate's
memory management and logging capabilities, while eliminating the need to create independent memory and
logging routines.

For more information, see Replicate add-ons API (page 1293).
To facilitate integration with an external vault, Qlik provides the following files:
<INSTALL_DIR>\addons\samples\MyPasswordProvider.c

<INSTALL_DIR>\addons\include\ar_addon_password_provider.h

The path is the same on Linux, but with slashes (/) instead of backslashes (\). Similarly, although the
explanation below refers to a DLL file (Windows), on Linux this should be an SO file.

Limitations and considerations

e Secrets starting with "lookup::" are not supported
¢ Secret length cannot exceed 4 KB

¢ Loading more than one passwordProvider will result in a fatal error

Supported endpoints

Endpoints that support both user name and password replacement
The following endpoints support both user name and password replacement:
e Amazon RDS for SQL Server source

¢ Microsoft Azure SQL (MS-CDC) source

Only when using SQL authentication or Azure Active Directory authentication
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¢ Microsoft Azure SQL Managed Instance source
Only when using SQL authentication or Azure Active Directory authentication

¢ Microsoft SQL Server source
¢ Microsoft SQL Server (MS-CDC) source
¢ Oracle source, except the following:

* Secret store encryption entries

e ASM parameters (if the redo logs are stored in ASM)

Endpoints that support password replacement

All endpoints support password replacement, with the following exceptions:

* File source

e File target

¢ Microsoft SQL Server source, but not for the Replicate has file-level access to the backup log files
option.

e ODBC source, but not if the password is specified in the Connection string.

e ODBC with CDC, but not if the password is specified in the Connection string.

e SAP Application (DB) source, but only in the fields supported by the backend endpoint.

* Log Stream target

Changing the default addon name

You can change the default addon name (MyPasswordProvider) simply by renaming the </INSTALL_
DIR>\addons\samples\MyPasswordProvider\MyPasswordProvider.dll file as desired. Note that if you rename the
DLL, you may also need to specify the new name when editing the addons_def.json.sample file described in_
Step 3 below (depending on which parameters you use).

Step 1: Edit the MyPasswordProvider.c file

Edit the file MyPasswordProvider.c as follows:

1. Locate the following line:
static AR_ADDONS_STATUS get_secret(char *name, const char *lookup_key, char *secret, int
secret_len, char *principal, int principal_len)
For a description of these fields, refer to the ar_addon_password_provider.h file.

2. Replace the code below this line (starting AR_A0_L0G and ending AR_ADDONS_STATUS_SUCCESS;) with
the code required to access your Secrets Vault.

Step 2: Compile the code

Compile the MyPasswordProvider.c file into a DLL/SO. Note that on Windows the file should be compiled in
"Release x64" mode.

Step 3: Edit the addons_def.json.sample file
Edit the file "<INSTALL_DIR>\addons\addons_def.json.sample" as follows:

Setup and User Guide - Qlik Replicate, November 2023 76



4 Security considerations

1. Locate the following section:
{
"addons": [{
"name": "MyPasswordProvider",
"type": "STARTUP",
//"Tib_path": "C:\\Program Files\\Attunity
Replicate\\addons\\samples\\MyPasswordProvider\\MyPasswordProvider.d11",
//"1ib_path": "/opt/attunity/replicate/addons/samples/MyPasswordProvider.so",
"init_function": "ar_addon_init"
1]
3

2. Edit the section as required, where:

¢ name is the logical name of the DLL (can be any name). If you do not use the 1ib_path
parameter to specify the DLL path (see below), then the DLL file must reside in </INSTALL_
DIR>\addons\<addon_name>. On Linux, the <addon_name> folder needs to be created manually
and should either be the default addon name (MyPasswordProvider) or its new name (if you
changed it).

e type is an optional parameter that specifies when to load the DLL. The only value that is
currently supported is STARTUP.

e Tib_path is the full path of your DLL (e.g. C:\Vault\MyVaultProvider.dll). This is required only if
the DLL does not reside in <INSTALL_DIR>\addons\<addon_name> (as mentioned in the
description of the name parameter above).

e 1init_function is the function name, as it appears in the C file used to generate the DLL.

3. Save the file as addons_def.json.

Step 4: Configure the endpoints

Any fields where you want the secret to be retrieved from your vault should be configured as described below.
Edit the field as follows:

1. In the appropriate field, enter the following:
Tookup: : your_Tlookup_key
where your_lookup_key is the Replicate endpoint identifier specified in your vault access code.

2. Save your settings.
3. Click Test Connection to verify that a connection to the endpoint can be established.
4. Run the task.

4,15 Controlling execution of user-defined commands

Several endpoints support running user-defined commands for pre/post-processing files. In the Operating
System Level Credentials tab shown in SERVER view, you can provide user credentials for user-defined

commands that needs to be executed at operating system level. By default, such commands are executed
under the Replicate Server service account. This may constitute a security risk, as it allows any Replicate user
with Admin or Designer permissions to specify user-defined commands that could lead to a full compromise of
the server.
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Note that when Replicate Server is installed on Linux, the External utilities (page 1236) tab will be hidden as
the potential security risk is relevant to Windows only.

You can also determine whether to allow user-defined commands to be executed at all.
To do this:

1. On the Replicate Server machine, open the <PRODUCT_DIR>\bin\repctl.cfg file and set
the enable_execute_user_defined_commands parameter to "true" or "false" (the
default) as required.

2. If Another account is selected in the Operating System Level Credentials tab and you
changed the default Attunity Replicate Server service Log On user:

a. For both admin and non-admin users:
Add the user specified in the Attunity Replicate Server service
Log On tab to the "Replace a process level token" policy in
the "Local Security Policy" settings.
b. For non-admin users only:
i. Grant the user full control over the
Replicate data folder.
The default location of the data folder
is C:\Program Files\Qlik\Replicate\data

ii. Grant the user full control over the folder containing
the user-defined command to be executed.

The user must be the same as the non-
admin user specified in the Attunity
Replicate Server service Log On tab.

3. Restart the Qlik Replicate services.

Executing operating system commands as a different user

The load utility of the following target endpoints can run via user-provided credentials instead of the

LocalSystem user:

¢ Google Cloud BigQuery
¢ Netezza Performance Server

* PostgreSQL-based
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5 Working with Qlik Replicate endpoints

Qlik Replicate can replicate data from the types of endpoints listed in Supported Platforms and Endpoints
(page 1272). A Replicate endpoint can be either a source or a target. A source endpoint contains the original
data (the data you want to copy). A target endpoint is where the replicated data is stored. Source and target
can be completely different endpoints.. There is no need to install any additional software other than
Replicate. You can also use CDC Agents in Attunity Replicate Connect (ARC) as source data for replication
tasks.

For a list of supported endpoint versions, see Supported Platforms and Endpoints (page 1272).
In this section:

e Using ARC CDC agents as endpoints (page 79)
* Replicate data types (page 79)
» Supported DDL statements (page 81)

e Configuring Replicate to automatically replace the user-entered password (page 83)

5.1 Using ARC CDC agents as endpoints
In a replication project, you can use both relational and non-relational endpoints supported by Attunity
Replicate Connect (ARC).

ARC CDC Agents can be used for capturing changes (CDC) only.

Relational and Non-relational endpoints

Relational Endpoints Non-Relational Endpoints
SQL/MP VSAM
IBM IMS

For information on how to work with ARC, see Using ARC CDC solutions in Qlik Replicate (page 185).

5.2  Replicate data types

Qlik Replicate converts source data to its own data type. For data that Replicate cannot convert, it returns an
error.

To see how a data type is mapped from source to target:

* See the chapter for the source endpoint you are using. In the section on data types, see the mapping
table to see the Qlik Replicate data type.

* See the chapter for the target endpoint you are using. In the section on data types, see the mapping
table to see how the Replicate data type maps to the target.
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For example, when replicating data from an Oracle source endpoint to a Microsoft SQL Server target endpoint,
Replicate first converts the Oracle data type BINARY to the Replicate data type BYTES. BYTES maps to the
Microsoft SQL Server data type VARBINARY (Length).

The following table describes the Qlik Replicate data types. Some data types have precision and scale
information that applies to them.

Replicate data type descriptions
ReplicateData Types  Description

STRING A character string

WSTRING A double-byte character string
BOOLEAN A Boolean value

BYTES A binary data value

DATE A date value: Year, Month, Day

TIME A time value: Hour, Minutes, Seconds

Only the following format is supported:
HH:MM:SS
DATETIME A timestamp value: Year, Month, Day, Hour, Minute, Second, Fractional Seconds
The fractional seconds have a maximum scale of 9 digits.
Year can have a maximum value of 32767.
Only the following format is supported:

YYYY:MM:DD HH:MM:SS.F (9)

INT1 A one-byte, signed integer

INT2 A two-byte, signed integer

INT4 A four-byte, signed integer

INT8 An eight-byte, signed integer

NUMERIC An exact numeric value with a fixed precision and scale
REAL4 A single-precision floating-point value
REAL8 A double-precision floating-point value
UINT1 A one-byte, unsigned integer

UINT2 A two-byte, unsigned integer

UINT4 A four-byte, unsigned integer

UINTS8 An eight-byte, unsigned integer

BLOB Binary Large Object
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ReplicateData Types  Description
CLOB Character Large Object

NCLOB Native Character Large Object

For more information, see LOB support in Task Settings/Metadata (page 1124).

5.3  Supported DDL statements

Qlik Replicate automatically changes the metadata of the target table to reflect DDL statements performed on
the source endpoint.

Supported DDL statements include:

* Create table

e Drop table

* Rename table
e Add column

e Drop column

* Rename column

* Change column data type

For information about supported DDL statements for a specific endpoint, see the chapter describing that
endpoint. For more information about DDL settings, see Apply Changes Settings (page 1133). See also
Limitations and considerations (page 82) below.

How Replicate handles DDL changes

When DDL changes occur, Replicate:

1. Captures ALTER TABLE DDLs from the transaction log without identifying the DDL type
(ADD/DROP/MODIFY COLUMN).

2. Reads the new table metadata from the source backend.

3. Compares the previous table metadata with the new table metadata in order to determine the change.
Note that a single change may include multiple DDL operations performed on the backend.

4. Uses the new table metadata to parse the subsequent DML events.
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Limitations and considerations

When capturing DDL changes, the following limitations apply:

When a rapid sequence of operations occurs in the source database (for instance, DDL>DML>DDL),
Replicate might parse the log in the wrong order, resulting in missing data or unpredictable behavior.
To minimize the chances of this happening, best practice is to wait for the changes to be applied to the
target before performing the next operation.

As an example of this, during change capture, if a source table is renamed multiple times in quick
succession (and the second operation renames it back to its original name), an error that the table
already exists in the target database might be encountered.

If you change the name of a table used in a task and then stop the task, Replicate will not capture any
changes made to that table after the task is resumed.

Renaming a source table while a task is stopped is not supported.

Reallocation of a table's Primary Key columns is not supported (and will therefore not be written to the
DDL History Control Table).

When a column's data type is changed and the (same) column is then renamed while the task is
stopped, the DDL change will appear in the DDL History Control Table as “Drop Column” and then
“Add Column” when the task is resumed. Note that the same behavior can also occur as a result of

prolonged latency.

CREATE TABLE operations performed on the source while a task is stopped will be applied to the target
when the task is resumed, but will not be recorded as a DDL in the attrep_dd|_history Control Table.

Operations associated with metadata changes (e.g. ALTER TABLE, reorg, rebuilding a clustered index,
etc.) may cause unpredictable behavior if they were performed either:
¢ During Full Load
-OR-
* Between the Start processing changes from timestamp and the current time (i.e. the moment
the user clicks OK in the Advanced Run Options window).
Example:
IF:
The specified Start processing changes from time is 10:00 am.

AND:

A column named Age was added to the Employees table at 10:10 am.
AND:

The user clicks OK in the Advanced Run Options window at 10:15 am.
THEN:

Changes that occurred between 10:00 and 10:10 may result in CDC errors.

In any of the above cases, the affected table(s) must be reloaded in order for the data to be properly
replicated to the target.

The DDL statement ALTER TABLE ADD/MODIFY <column> <data type> DEFAULT <> does
not replicate the default value to the target and the new/modified column is set to NULL. Note that
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this may happen even if the DDL that added/modified the column was executed in the past. If the
new/modified column is nullable, the source endpoint updates all the table rows before logging the
DDL itself. As a result, Qlik Replicate captures the changes but does not update the target. As the
new/modified column is set to NULL, if the target table has no Primary Key/Unique Index, subsequent
updates will generate a "zero rows affected" message.

¢ Modifications to TIMESTAMP and DATE precision columns will not be captured.

5.4  Configuring Replicate to automatically replace the user-
entered password

To prevent illicit database activity by unauthorized third-parties, Replicate can be configured to automatically
replace the user-entered password with a strong random password.

This feature is currently supported with the following endpoint types:

¢ Microsoft SQL Server
¢ Google SQL for SQL Server
¢ Microsoft Azure SQL Database

¢ Oracle

This feature cannot be used when the user name is "sa".

Clicking the "Test Connection" button will verify the connection using the original password. The
password will be automatically changed the first time the task runs.

To utilize this feature, the password must be defined both in the Replicate endpoint settings and on the actual
database, in the following format:

replace:your password
Example:

replace:k$SRJIdAg7!S&ib

Defining multiple endpoints to use the same automatically changed
password

In Qlik Replicate, more than one endpoint may be configured to connect to the same database server.

To allow multiple endpoints to use the same (automatically changed) credentials, the password in one of the
endpoints needs to defined. Then, each of the other endpoint connections needs to be configured to reference
that endpoint.
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The following rules apply:
¢ A source endpoint cannot reference a target endpoint, only another source endpoint.
e Atarget endpoint cannot reference a source endpoint, only another target endpoint.

e An endpoint cannot reference another endpoint that uses a different database server.

To configure an endpoint to use the automatically changed credentials of another endpoint:

1. In the User name field, enter the user name in the following format:
ref:endpoint name
Where endpoint name is the name of the endpoint connection whose password was automatically
changed.

2. In the Password field, specify the password before it was automatically changed and without the
"replace" prefix.
Example:
If the original password is:
replace:54lakrfgnier3!
Specify:
54lakrfgnier3!
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6 Using the Qlik Replicate Console

The Qlik Replicate Console is a Web-based application that runs in most browsers (for information on
supported browsers, see Supported browsers (page 1285)). You can connect from any computer to the
Replicate Server.

This section describes the user interface elements in the Replicate Console.
In this section:

e Opening the Qlik Replicate console (page 85)
e Tasks view (page 89)
« Server view (page 94)

e List actions (page 94)

6.1  Opening the Qlik Replicate console

You browse to the Qlik Replicate Console using a supported Web browser from a computer in the same
network as the computer on which the Qlik Replicate Server is installed. For information on supported
browsers, see Supported browsers (page 1285).

You can open the Console from the Start menu of the computer where you installed Qlik Replicate.

To enable and control access to Qlik Replicate, you can create user roles as described in User permissions
(page 1233).

To open Qlik Replicate

¢ Click Start and from the All Programs section point to Qlik Replicate and select Qlik Replicate
Console.

When you connect to the Qlik Replicate Console, your browser will prompt you for a username and
password. The username and password that you need to specify depends whether Replicate Server
is installed on Windows or Linux.

¢ Qlik Replicate Server on Windows: Your domain username and password.

¢ Qlik Replicate Server on Linux: Either specify your PAM credentials or, if PAM is not set up in
your environment, specify admin as your username and the Replicate Server password as
your password.

For information on setting the Replicate Server password, see Security considerations (page 58).

For information on PAM prerequisites, see Configuration 3: Replicate Ul Console and Replicate server
running on Linux (page 88).

Accessing Qlik Replicate from a remote computer

You can access Qlik Replicate from any computer in your network.
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Accessing the Qlik Replicate Console

To access the Qlik Replicate Console from a remote computer, type the following address in the address bar of
your Web browser:

Qlik Replicate Server on Windows:

https://computer-name/attunityreplicate
Qlik Replicate Server on Linux:

https://computer-name:<port>/attunityreplicate

Where <computer name> is the name or IP address of the computer where the Qlik Replicate Server is installed
and <port=>is the C Ul Server port (3552 by default). For more information on the C Ul Server component, see
Qlik Replicate Ul server configurations (page 87).

The person logged in to the computer where you are accessing the Console must be an authorized
Qlik Replicate user. For more information, see User permissions (page 1233).

Viewing the current connection values URL

To see the current connection values:

1. Open a command prompt as an administrator and change the working directory to the Replicate bin
directory.

2. Run the following command:

repuictl configuration show

The output will be similar to this:
--address ""

--http port "80"

-—https port "443"

-—-root url "attunityreplicate"
--user_ timeout "5"

--domain "mydomain.com"

-—-ad default container ""
-—authentication method "SSO"
--static_http headers
-—-rest http headers

--use_strict same site cookie "False"

An empty address (-—address "") means that the current computer name will be used.
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See also:
e Setting up Qlik Replicate Ul Server to work with a remote Qlik Replicate Server (page 88)

Qlik Replicate Ul server configurations

You can either install Qlik Replicate on a single machine or on two separate machines. The possible
configurations for installing Qlik Replicate on two separate machines are described below.

0 When the Qlik Replicate .NET Ul Server is running on one machine and the Qlik Replicate Server is
running on another, the Qlik Replicate Server password must be the same on both machines. The

password is used during the SSL handshake to establish a secure connection between the

participating machines.

For information on setting the password, see Changing the server password (page 67).

Configuration 1: Replicate Server running on Windows

In this configuration, the Replicate Console component and the Replicate Server components are running on

two separate Windows machines.

Windows Windows UI Machine
I Replicate ]
Server
—_—
+ + .NET UI Browser-Based
- - SErYer UI Con=saole

Server e

Configuration 2: Replicate server running on Linux

In this configuration, the Replicate Console component and the Replicate Server components are running on
two separate machines - the former on Windows and the latter on Linux.

Linux Windows UI Machine
[ Replicate ]
Server
+ + .NET UI Browser-Based
- - SErYer UI Con=sole

Server ——
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Configuration 3: Replicate Ul Console and Replicate server running on Linux

In this configuration, the Ul Console and the Web server (Qlik Replicate Server) are hosted on two separate
Linux machines, though it is also possible to install them on a single machine.

Note that in such a configuration, the ability to assign different roles (as described in User permissions (page
1233)) is not supported. In other words, all users will have the admin role.

PAM prerequisites
To establish a secure connection using PAM, make sure that the following prerequisites have been met:
e The Attunity user or group (or the user/group set during the installation) must be granted permission

to read the file: etc/shadow. Note that this prerequisite is only required when Qlik Replicate is installed
on two machines.

¢ Edit the repctl.cfg file and modify the path to the fully qualified name of the libpam.so.0 library if
required.

Example:

"login_pam_libpam_full_path":"/1ib64/1ibpam.so.0",

"login_pam_service_name": "system-auth"
}
Linux Linux UI Machine
Replicate
Server
+ + Browser-Based
8 ™ UI Console
C U1
Server -

Setting up Qlik Replicate Ul Server to work with a remote Qlik Replicate
Server
If the Qlik Replicate Server is installed remotely (that is, not on the Qlik Replicate Ul Server machine), do the

following:

1. On the console machine, open a command prompt as an administrator and change the working
directory to the Replicate bin directory.

2. Run the following command:

repuictl configuration set replicate --replicate host host [--replicate

port port]

where:
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e host is the IP address or host name of the Replicate Server machine.

e port is the port of the Replicate Server machine. If you omit this parameter, the default port
(3554) will be used.

3. Open the Windows Services console and restart the Qlik Replicate Ul Server service.

4. Connect as described in Opening the Qlik Replicate console (page 85).
Viewing the configuration
You can view the current connection configuration.
To do this:

1. Open a command prompt as an administrator and change the working directory to the Replicate bin
directory.

2. Run the following command:

repuictl configuration show replicate

See also:
e Managing user permissions (page 1234)

6.2 Tasks view

The Tasks view is the default view that opens when you open Qlik Replicate for the first time, as shown in the
following image:

x
o‘g Oracle-to-Ora... o‘ Oracle-to-SQL

4 Mew Task B Open @ Stop eEl Manage Endpoint Connections 28 Icons  »

OracleSource
(Oracle)
% Oracle-to-Oracle Oracle-to-SQL -

o

% 5QL-to-50L -

SQLTarget
@ (Microsoft SQL Server)

View Logs
g

MNotification Log Messages
N
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It lists all replication tasks you have defined. You use this view to view, edit, run, and delete tasks, or to create
new tasks.

This view includes the following elements:

¢ Toolbar running along the top. It includes buttons that let you create a new task, open, delete, run, or
stop an existing task, configure advanced run options, and manage endpoint connections. See also
Adding tasks (page 108).

e Tasks already defined in the system, listed in the left pane.
You can view tasks in:

¢ lcons view, where each icon indicates the current state of the tasks.
See the Tasks view (page 89) table for more information.

¢ Details view, which displays a table with additional information about each task including their
current state. Note that the state icons are the same as described in the Tasks view (page 89)

table, but without the part of the icon.

To toggle between these views, you can select Icons or Details from the drop-down list in the top right
of the Console.
For information about creating a task, see Defining and managing tasks (page 107).
The Console displays each open task on its own tab along the top. For more information, see Viewing
specific tasks (page 91).

¢ Endpoints map in the right pane, which illustrates the endpoints for the task selected in the left pane.
Any notifications (if defined) and log messages will be shown in the Messages pane below the map.

¢ Messages pane below the endpoints diagram on the right. This pane includes a Notifications tab for
progress messages and a Log Messages tab for warnings and error messages issued when Replicate
encounters a problem. For more information, see Accessing task messages and notifications (page 1171)
and Creating a new notification (page 1199).

To access the Tasks view:

¢ Select Tasks from the drop-down list in the top left, below the Qlik Replicate logo.
The following table shows examples of task icons.

Task icons

Icon Description

Indicates that the task has not been run yet.

Can be one of the following:

HE ¢ Manually stopped by the user
@ * Stopped due to the task definition (Full Load settings)
e Stopped by the Scheduler
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Icon Description

Indicates that the task has stopped due to an error. When you select the task,

Replicate displays a list of errors on the Log Messages tab at the bottom right of
the console.

Indicates that the task has stopped due to a recoverable error. When you select the

-
'—- task, Replicate displays a list of errors on the Log Messages tab at the bottom right
E of the console.

Indicates that the task is running.

Viewing specific tasks

From the Tasks view, you can drill down to an individual task, provided you have already created at least one
task (see Defining and managing tasks (page 107) for more information). Two modes display different sets of
information for each task:

e Designer mode (page 91): Default mode when you open a task. Here you define endpoints, select
tables, modify table settings (including filters and transformations), and create global transformation
rules.

e Monitor mode (page 93): Here you view replication task activities in real time, along with log messages
and notifications.

To view a specific task:

1. Inthe Tasks view, select the task you want to work with.
The right pane displays the task diagram on the right side of the page.

2. On the Tasks view toolbar, click Open.

Designer mode

In Designer mode, you define endpoints, select tables to be replicated, modify table settings (including filters
and transformations), and create global transformation rules. This is the default mode when you open a task.
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Viewing a task in Designer mode

@ Stop @ Task Settings 83 Manage Endpoint Connections m @ Menitor
2 [
E" Table Selection G Global Transformations
Patterns and Selected Tables Full Table List

— OracleSource
(Oracle) Table Selection Patterns

Selected Tables

HR.COUMNTRIES
HR.DEPARTMEMNTS
HR.EMPLOYEES
HR.JOBS
HR.JOB_HISTORY

HR.LOCATIONS
¢y SQLTarget -
(Microsoft SQL Server) HR.REGIONS

Tables:7

The Designer mode includes the following elements:

¢ Endpoints list: Lists the source and target endpoint connections that you added to Qlik Replicate. For
more information, see Defining and managing endpoints (page 113). The figure shows the Endpoints
List in a collapsed state, hiding the endpoints. To expand the list, click the right arrow at the top or
anywhere below it. To close the panel, click the left arrow.

¢ Endpoints map: lllustrates the connection between the source and target endpoints for the task. The
round icon between the endpoints represents the task type, which can indicate Full Load only, Full
Load and Apply Changes, or Apply Changes only.

* When you create a task, you can drag the endpoints to the source and target drop spots as required.
For more information, see Adding a source and target endpoint to a task (page 116).

¢ Monitor and Designer buttons: Lets you switch between Monitor mode and Designer mode. See also
Monitor mode (page 93) and Monitoring and controlling replication tasks (page 1175).

¢ Run button: Lets you run the task at hand.

¢ Task Settings button: Opens the Task Settings dialog box. For more information, see Task Settings
(page 1123).

¢ Manage Endpoint Connections button: Lets you view the endpoints defined, edit them, or add new
endpoints. For more information, see Defining and managing endpoints (page 113).

¢ Select and Define Tables: Lets you select the tables you want to include in your replication task. In
addition, you can use transformation and filter operations to create new tables or to replicate parts of
tables. For more information, Selecting tables and/or views for replication (page 117), Using filters (page
1050), and Defining transformations for a single table/view (page 1042).
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¢ Global Transformations option: Lets you create transformations for all tables in a task. For more
information, see Starting the Global Transformation Rules wizard (page 1065).

To display a task in Designer mode:
¢ On the right side of the toolbar, click Designer.

Monitor mode

In Monitor mode, you view the replication task activities in real time.

Viewing a task in Monitor mode

TASKS v O% New Task 3 * O% New Task 2 *
@ Stop @TDDB - ﬂa Manage Endpoint Connections E Designer m

Change Processing Full Load e
OracleSource
(Oracle)
Total Completion Tables [ Select All ]
100 %
Ended Date: C‘,
MNov 4, 2015
10:10:10 AM
Load Duration:
00:00:09 - - SQLTarget
Completed  Loading Queued @ (Microsoft SQL Server)
7 0 0
Cal
Table Mame Status Estimated Count Count
HR.COUNTRIES Completed 25 25 Log Messages MNatification
HR.DEPARTMEMNTS Completed 27 27 [¥ Errors [v] Warnings
HR.EMPLOYEES Completed 107 107

The Monitor mode includes the following elements:

¢ Run button: Lets you run the task at hand.

¢ Manage Endpoint Connections button: Lets you view the endpoints defined, edit them, or add new
endpoints. For more information, see Defining and managing endpoints (page 113).

* Monitor and Designer buttons: Switch between Monitor mode and Designer mode. See also
Monitoring and controlling replication tasks (page 1175), Designer mode (page 91), Defining and
managing tasks (page 107).

¢ Tools list: Provides access to history, log management, and status information.

¢ Change Processing/Full Load tabs: Lets you select the information you want to focus on. By default,
Replicate displays the Full Load view (also shown in the figure).
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¢ Task Map: lllustrates the connection between the source and target endpoints for the task. The round
icon between the endpoints represents the task type, which can indicate Full Load only, Full Load and
Apply Changes, or Apply Changes only.

¢ Messages pane: Displays notifications and logging messages. For more information, see Accessing task
messages and notifications (page 1171).

To display a task in Monitor mode:

¢ On the right side of the toolbar, click Monitor.

6.3 Server view

SERVER view lets you view and configure the Qlik Replicate Server settings.
To switch to SERVER view:
¢ From the drop-down list in the top left corner of the console (below the product logo) select Server.

For information on configuring server settings, see Qlik Replicate server settings (page 1198).

6.4 List actions

The following table describes the various list actions you can perform. Note that, depending on the list type,
some of the actions may not be available.

List actions

To Do This

Sort Right click the desired column and select one of the sorting options as required.
ascending or

sort

descending

Restore the Right click any of the column headings and select Default Sorting.
default
sorting order

Export the list  The following lists can be exported: tasks, messages, selected tables, and processed tables
to a TSV file (in Monitor view). Either click the Export to TSV button above the list or right-click any of
the column headings and select Export to TSV. Choose where to save the file and then

click Save.
Add or Right click any of the column headings and select Column Settings. Then add or remove
remove columns as required.
columns
Hide a Right click the desired column and select Hide Column.
column
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7 Getting started: A Qlik Replicate tutorial

This section guides you through setting up a basic replication task to move data from an Oracle source to a
Microsoft SQL Server target.

In this section:

e What you need (page 95)

e Open the Qlik Replicate console (page 95)

e Add an Oracle endpoint as a source (page 96)

¢ Open the Qlik Replicate console (page 95)

e Add a Microsoft SQL Server database as a target (page 97)
e Define a replication task (page 100)

e Run and monitor the replication task (page 105)

* View the replicated tables in Microsoft SQL Server (page 106)

7.1  What you need

For this tutorial, you need the following:

¢ Qlik Replicate installed on a computer in your network
* For the Oracle source:

¢ Access to the HR schema tables that are part of the Oracle database installation
If these tables are not available, contact your Oracle database administrator.

e system/<password> for an admin user

* For the target: A Microsoft SQL Server database with the default tempdb system database (used to store
the target tables).
This can be installed on your local computer.

¢ For the Qlik Replicate Console, one of the Supported browsers (page 1285).

See also: Installing Qlik Replicate (page 36)Windows permissions (page 38)

7.2 Open the Qlik Replicate console

From the Windows Start menu, select All Programs > Qlik Replicate > Qlik Replicate Console.
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You can access Qlik Replicate from any computer in your system.

To access the Console from a remote computer, type the following address in the address bar of your

Web browser:

https://<computer name>/attunityreplicate

where <computer name> is the name or IP address of the computer (including the Windows domain

name) on which the Qlik Replicate Server is installed.

The person logged in to the computer hosting the Console must be an authorized Qlik Replicate user.

For more information, see User permissions (page 1233).

7.3  Add an Oracle endpoint as a source

This task guides you through adding and configuring an Oracle endpoint as the source database. This is the

database from where you want to replicate data.

To add an Oracle source database:

1. In Task view, click Manage Endpoint Connections.
The Manage Endpoint Connections dialog box opens.

2. Click New Endpoint Connection.

3. Provide the following information:

Name: Type OracleSource.

Description: Optionally, enter a description or leave blank.
Role: Select Source.

Type: Select Oracle.

Connection string: Enter the connect string to the Oracle database you work with, in any
Oracle format.

For example, if you connect to an Oracle database on a computer called tomato using the
default Oracle port and service name, the connect string looks like this:
tomato:1521/orcl

User Name: Enter the user name for the Oracle database you work with.

The default user name is SYSTEM.

Password: Enter the password for the Oracle database you work with.

The default password is manager.
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General Advanced
I
Mame OracleSource
Description
Role Source
Type: Oracle
Connection string: tomato:1521/orcl
User name SYSTEM
Password e
Test Connection Save | | Discard Change

Close

4. Click Test Connection to verify the information you entered and the availability of the database.
5. Click Save to add the database.

You can also set advanced settings for the Oracle database, but this beyond the scope of this tutorial. For
more information, see Setting advanced connection properties using Oracle LogMiner (page 445).

For information on adding other types of databases, see the chapter for the required database. For a list of
supported databases, see Supported Platforms and Endpoints (page 1272).

7.4  Add a Microsoft SQL Server database as a target

This task guides you through adding and configuring a Microsoft SQL Server endpoint as the target database
connection. This is the database to where you want to replicate data.

To add a Microsoft SQL Server target endpoint:
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1. In Tasks view, click Manage Endpoint Connections.
The Manage Endpoint Connections dialog box opens.

2. Click New Endpoint Connection.

3. Provide the following information:
* Name: Type sqlserver_target.
¢ Description: Optionally, enter a description or leave blank.
* Role: Select Target.

¢ Server name: Enter the name of the computer where your Microsoft SQL Server database is
installed.
For example, if you connect to a Microsoft SQL Server database on a computer called bee,
enter bee.

¢ Select one of the following:

¢ Windows authentication if your Microsoft SQL Server database is configured to accept
Windows authentication.
¢ Microsoft SQL Server authentication if your Microsoft SQL Server database is not
configured to accept Windows authentication. In this case, you also need to provide a
valid user name and password.
« Database name: Enter tempdb, which is the name of the database to where you are going to
replicate data. If you created a new database for this purpose, enter the name of that database.
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General Advanced

Name: sqlserver_target

Drescription:
Role:
Source (@) Target
Type _ o
P Microsoft SQL Server w
Server name: bes01-win?

®) Windows authentication
SQL Server authentication

User name:

Password:

Database name: tempdb Browse...

Test Connection Save | | Discard Changes

Close

4. Click Test Connection to verify the information you entered and the availability of the database.
5. Click Save to add the database.

You can also set advanced settings for the Microsoft SQL Server database, but this is beyond the scope of this
tutorial. For more information, see Setting advanced connection properties (page 367).

For information on adding other types of databases, see the chapter for the required database. For a list of
supported databases, see Supported Platforms and Endpoints (page 1272).
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7.5  Define a replication task

This task guides you through defining a replication task that copies the data from the HR.EMPLOYEES and
HR.JOBS tables. It is not mandatory to add a source and a target database prior to this step; you can also do
this as part of setting up the replication task.

By default the Oracle database includes the HR schema. You will make a copy of the same tables in your
Microsoft SQL Server tempdb. The EMPLOYEES and JOBS tables created in Microsoft SQL Server will be
identical to the Oracle tables.

For information on how to use Transformations and Filters when creating a replication task, see Defining
transformations for a single table/view (page 1042) and Using filters (page 1050).

Defining a replication task includes the following sub-tasks:

e Add a replication task to the Qlik Replicate console (page 100)
* Add the source and target endpoints to the task (page 102)
e Select tables for the Replication task (page 104)

Add a replication task to the Qlik Replicate console
This task guides you through adding a replication task to the Qlik Replicate Console.
To add a replication task:

1. Make sure Tasks is selected in the upper left corner of the Qlik Replicate Console.

2. Click New Task to open the New Task dialog box.
3. Inthe New Task dialog box, in the Name field, type My_Task and click OK.
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x
New Task
Server Mame Select Server.., W
Description

Replication Profile
Select the profile that best describes your replication use case

® Unidirectional
Bidirectional i

Log Stream o

Task Options
Select the replication options for this task

Ll +0 0
& * . s
| ] [ |
™ .

*an

Full Load Apply Changes Store Changes

Perform a full load of target tables, then keep them up-to-date by applying
changes.

| Cancel |

The Qlik Replicate Console displays the task on a new tab. By default, because the task has not been
set up yet, the tab opens in Designer view. The diagram on the left serves as a drop-off point for the
source and target databases you defined previously. The right pane lets you select the tables you want
to work with and carry out transformations and filtering operations. For more information, see Tasks
view (page 89), Viewing specific tasks (page 91), and Defining and managing tasks (page 107).

If needed, you can also change the default task settings. For more information, see Task Settings (page
1123).
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See also:
 Bidirectional replication (page 110)

e Using the Log Stream (page 1030)

Add the source and target endpoints to the task

This section guides you through adding the source and target endpoints to the replication task, which is a
simple drag-and-drop operation. In the Endpoints tab, the following icons help you distinguish between
source and target endpoints:

Endpoint icons
Icon Description

B Source endpoint, which is represented by a database, file, or NoSQL icon, depending on the
endpoint type, with an orange arrow pointing away from the source (a database in this example).

B{_ Target endpoint, which is represented by a database, file or NoSQL icon, depending on the
endpoint type, with a blue arrow pointing toward the target (a database in this example).
The Endpoints pane consists of All, Source, and Target tabs.
To add the source or target endpoints to the task:

1. In the Endpoints pane, click the All tab.

2. Drag the oraclesource database to the Drop source endpoint here area in the endpoints diagram.
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Drop source

endpoint here

(3. oOraclesource O]

! Droptarget

*, endpoint here

3. Dragthe sqlserver_targetdatabase to the Drop target endpoint here area.

Next, you can select the tables from the source database to use in the replication task. For more information,
see Defining and managing tasks (page 107).
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Select tables for the Replication task

After adding the source and target databases, you now need to select which Oracle source tables you want to
replicate to the Microsoft SQL Server target.

This task guides you through selecting specific tables (HR.EMPLOYEES and HR.JOBS) from the Oracle source.
Replicate takes all of the data from these tables "as is" and copies it to the Microsoft SQL Server target.

If you need to copy only some of the data to the target database, you need to use a filter. For
information, see Using filters (page 1050).

If you need to copy the data into the target using different rows or columns than those in the source,
you need to use transforms. For more information, see Defining transformations for a single
table/view (page 1042).

To add tables to the replication task:

1. In the right pane of the Qlik Replicate Console, click Table Selection. The Select Tables dialog box
opens.

2. Inthe Select Tables dialog box, do the following:
¢ From the Schema list, select HR, and then click Search.
¢ From the Table List, select EMPLOYEES, and then click the right arrow to select that table.
¢ Repeat these steps for the JOBS table.
* Click OK.
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Select Tables
Source Tables Table Selection Patterns
Schema: | HR w
Table: 9
Search
Table List Selected Tables
HR COUNTRIES HR
HR DEPARTMENTS HR
HR EMPLOYEES
HR JOBS
HR JOB_HISTORY
HR LOCATIONS
HR QBCDC
HR REGIONS
Tables: 8 Tables: 2

3. On the task tab, click Save. The task is now ready to run.

7.6 Run and monitor the replication task

EMPLOYEES

J0OBS

OK Cancel

You can now run the replication task and see the results of the replication in real time. This task guides you

through running the replication task as a full load and viewing the progress in the Monitor. Additional run

options are also available. For more information, see Using the Run button options (page 1163).

To run and monitor the replication task:

1. On the task tab, click Run.

The Starting task message displays, and the console switches to Monitor view, which includes gauges

and graphs on two tabs:

¢ Full Load tab: Indicates the status progress during the full load process.

* Change Processing tab: Monitors changes that occur after the full load completes.

For information on reading the data presented in these sections, see Viewing information in the

monitor (page 1175).

Setup and User Guide - Qlik Replicate, November 2023

105




7 Getting started: A Qlik Replicate tutorial

Full Load

Total Completion Tables [ Select All ] Throughput
100% rec/sec ¥
Ended Date:
Sep 24, 2015
11:21:29 AM
Load Duration: /
00:00:03 )

Co”n::ieted L-.'-e:;_lr.g -.g..EEH:I :rr;:-r 5
2 4 0

2. Click the Select All link above the Tables graphs. Replicate displays a table below the graphs with
information about each of the tables being processed in the task.

Table Name Status Estimated Count Count Elapsed Time Progress
HR.EMPLOYEES Completed 107 107 00:00:0 B 100%
HR.JCBS Completed 19 19 00:00:0 B 100%

3. Click the individual bar graphs, such as the Completed graph and the Loading graph, to view additional
information.
For information about the data supplied in these tables, see Monitoring full-load operations (page
1175).

7.7  View the replicated tables in Microsoft SQL Server

This task guides you through viewing the tempdb database in Microsoft SQL Server. You will see that this
database now includes two new tables: HR.EMPLOYEES and HR.JOBS.

To view the replicated tables in Microsoft SQL Server:

1. From the Windows Start menu, go to All Programs > Microsoft SQL Server > Microsoft SQL Server
Management Studio.

2. In the Object Explorer, find the Microsoft SQL Server target computer you are working with.

3. Expand the databases folder for that computer, then expand the System databases folder, then
expand the tempdb database. The EMPLOYEES and JOBS tables should now appear in the list.

4. Right-click the EMPLOYEES table and select Select Top 1000 Rows. Check that there is data in the
table.

5. Right-click the JOBS table and select Select Top 1000 Rows. Check that there is data in the table.
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8 Defining and managing tasks

This section describes how to design a replication task. To design a replication task, you must first be sure
that you have configured at least one source endpoint and one target endpoint to work with Qlik Replicate.

A number of variables affect the amount of tasks that can be run on a single Replicate Server,
including the task configuration (e.g. how many tables are being replicated), the size of the source
tables and the hardware configuration of the Replicate Server machine. Bearing this in mind, the
number of tasks that can be run on a single Replicate Server should not exceed 100 (and may need
to be significantly less depending on the aforementioned variables). Best practice is to perform load
testing in a Test environment before moving to Production.

In this section:

 Tasks overview (page 107)

e Adding tasks (page 108)

e Adding a source and target endpoint to a task (page 116)
 Selecting tables and/or views for replication (page 117)

e Editing a replication task (page 124)

 Deleting a replication task (page 124)

e Searching for tasks (page 124)

e Migrating tasks (page 125)

8.1 Tasks overview

Each instance of a table synchronization activity comprises a task in Qlik Replicate. You define a task using the
browser-based Qlik Replicate Console. When defining a task, you specify the following:

e The source and target endpoints
e The source and target tables to be kept in sync
* The relevant source table columns

e The filtering conditions (if any) for each source table as Boolean predicates (in SQLite syntax) on the
values of one or more source columns

¢ The target table columns (optionally), including their data types and values (as expressions or
functions over the values of one or more source or target columns, using SQL syntax). If not specified,
Replicate uses the same column names and values as the source tables, with default mapping of the
source DBMS data types onto the target DBMS data types. Replicate automatically takes care of the
required filtering, transformations, and computations during the Load or CDC execution.

When a task is defined, you can activate it immediately. Replicate automatically creates and loads the target
tables with the necessary metadata definitions and activates the CDC. Using the Qlik Replicate Console, you
can then monitor, stop, or restart the replication process.
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Using multiple tasks

You can define and activate several replication tasks at once. This is best if the tasks:

¢ Have different source tables
¢ Share some source tables but have different filtering conditions on the source rows

¢ Update different target tables

Updating the same target table and row by two different replication tasks would not be good practice and

may cause unpredictable results.

The different replication tasks work independently and run concurrently. Each has its own Initial Load, CDC,
and Log Reader processes.

8.2  Adding tasks

Before you get started with designing the features that you need for a task, you must first define the task's
default behavior.

To add a task:

1. In Tasks view, click New Task.
The New Task dialog opens.
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New Task *

Name o Mew Task 1

Description

Replication Profile
Select the profile that best describes your replication use case

® Unidirectional

e
i ]

Task Options
Select the replication options for this task

c] ] s

Full Load Lpply Changes Store Changes

Perform a full load of target tables, then keep them up-to-date by applying
changes.

| oK || Cancel |

2. Enter a name for the task. The name should be descriptive to indicate the purpose of the task. The
name cannot exceed 32 characters, contain non-Latin characters, or contain any of the following
characters: |\ /:*?" <>

3. Optionally, enter a description for the task.

4. Choose one of the following replication profiles:

¢ Unidirectional - Choose to replicate between endpoints for the purpose of Unidirectional.

¢ Bidirectional - Choose to synchronize records between two endpoints.
For more information, see the instructions on setting up Bidirectional replication (page 110).
¢ Log Stream Staging - Log Stream Staging enables a dedicated Replicate task to save data
changes from the transaction log of a single source database and apply them to multiple
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targets, without the overhead of reading the logs for each target separately.
For more information, see Using the Log Stream (page 1030).
5. Select task options:
¢ Full Load: Click to enable or disable Full Load options for this task.
When full load is enabled, Qlik Replicate loads the initial source data to the target endpoint. By
default, a full load is carried out for this task. If you want to change this setting after you begin
working with this task, you make the change in the Task Settings, Full Load (page 1129) tab.
¢ Apply Changes: Click to enable or disable Apply Changes (Change Processing).
When this option is enabled, Qlik Replicate keeps the target tables continually up-to-date with
any changes made to the source tables. By default, change processing is carried out for this
task. You can view the change processing in the Monitor view.
For more information, see Monitoring change processing operations (page 1183). If you want to
change this setting after you begin working with this task, you make the change in the Task
Settings > Change Processing (page 1133) tab.

When the Bidirectional replication profile is selected, the Apply Changes option
cannot be disabled.

e Store Changes: Click this button to enable or disable Store Changes.
If this option is enabled, changes are stored in change tables or in an audit table. By default,
changes are not stored.
For information about storing and applying changes, see Working with Change Tables (page
1242) and Using an Audit table (page 1248).

When the Bidirectional replication profile is selected, the Store Changes button will
be unavailable.

6. Click OK to close the New Task dialog box and save your settings.

Bidirectional replication

Bidirectional replication enables organizations to synchronize data between two endpoints (henceforth
referred to as Endpoint A and Endpoint B), ensuring that both endpoints contain identical records. The
endpoints can either be the same type (e.g. Oracle-to-Oracle) or different types (e.g. Microsoft SQL Server-to-
Oracle). To implement bidirectional replication, two Bidirectional Replication tasks need to be defined: one
that captures changes made to Endpoint A and replicates them to Endpoint B (Task 1) and another that
captures changes made to Endpoint B and replicates them to Endpoint A (Task 2). An explanation of how to
set up these tasks is provided in the following sections.

Limitations
The following limitations apply to bidirectional replication tasks:
¢ Bidirectional replication does not currently support conflict resolution. To prevent conflicts,

organizations should ensure that the application that updates the endpoints participating in a
bidirectional replication task, does not simultaneously update the same record in both endpoints.
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In other words, if a record in Endpoint A was updated, the equivalent record in Endpoint B should only
be updated after the update from Endpoint A is replicated to Endpoint B.

Bidirectional replication tasks currently only support DDL statements from one of the sources involved
in the task only. This means that for one of the sources, you must set the Apply Changes DDL Handling
Policy to "Ignore" for all of the options (DROP, TRUNCATE, and ALTER).

The CREATE TABLE DDL is not supported.

To ensure that the source and target endpoints are identical, transformations and filters should not be
used in bidirectional replication tasks.

The Use direct path full load option in the Oracle target endpoint settings is not supported.

The Stopping the Task after Full Load options in the task settings' Full Load Settings tab is not
supported.

The task's Change Processing Mode must be set to Transactional apply.

Supported endpoints

Bidirectional tasks support the following endpoints:

Source Endpoints:

Amazon RDS for MySQL

Amazon RDS for PostgreSQL
Amazon RDS for SQL Server

AWS Aurora Cloud for PostgreSQL
File Channel

Google Cloud SQL for MySQL
Google Cloud SQL for SQL Server
Google Cloud SQL for PostgreSQL
Google Cloud AlloyDB for PostgreSQL
IBM DB2 for iSeries

IBM DB2 for LUW

IBM DB2 for z/OS

Microsoft Azure Database for MySQL
Microsoft Azure SQL (MS-CDC)
Microsoft Azure SQL Managed Instance
Microsoft SQL Server

Microsoft SQL Server (MS-CDC)
MySQL

Oracle

PostgreSQL

SAP Sybase ASE

Target Endpoints:
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* File Channel

¢ Google Cloud SQL for MySQL

* Google Cloud SQL for PostgreSQL

e Google Cloud AlloyDB for PostgreSQL
e |BM DB2 for z/OS

¢ Microsoft SQL Server

¢ Microsoft Azure SQL Database

¢ Microsoft Azure Database for MySQL
e MySQL

e ODBC

e Oracle

¢ PostgreSQL

e SAP Sybase ASE

Setting up Bidirectional replication

This section describes how to set up a Bidirectional replication task in Qlik Replicate.

To set up Bidirectional Task 1:

1. Define a Bidirectional Replication task that replicates data from Endpoint A to Endpoint B.

In a bidirectional replication task, Full Load replication is not enabled by default since it is
assumed that both endpoints contain identical tables. If this is not the case (for instance, if
Endpoint A contains tables that do not exist in Endpoint B), enable Full Load replication as
well.

2. Specify a source and target Loopback prevention table schema in the task settings’ Loopback
Prevention tab. For more information about loopback prevention settings, see Bidirectional (page
1129).

3. Run the task.

To set up Bidirectional Task 2:

1. Define another Bidirectional Replication task that replicates data from Endpoint B to Endpoint A.

2. Specify a source and target Loopback prevention table schema in the task settings’ Loopback
Prevention tab. For more information about loopback prevention settings, see Bidirectional (page
1129).

3. If Full Load was enabled when replicating data from Endpoint A to Endpoint B, you must first wait for
the Full Load replication to complete before running the task. Otherwise, run the task immediately.

Using bidirectional replication with the File Channel endpoint

You can use bidirectional replication together with the File Channel endpoint. This is useful if you need to
synchronize two endpoints that are either not able to communicate with each other (i.e. are not physically
connected) or are located in the WAN. The process involves setting up six separate tasks: Two Full Load-only
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Unidirectional tasks and four Apply Changes-only Bidirectional tasks.

For information on setting up the File Channel endpoint, see Using the Qlik Replicate file channel (page 1019).

To set up bidirectional replication with File Channel Endpoints:

1. Setup and run two Full Load only Unidirectional tasks.
Example (FC = File Channel):
Task 1: MySQL --> FC Target Task 2: FC Source --> Oracle

2. Wait for the Full Load-only tasks to finish.

3. Set up and run four Apply Changes-only Bidirectional tasks.
Example (FC = File Channel):
Task 1: MySQL Source --> FC Target Task 2: FC Source 1 --> Oracle Target
Task 3: Oracle Source --> FC Target 2 Task 4: FC Source 2 --> MySQL Target

Editing and viewing a task description

You can provide a description for specific tasks and then easily view or edit that description as required.

To provide, view or edit a task description:

1. Open the desired task.
2. In Designer or Monitor view, click the Description toolbar button.

3. Enter a description.
-OR-
Edit or view an existing description.

4. Click OK.

8.3  Defining and managing endpoints

Qlik Replicate requires information to connect to the source and target endpoints that you want to use in a
task. For a list of endpoints you can work with in Qlik Replicate, see Supported Platforms and Endpoints (page
1272).

You use the Manage Endpoint Connections window to add endpoints and edit and view the endpoint
connection information.

The name cannot exceed 32 characters, contain non-Latin characters, or contain any of the following
characters: |\ /:*?"<>

« Defining an endpoint (page 114)
 Editing endpoint configuration information (page 114)

* Viewing endpoint configuration information (page 115)
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Testing an endpoint connection (page 115)
Duplicating endpoints (page 115)
Searching for endpoints (page 115)
Deleting endpoints (page 116)

Defining an endpoint

Before you can begin to design a task, you must add endpoints to the Replicate server. To use an endpoint,
you must have access to it somewhere in your system. When you add the endpoint to the Replicate server,

you must provide connection information and proper user credentials.

Once you add endpoints to the Replicate server, you can begin to use them to build a replication task. For
information on how to add an endpoint to a replication task, see Adding a source and target endpoint to a task

(page 116).

To add an endpoint:

1.

In the Tasks view, click Manage Endpoint Connections.

The Manage Endpoint Connections window opens.

In the Manage Endpoint Connections window, click New Endpoint.

Select the type of endpoint you are using. The information that you must enter depends on which

endpoint you select.
For more information, see the chapter that describes the endpoint you are using. For a list of

supported databases, see Supported Platforms and Endpoints (page 1272).

Editing endpoint configuration information

After you add the endpoint to the Replicate server and provide the connection information, you can make

changes to some of the information.

You cannot change the following information in the endpoint window:

e The name you provided for the endpoint.
e The endpoint Type, for example Oracle or Microsoft SQL Server.
e The endpoint role, either SOURCE or TARGET.

To edit endpoint configuration information:

1.

In the Manage Endpoint Connections window, select the endpoint you want to edit.

OR

In the Endpoints list on the left of the Designer view, double-click the endpoint you want to edit. Note
that this option is only available when editing a specific task.

The Manage Endpoint Connections window opens with the selected endpoint settings.

Make changes to the information in any of the tabs in the window.
For more information, see the chapter for the specific Qlik Replicate endpoint you are using.
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For information which endpoints are supported by Qlik Replicate, see Supported Platforms and
Endpoints (page 1272).

Viewing endpoint configuration information

After you add the endpoint to the Replicate server and provide the connection information, you can view the
information in the Manage Endpoint Connections window.

To view endpoint configuration information:

¢ Select an endpoint from the Endpoints list in the left pane; then click the tabs to view the information.

Testing an endpoint connection

You can try to contact the endpoint to make sure that you are connected to the endpoint you want to work
with.

To test the endpoint connection:

1. Inthe Manage Endpoint Connections window, select the endpoint you want to work with.

2. At the bottom of the endpoint’s General tab, click Test Connection.
If the connection is successful, a success message is displayed and a green check mark icon appears

next to the Test Connection button.
If the connection fails, an error message is displayed at the bottom of the dialog box and the View Log
button becomes available.

3. If the connection is successful, click Close.
If the connection fails, click View Log to view the server log entry with information for the connection

failure.

Duplicating endpoints

You can duplicate an endpoint if you need to define a new endpoint with similar settings. Except for the name,
all endpoint settings are duplicated to the new endpoint.

To duplicate an endpoint:

1. In the left panel of the Manage Endpoint Connections window, click the endpoint you want to
duplicate.

Click Duplicate.
On the General tab, edit the name for the endpoint.

Make any other necessary changes.

oA W

Click Save; then click Close.

Searching for endpoints

You can search for endpoints by typing a sequence of letters in the Filter by box above the endpoints list. For
example, to search for all endpoints whose names contain the string "Oracle", type "or". Only endpoints that
match the search string are displayed.
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Deleting endpoints

You can delete endpoints that you no longer require. Note that to delete an endpoint that is defined as a
source or target in a task, you first need to remove the endpoint from the task.

To delete an endpoint:

¢ In the left panel of the Manage Endpoint Connections window, Select the endpoint and click Delete.

8.4  Adding a source and target endpoint to a task

Once you have added the endpoints, you can design the replication task. The first step in this process is to
define the source endpoint where your data is currently stored and the target endpoints where you want to
replicate the data. To do this, you just drag one of the endpoints you added into the task map (in Designer
mode).

Once you select the endpoint for your task, you must select the tables from the source endpoint to be
replicated. The next step in creating a replication task is Selecting tables and/or views for replication (page
117).

To add source and target endpoints to a task:

1. Do one of the following:
* Create a new task. When you click OK in the Create New Task dialog box, the task opens on a
dedicated tab. For more information, see Adding tasks (page 108).
¢ In the Tasks view, select the task to which you want to add endpoints and click Open. The task
opens on a dedicated tab.
2. The Task map is displayed, with the available endpoints listed in the pane on the left, as shown in the
following figure.
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All sources | Targets

Drop source
B sgltrgt endpoint here
B src el ot

Drop target
“ endpoint here

3. Drag a source endpoint to the top circle in the task map (that contains the text Drop source endpoint
here). If dragging is not possible, make sure that the endpoint you are using is defined as a source
endpoint.

4. Drag a target endpoint to the bottom circle in the task map (that contains the text Drop target
endpoint here). If dragging is not possible, make sure that the endpoint you are using is defined as a
target endpoint.

5. Click Save.

8.5  Selecting tables and/or views for replication

This procedure describes how to select the source tables or views that you want to replicate. Note that tables
can be selected from any supported endpoint, but views are only supported with the following endpoints:

¢ Teradata

* PostgreSQL
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e MySQL

e SAP Sybase ASE

e IBM DB2 for LUW

e |BM DB2 for z/OS

e Oracle

¢ Microsoft SQL Server
e ODBC with CDC

e ODBC

¢ Replication of views is supported in Full Load Only tasks only, except when replicating from
the following sources:

e Teradata
e ODBC with CDC

* Views are replicated to the target endpoint as tables

e When replicating views, the corresponding tables are created without a primary key. This
presents an issue for Apply Changes tasks, which require the target tables to have a primary
key. Therefore, if you are also running Apply Changes tasks (using one of the CDC-capable
endpoints mentioned above), you need to define one or more primary keys for each of the
target tables using a transformation. For an explanation of how to accomplish this, see Using
the Transform tab (page 1044) in Defining transformations for a single table/view (page
1042).

When working with ODBC with CDC and Teradata source endpoints, any views and tables that you
want to replicate must have the same context field(s). If you only want to replicate views, then all of
the views must have the same context field(s).

For information on setting up context fields, see Configuring Change Processing Settings.

For information on setting up context fields, see "Configuring Change Processing Settings" in the Qlik
Replicate Setup and User Guide.

Once you have selected tables/views to replicate, you can run the replication task. However, if you need to
make any changes to the structure of the tables in the target endpoint or only select specific columns, you will
need to carry out one or both of the following procedures:

 Defining transformations for a single table/view (page 1042)

 Using filters (page 1050)

To select tables/views:

1. Open the task you are working with if it is not already displayed in a dedicated tab.
For information on opening a task, see Editing a replication task (page 124).
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2. In Designer mode, on the right side, click Table Selection.
If the source endpoint does not support view selection, the Select Tables dialog box opens. If the
source endpoint supports view selection, the Select Tables/Views dialog box opens.
See the following for information on how to work with the Select Tables/Select Tables/Views dialog
box:

Searching for tables/views to use in a replication task (page 119)

Selecting specific tables/views for replication (page 120)
* Creating table/view selection patterns (page 121)

 Setting load order (page 123)

Searching for tables/views to use in a replication task

This topic walks you through searching for specific tables/views in preparation for including them in a
replication task. You first search for tables that match specific criteria. Then you select the required
tables/views from the search results to include them in the task. You can also carry out another search with
new criteria and then add additional tables/views to the replication task.

After you finish searching, you can select tables/views for replication. Continue with Selecting specific
tables/views for replication (page 120).

To search for tables/views to use in a replication task:

1. In Designer mode, click Table Selection.

2. Inthe Select Tables dialog box, if the source endpoint supports view selection, select one of the
following:

 All to search for tables and views

¢ Tables to search for tables only

¢ Views to search for views only

Otherwise, skip to the next step.
3. From the Schema drop-down list, select a table/view schema.
When working with Microsoft SQL Server, quote characters in schema names - such as "\" or "

[" - must be doubled in order to show the list of tables in the specified schema. For example,
My\Schema should be specified as My\|Schema.

When selecting tables from the SAP Application or SAP Application (DB) endpoint, "Business
Groups" will appear instead of "Schema".

4. Optionally, in the Table/View field, type the name or partial name of a table/view you wish to
replicate. If you do not do this, Replicate will search for all of the tables/views in the selected schema.

You can also include special characters in your search string. For more information, see the
Note in Creating a record selection condition for one or more columns (page 1052).
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5. Click Search to display a list of tables/views.

When selecting tables from the SAP Application or SAP Application (DB) endpoint, the Table
List will display all of the tables in the selected Business Group. Hovering your mouse cursor
over a table will display a tooltip as shown below.

Table List

Fl - FINANCE DOCUM.. AGET

Source: AGKO

Class: Transparent
Description: Cleared Accounts

FI - FINANCE DOCLUM. BFI

FI - FINANCE DOCUM, BFI

The Table List field displays any table/view that matches the specified search criteria.
If the source endpoint supports view selection, an additional Type column indicates whether the
database object is a table or a view.

6. Click OK.

See also: Creating table/view selection patterns (page 121).

Selecting specific tables/views for replication

This topic walks you through selecting specific tables/views to replicate.

When you select specific tables/views, all selected tables/views are replicated in full unless you define
transformations or filters for the table/view. If you need to make changes to the table/view structures in the
target endpoint or if you only want to select specific columns, then you need to perform the procedures
described in Defining transformations for a single table/view (page 1042) and Using filters (page 1050)
respectively.

To select specific tables/views:

1. Open the Select Tables/Views dialog box.
2. Select a Schema.

3. Optionally, select the Use exact table name check box. This option is useful if your schema contains
numerous tables as it will save you having to scroll through the entire list to find one specific table.

4. If you selected the Use exact table name check box, type the exact name of the table you want to
replicate in the Table/View field.

5. Click Search.
The table or tables (If you did not select the Use exact table name check box) will be shown in the
search results.

6. Select the table by adding it to the list on the right.

7. To add additional tables from the same schema, repeat steps 3-6. To add additional tables from a
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different schema, repeat steps 2-6.

. Click OK to save your settings.

If you rename a table in the database, the Designer tab will still show the original table name. The
Monitor tab, on the other hand, will show the new table name.

Removing specific tables/views from a replication task

This topic walks you through removing specific tables/views from the replication task.

To remove tables from the Selected Tables list:

1. From the Selected Tables list, select a table that you want to remove from the replication task and
then click the button with a single left-facing arrowhead (Remove).

2. Toremove all of the tables/views from the Selected Tables or Selected Tables/Views list, click the
button with two left-facing arrowheads (Remove All).

3. Click OK to close the Select Tables or Select Tables/Views dialog box.

4. Click Save to make sure that Qlik Replicate saves the table information for this task.

Creating table/view selection patterns

This topic walks you through selecting tables/views using patterns. For example, you can include all
tables/views that belong to the HR schema except for one or two tables/views that you exclude. You can also
only exclude one or more table/view schemas or tables/views. This replicates the entire endpoint, except for
those tables/views that you excluded.

The following example shows a pattern that replicates all tables that are members of the dbo schema except
for the dbo.PRODUCT_1% table.

Include dbo.%
Exclude dbo.PRODUCT_1%

You can also use the "_" wildcard character to match a single character. For example, specifying Exclude m_

d% will exclude all tables that begin with m and end with d%, such as mode1 or msdb.

Do not escape wildcard characters as this will instruct Replicate to interpret them as standard
characters. As escape character conventions differ across databases, you should consult your
database Help for guidance about supported escape characters. Some examples (where an
underscore is the wildcard character) are as follows:

e MySQL and PostgreSQL - \\__
* Microsoft SQL Server- [ ]

e Oracle - For Oracle, use the escapeCharacter internal parameter to define a custom
escape character.
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When you explicitly select tables/views, all selected tables/views are replicated in full unless you define
transformations or filters for the table/view. If you need to make changes to the table/view structures in the
target endpoint or if you only want to select specific columns, then you need to perform the procedures

described in Defining transformations for a single table/view (page 1042) and Using filters (page 1050)

respectively.

To view all of the tables/views included when you use a table selection pattern, click the Full Table
List tab in Designer view. The Full Table List lists all of the tables/views included in any table
pattern you defined as well as all explicitly selected tables/views. To view only patterns and
explicitly selected tables/views, click the Patterns and Selected Tables tab in Designer view.

To create table/view selection patterns:

1.

In the Designer view, in the Select Tables/Views dialog box, do any of the following:

¢ Select a schema from the Schema drop-down list. All tables/views that belong to that schema
are included in the table/view selection pattern.

¢ Type the name or partial name of a table/view in the Table/View field. Any string that you enter
here is included in the table/view selection pattern.

* |f the table/view that you type here is a member of the schema you selected in the Schema
drop-down list, then you only have to type the name of the table/view.

¢ If you did not select a schema or the table/view belongs to another schema, include the schema
with the table name in the following format: HR.Employees, where HR is the schema.

. Click Include to include all of the tables/views that match the selection criteria.
. Click Exclude to exclude any tables that match the selection criteria.

2
3
4.
5

Click OK to close the Select Tables/Views dialog box.

. Click Save to make sure that Qlik Replicate saves the table/view information for this task.

Excluding specific tables from the replication task

You can easily exclude specific tables from being replicated.

To do this:

1.
2.

Open the the Select Tables/Views dialog box.

Select a Schema and then click Search.
Any tables in that schema will be shown in the search results.

Select the tables by adding them to the list on the right.

Click the Include button.
Include <schema_name>.% will be added to the Table Selection Patterns list.

Select the Use exact table name check box.
Type the name of the table you want to exclude in the Table/View field.

Click the Exclude button.
Exclude <schema_name>.<table_name> will be added to the Table Selection Patterns list.
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8. To exclude additional tables from the same schema, repeat Steps 6-7. To exclude tables from a
different schema, clear the Use exact table name check box and then repeat Steps 2-7.

9. Click OK to save your settings.

Filters containing wildcard escape characters that excluded/included tables during Full Load will not
exclude/include matching tables added during CDC. For example, if there is an exclude pattern
dbo.pc[_]% and a new table dbo.pc_table2 is created during CDC, the table will be added to
replication task (as opposed to being excluded).

Setting load order

You can set the load order for each of the selected tables. This may be useful, for example, if your selected
tables list contains tables of different sizes and you want the smaller tables to be loaded before the larger
tables. When a group of tables are set with the same load order, Replicate will load the tables according to the
table ID.

Load order can be set and modified (see note below) in the following places:

¢ The Select Tables window (opened in Designer view by clicking the Table Selection button in the

right of the console).

¢ The Patterns and Selected Tables list in the right of the console (in Designer view).

e Load order cannot be changed while the task is running. If you want to change the load
order, first stop the task, then change the load order as desired, and finally reload the target.

e Load order cannot be set for "Exclude" patterns.

To set the load order for a specific table:

1. Select the desired table in the Selected Tables list.

2. From the Load Order drop-down list, select one of the available priority levels (Lowest Priority, Low
Priority, Normal Priority, High Priority, and Highest Priority).

3. This step is only relevant if you are setting load order in the Select Tables window. Click OK to save
your settings and close the Select Tables window.

To set the same load order for multiple tables:

1. Select the desired tables in the Selected Tables list.
2. From any of the selected items' Load Order drop-down list, select one of the available priority levels.

3. This step is only relevant if you are setting load order in the Select Tables window. Click OK to save
your settings and close the Select Tables window.
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8.6  Editing a replication task

You can make changes to tasks that you previously created. Just open the task and make the changes in the
same way that you did when you created the task.

To edit a task:

1. In Tasks view, select the task and click Open.
The task opens, displaying the source and target endpoints and which tables have been selected for
replication.

2. Continue with any of the following procedures:
* Adding a source and target endpoint to a task (page 116)
 Selecting tables and/or views for replication (page 117)
e Defining transformations for a single table/view (page 1042)
 Using filters (page 1050)
* Task Settings (page 1123)

8.7  Deleting a replication task

You can delete tasks that you created. To prevent complications, it is recommended not to use the name of a
deleted task for a new task you create. Such a task would be created with the same settings as the deleted
task.

If you use a Microsoft SQL Server endpoint, a Microsoft SQL Server system administrator must delete
the Microsoft SQL Server Replication Publisher definitions for the endpoint that was used in the task
from SQL Server.

For more information, see the Limitation and considerations (page 921) in the Microsoft SQL Server
chapter.

To delete a task:

1. Stop the task that you want to delete.

2. In Tasks view, click Delete.
The task is deleted.

8.8  Searching for tasks

In Tasks view, you can search for tasks by typing a sequence of letters in the Filter Tasks box above the tasks.
For example, to search for all tasks with names that begin with "Oracle-to", type "or". Only tasks that match
the search string are displayed.
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8.9  Migrating tasks

You can export replication tasks to a file. When exporting a task using the command line, all exported tasks
are saved to the imports folder under <product_dir>/Qlik/Replicate/Data. When exporting a task using the
Qlik Replicate Console, one of the following occurs (according to your browser settings):

¢ The task JSON file will be automatically downloaded to the default download location

¢ You will be prompted for a download location

You can import an export file (*.json) to another instance of the Qlik Replicate Server. This lets you use a task
that you created in Qlik Replicate in a different environment. For example, if you created tasks in a
development environment and now want to use the task in a production environment.

Importing and exporting a task can be done using either the command line or the Qlik Replicate Console.
When exporting or importing a task using the command line, you must perform this task on the computer
where Qlik Replicate is installed.

If you need to access the computer with Qlik Replicate from a remote computer, you can use a telnet
connection.

When you export a task to a different environment, you may need to edit the task information. For example,
you may need to change the connection string for an endpoint.

e Exporting tasks (page 125)
 Editing an exported (json) file (page 128)

Exporting tasks

The following section explains how to export a task using either the Qlik Replicate Console or the command
line.

To export a task using the Qlik Replicate Console:

1. Switch to Tasks view (make sure you're in Designer mode).
2. Do one of the following:

¢ In TASKS tab, select the task you want to export and then either click the Export toolbar
button or right-click the task and select Export.
OR

¢ In the TASK_NAME tab (opened when a task is being edited), click the Export Task toolbar
button.

Depending on your browser settings, one of the following will occur:
¢ The task JSON file will be automatically downloaded to the default download location

¢ You will be prompted for a download location. In this case, save the JSON file to your preferred
location.
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To export a task using the command line:

1. From the Qlik Replicate computer where you defined the task you want to import, open the Qlik
Replicate command line console by doing the following:
On Windows: Go to All Programs in the Start menu and point to Qlik Replicate, then to Utilities and
then select Qlik Replicate Command Line.
A command-line console is displayed with the correct prompt for Qlik Replicate.

You can also open the Windows command-line console and change the directory to the
following:

<Qlik Replicate Installation Directory>\bin

For example, to use the path to the folder or directory where Qlik Replicate is installed by
default, type: c:\Program Files\Attunity\Replicate\bin.

On Linux: Run the following command in the Replicatebin directory:
source ./arep_login.sh

2. At the prompt in the command-line console, type the following:
repctl -d data-directory exportrepository task=task_name [folder_name=path]
By default, a file called <task_name>. json containing the exported task settings is created in the
<product_dir>\data\imports folder. If you want the file to be created in a different folder, include the
folder_name=path parameter in the command.
After the file has been created, you can import it into another Qlik Replicate instance as described in
Importing tasks (page 126).

If the <product_dir>\data folder was installed in a non-default location during the
installation - OR - if it was later moved to a non-default location, you need to tell Replicate
where the folder is located.

This is done by including the -d <data_folder> parameter in the command.

Example:
repct] -d D:\Data exportrepository task=mytask

Importing tasks

The following section explains how to import a task using either the Qlik Replicate Console or the command
line.

Before importing tasks, make sure that the tasks on the destination server are either running or
stopped (i.e. not in the process of being started).

To import a task using the Qlik Replicate Console:

1. Switch to Tasks view (make sure you're in Designer mode).

2. Click the Import Task toolbar button.
The Import Task dialog box opens.
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3. Browse to the task JSON file you want to import and then click Import Task.
The task is imported.

To import a task using the command line:

1. From the Qlik Replicate computer where you want to import the task, open the Qlik Replicate

command line console by doing the following:
From the Start menu, expand Qlik Replicate and then select Qlik Replicate Command Line.
A command-line console is displayed with the correct prompt for Qlik Replicate.

You can also open the Windows command-line console and change the directory to the
following:

<product_dir>\Attunity Replicate>\bin

For example to use the path to the directory where Qlik Replicate is installed by default, type:
C:\Program Files\Attunity\Replicate\bin.

Run the following command:
repct]l connect

. To import the task, run the following command:
importrepository [-d data-directory] json_file=<Full path to the exported *.json file>

Example:

importrepository -d D:\MyData json_file=C:\Temp\many_tables.json

The exported *.json file will be located in the <data-directory>\imports folder on the original
computer where the task was exported or in the folder specified by the folder_name parameter in the
export command.

Example:

<product_dir>\data\imports\many_tables.json

If the <product_dir>\data folder was installed in a non-default location during the
installation - OR - if it was later moved to a non-default location, you need to tell Replicate
where the folder is located.

This is done by including the -d data_folder parameter in the command.

Example:
repctl -d D:\MyData importrepository json_file=C:\mytask.json

If you are importing this task into a different environment, you should copy the file to a location on the
second Qlik Replicate computer and then import the file from there.

In many cases, when you import the task into a different environment, you will need to make changes
to the task. For example, you may need to change the connect strings for the endpoints in the task or
change the user password. In that case, you will need to edit the *.json file.

See Editing an exported (json) file (page 128) for more information.
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Editing an exported (json) file

You can open the *.json file in any plain text editor. It is possible to make changes to any of the sections in the
file; however, be sure that you only change the data and not the field names. For example, the entry

"name" : :DB_Name" displays the name field for a source table in a defined endpoint. In this case, you can
change the data "DB_Name" but not the included metadata ("name").

Make any changes to the *.json file before you carry out the import operation.

Information about the endpoints, tables, tasks, task settings, and logger settings should be changed
using the Qlik Replicate Console after the file is imported.

To be able to use the new task, you will need to make changes to the endpoint password and
connection strings by editing the *json file. See Making changes to the endpoint connection
information (page 128) for more information.

Making changes to the endpoint connection information

In the "endpoints" section, you can make changes to the connection string and the password. The following
is an example of the "endpoints" section of the *.json file.

"endpoints": [{

"name": "Oracle_Source",
"type": "oracle",
"connection_string": "server= bee0l-xp:1521/xe;username=SYSTEM",

"authenticator":
{01000000D08C9DDF0115D1118C7A00C04FC297EB010000003EA495B32CAAE14CB9777B96B3CC00B30000000002000
000000003660000A8000000100000002765A3287AB56447DA31508F71CE62700000000004800000A00000001000000
088D5C1BBD615BEEEAF5FACIB9BOE20800800000075D89177A9C6F118140000004783110880920DD9EBOASFABAOS67

9979878DDDO}",

"role": "SOURCE"

}, {

"name": "SQLSERVER_Target",

"type": "sQLServer",
"connection_string": "server=bee0l-

xp;endpoint=tempdb;windowsAuthentication=Y;CDCBCP=Y;FullloadBCP=Y;BCPPacketSize=16384",
"role": "TARGET"

To change the connect string:

1. Inthe *.json file, under "endpoints", find "connection string".
For example, "connection_string": "server= bee0l:1521/xe;username=SYSTEM"

2. Change the information after the equal signs (=) as necessary.
For example, if the endpoint in the new environment is on a computer called B2, change server=bee0l

to server=B2.

Make sure that the connect string remains between the quotation marks (").
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To change an endpoint password:

1. Inthe *.json file, under "endpoints", find "authenticator".

For example, "authenticator":
{01000000D08C9DDF0115D1118C7A00C04FC297EB010000003EA495B32CAAEL4CBI777B96B3CCO0B3000000
0002000000000003660000A8000000100000002765A3287AB56447DA31508F71CE62700000000004800000A
00000001000000088D5C1BBD615BEEEAF5FAC1IBIBOE20800800000075D89177A9C6F11B1400000047831108B

80920DD9EBOASFABA05679979B78DDD0} .

The password is presented as an encrypted string.

2. Change the password string to the relevant password for the endpoint in the new environment. Type
the new password using plain text exactly as it is configured in the endpoint. For example, 8yTkLMt.
When you save the file and then import it to the new environment, the password is encrypted
automatically.

Setup and User Guide - Qlik Replicate, November 2023 129



9 Adding and managing source endpoints

9 Adding and managing source endpoints

This topic describes how to configure source endpoint settings. When you define a replication task, the source
endpoint is the data repository containing the data that you wish to replicate.

In this section:

e Using AWS Aurora Cloud for PostgreSQL as a source (page 131)
e Using Amazon RDS for SQL server as a source (page 146)

e Using Amazon RDS for MySQL as a source (page 160)

e Using Amazon RDS for PostgreSQL as a source (page 170)

e Using ARC CDC solutions in Qlik Replicate (page 185)

e Using a file as a source (page 195)

e Using Google Cloud AlloyDB for PostgreSQL as a source (page 211)
¢ Using Google Cloud SQL for SQL Server as a source (page 224)
e Using Google Cloud SQL for MySQL as a source (page 237)

e Using Google Cloud SQL for PostgreSQL as a source (page 247)
e Using IBM DB2 for iSeries as a source (page 260)

e Using IBM DB2 for LUW as a source (page 271)

e Using IBM DB2 for z/0S as a source (page 280)

e Using IBM Informix as a source (page 310)

¢ Using Microsoft Azure SQL Managed Instance as a source (page 316)
* Using Microsoft Azure SQL (MS-CDC) as a source (page 329)

e Using Microsoft SQL Server (MS-CDC) as a source (page 341)

e Using Microsoft SQL Server as a source (page 352)

e Using Microsoft Azure Database for MySQL as a source (page 371)
¢ Using a MongoDB database as a source (page 381)

e Using a MySQL-based database as a source (page 388)

e Using ODBC to connect to a source (page 400)

e Using ODBC with CDC as a source (page 408)

e Using Oracle as a source (page 419)

e Using PostgreSQL as a source (page 454)

 Using Salesforce (Streaming CDC) as a source (page 470)

e Using Salesforce (Incremental Load) as a source (page 478)

e Using SAP Application as a source (page 486)

e Using SAP Application (DB) as a source (page 501)

e Using SAP Extractor as a source (page 513)

e Using SAP HANA as a source (page 537)

e Using SAP ODP as a source (page 549)

e Using SAP Sybase ASE as a source (page 562)

e Using Teradata Database as a source (page 570)
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9.1  Using AWS Aurora Cloud for PostgreSQL as a source

This section describes how to set up and use an AWS Aurora Cloud for PostgreSQL database as a source in a
replication task.

In this section:

* Prerequisites (page 132)

e Required permissions (page 132)

e Using an account without the "superuser" role (page 133)

e Setting up AWS Aurora Cloud for PostgreSQL for CDC (Change data capture) (page 134)
 Limitations and considerations (page 135)

e Supported source data types (page 136)

e Homogeneous Replication (page 140)

 Setting general connection properties (page 141)

 Setting advanced connection properties (page 143)

e Removing Replicate artifacts from the AWS Aurora Cloud for PostgreSQL database (page 144)
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Prerequisites

The following section describes the prerequisites for working with Qlik Replicate and an AWS Aurora Cloud for
PostgreSQL database source.

Download PostgreSQL 13 ODBC driver, and client programs and libraries.

e Example PostgreSQL ODBC file name: postgresql13-odbc-13.02.0000-1PGDG.rhel8.x86_64.rpm

¢ PostgreSQL client programs and libraries file name: postgresql13-13.8-1PGDG.rhel<version>.x86_

64.rpm

Then, open a shell prompt and do the following:

1.

o v AW

10.

Stop the Replicate service:
./areplicate stop

Optionally, confirm that the service has stopped:
./areplicate status

Install PostgreSQL 13 client programs and libraries.
Install the ODBC driver for PostgreSQL 13.
Change the working directory to <Replicate-install-Dir>/bin.

Copy the driver location to the site_arep_login.sh file:

echo "export LD_LIBRARY_PATH=\$LD_LIBRARY_PATH:/usr/1ib:/usr/1ib64:/usr/pgsql-13/1ib" >>
site_arep_login.sh

This will add the driver to "LD_LIBRARY_PATH" and update the driver location in the site_arep_

login.sh file.

Optionally, confirm that the driver location was copied:
cat site arep login.sh

Makes sure that the /etc/odbcinst.ini file contains an entry for PostgreSQL, as in the following

example:

[PostgresqQL Unicode(x64)]

Description = PostgresQL ODBC driver
Driver = /usr/pgsql-13/Tib/psqlodbc.so
Setup = /usr/pgsql-13/Tib/psqlodbcw. so
UsageCount = 1

Start the Replicate service:
./areplicate start

Optionally, confirm that the service has started:
./areplicate status

When the Apply Changes task option is enabled, the user specified in the PostgreSQL source
database’s General tab must be granted super-user permissions.

Required permissions

The user specified in the General tab when Setting general connection properties (page 141) must be granted
the following permissions in the AWS Aurora Cloud for PostgreSQL database:

¢ For Full Load replication: Standard SELECT on the source database

¢ For Apply Changes replication: See Setting up AWS Aurora Cloud for PostgreSQL for CDC (Change data

capture) (page 134).
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¢ When the Apply Changes and/or Store Changes task replication option is enabled, the user specified
in the AWS Aurora Cloud for PostgreSQL source endpoint’s General tab must be granted superuser
permissions.

Using an account without the "superuser" role

If you are not using an account with the rds_superuser role, you need to create several objects to capture
Data Definition Language (DDL) events. Create these objects in the selected account and then create a trigger
in the master user account.

To do this:

1. Choose a schema where you want the objects to be created. The default schema is public. Ensure that
the schema exists and is accessible by the non-privileged account.

2. Create the table attrep_ddl_audit by running the following command:
create table <objects schema>.attrep ddl audit

(

c_key bigserial primary key,

c _time timestamp, -- Informational

C_user varchar (64), -- Informational: current user

c_txn varchar (16), -— Informational: current transaction

c_tag varchar (24), -— Either 'CREATE TABLE' or 'ALTER TABLE' or
'DROP TABLE'

c_oid integer, -- For future use - TG OBJECTID

C_name varchar (64), -- For future use - TG _OBJECTNAME

c_schema varchar (64), -— For future use - TG SCHEMANAME. For now,

holds the current schema

c _ddlgry text -—- The DDL query associated with the current
DDL event

) ;

3. Create the function attrep_intercept_ddl by running the following command:
CREATE OR REPLACE FUNCTION <objects schema>.attrep intercept ddl ()

RETURNS event trigger
LANGUAGE plpgsqgl
AS $$
declare gry text;
BEGIN
if (tg_tag='CREATE TABLE' or tg tag='ALTER TABLE' or tg tag='DROP
TABLE') then
SELECT current query() into qry;
insert into <objects schema>.attrep ddl audit
values
(

default, current timestamp, current user,cast (TXID CURRENT ()as
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varchar (16)),tg tag,0,'',current schema, gry
)
delete from <objects schema>.attrep ddl audit;
end 1f;
END;
$Ss

4. If you are logged in with a non-privileged account, log out of the non-privileged account and log in
with an account that has the rds_superuser role assigned to it.

If the attrep_intercept_ddl stored procedure is not being created in the default schema, you
need to specify the schema name in the Create DDL artifacts in schema field in the
endpoint settings' Advanced tab.

For more information on the replication configuration parameters, see the PostgreSQL Help.
5. Create the event trigger attrep_intercept_ddl by running the following command:
CREATE EVENT TRIGGER attrep intercept ddl ON ddl command end
EXECUTE PROCEDURE <objects schema>.attrep intercept ddl();
6. Grant the following permissions to the non-privileged account:
* GRANT INSERT ON attrep ddl audit to <non-privileged-user>;

* GRANT DELETE ON attrep ddl audit to <non-privileged-user>;

* GRANT USAGE ON attrep ddl audit c¢ key seq TO <non-privileged-

user>;
* GRANT rds replication to <non-privileged-user>;

7. Grant SELECT permission to the user:
GRANT SELECT ON ALL TABLES IN SCHEMA <SCHEMA NAME> TO <non-privileged-

user>;

8. Grant usage on the schema to the user:

GRANT USAGE ON SCHEMA <SCHEMA NAME> TO <non-privileged-user>;

Setting up AWS Aurora Cloud for PostgreSQL for CDC (Change data
capture)

You can use the AWS master user account for the PostgreSQL database instance as the user for the AWS
Aurora Cloud for PostgreSQL source endpoint. The master user account has the required roles that allow it to
set up change data capture (CDC).

If you prefer not to use the master user account, the account you wish to use must have the rds_superuser
role and the rds_replication role. The rds_replication role grants permissions to manage logical slots and to
stream data using logical slots.

To enable logical replication for an AWS Aurora Cloud PostgreSQL database instance:
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1. Create a new DB cluster parameter group with the following configuration:
Set the rds.logical_replication parameter in the database parameter group to 1.
b. max_wal_senders - The number of tasks that can run in parallel.

c. max_replication_slots - Every connection (i.e. task) creates a new slot; this parameter
configures the amount of simultaneous connections that can be established to the database.

2. Link the AWS Aurora Cloud cluster DB to the DB cluster parameter group.

If the attrep_intercept_ddl stored procedure is not being created in the default schema, you
need to specify the schema name in the Create DDL artifacts under schema field.

Limitations and considerations

The following limitations apply when AWS Aurora Cloud for PostgreSQL as a source:

¢ The database name cannot include a semi-colon (;).

¢ Both the source table and the corresponding target table must have an identical Primary Key. In the
event that one of the tables does not have a Primary Key, the result of DELETE and UPDATE record
operations will be unpredictable.

¢ The “Start Process Changes from Timestamp” run option is not supported.
¢ Replication of the Before Image is not supported.

¢ Replication of multiple tables with the same name but a different case (e.g. tablel, TABLE1L and
Tablel) may cause unpredictable behavior and is therefore not supported.

* Change processing of [CREATE | ALTER | DROP] table DDLs are supported unless they are held in an
inner function/procedure body block or in other nested constructs.

For example, the following change will not be captured:

CREATE OR REPLACE FUNCTION attu.create_distributorsl() RETURNS void

LANGUAGE plpgsql

AS $$

BEGIN

create table attu.distributorsl(did serial PRIMARY KEY,name varchar(40) NOT NULL);
END;

$3;

¢ Change processing of TRUNCATE operations is not supported.
¢ Deferred Constraints are not supported.
¢ Partitioned tables

e CDC is not supported.

¢ When using the Parallel Load (page 1056) feature, table segmentation according to partitions or sub-
partitions is not supported.

e UPDATES to a Unique Index segment will not be applied to the target, and a record of the attempted
UPDATE(s) will be written to the attrep_apply_exceptions Control table.

¢ When using filters that do not contain a Primary Key, DELETE operations will not be captured.
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* A DDL operation that occurs during Full Load, but that was not preceded by a DML operation will not

be captured.

¢ PostGIS datatypes are not supported.

¢ Unique Indexes with CASE expressions are not supported.

Supported source data types

The following table shows the AWS Aurora Cloud for PostgreSQL target data types that are supported when

using Qlik Replicate and the default mapping to the Qlik Replicate data types.

For information about data type mapping in homogeneous replication, see Homogeneous Replication (page

140).

For additional information about Qlik Replicate data types, see Replicate data types (page 79).

PostgreSQL and Qlik Replicate data types

AWS Aurora Cloud for PostgreSQL data types
INTEGER

SMALLINT

BIGINT

NUMERIC

NUMERIC(p,s)

DECIMAL

DECIMAL(p,s)

REAL
DOUBLE
SMALLSERIAL
SERIAL

BIGSERIAL

Qlik Replicatedata types
INT4

INT2

INT8

NUMERIC(28,6)

If precision is =< 38, then:
NUMERIC(p,s)

If precision is => 39, then:
STRING

NUMERIC(28,6)

If precision is =< 38, then:
NUMERIC(p,s)

If precision is => 39, then:
STRING

REAL4

REALS8

INT2

INT4

INT8
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AWS Aurora Cloud for PostgreSQL data types Qlik Replicatedata types
MONEY NUMERIC(38,4)
The MONEY data
type is mapped to
FLOAT in Microsoft
SQL Server.
CHAR WSTRING (1)
CHAR(n) WSTRING (n)
VARCHAR(n) WSTRING (n)
VARCHAR without a length (n) is not recognized as a valid data
type by target endpoints. Consequently, if a source column data
type is set to VARCHAR without an explicit length, Replicate will
set a default length of 8000 bytes.
You can change the default by setting the following internal
parameter to the required length:
unboundedVarcharMaxSize
See also Internal Parameters.
TEXT NCLOB
BYTEA BLOB
TIMESTAMP DATETIME
TIMESTAMP (z) DATETIME
0 Replicate only supports ISO formatted textual DATE formats
(the default). If other formats are used, an error will be
generated. You can change the date format in the AWS Aurora
Cloud for PostgreSQL.conf file or using the PGDATESTYLE
environment variable. You can also change the date format at
database level.
DATE DATE
TIME TIME
TIME (2) TIME
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AWS Aurora Cloud for PostgreSQL data types

INTERVAL

BOOLEAN

ENUM
CIDR

INET
MACADDR

BIT (n)

BIT VARYING (n)
uuID
TSVECTOR
TSQUERY

XML

POINT

LINE

LSEG

BOX

PATH
POLYGON

CIRCLE

Qlik Replicatedata types

STRING (128) - 1 YEAR, 2
MONTHS, 3 DAYS, 4 HOURS, 5
MINUTES, 6 SECONDS

The default:
STRING (5)

When the Map BOOLEAN to
Replicate BOOLEAN data
type (instead of STRING (5))
option in the Advanced tab is
selected:

BOOLEAN
STRING (64)

STRING (50)

STRING (50)

STRING (18)

STRING (n)

STRING (n)

STRING

CLOB

CLOB

CLOB

STRING (255) "(x,y)"
STRING (255) "(x,y,z)"

STRING (255) "((x1,y1),
(x2,y2))"

STRING (255) "((x1,y1),
(x2,y2))"

CLOB "((x1,y1),(xn,yn))"
CLOB "((x1,y1),(xn,yn))"

STRING (255) "(x,y),r"
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AWS Aurora Cloud for PostgreSQL data types

JSON NCLOB
Reading and writing JSON data is performed using wide string
(where each character occupies 2 bytes). Therefore, when
replicating JSON columns to a PostgreSQL target, set the
limited lob size to twice the maximum JSON length. So, for
example, if the JSON data is 4 KB, set the limited lob size value
to 8 KB.
JSONB NCLOB
Reading and writing JSONB data is performed using wide string
(where each character occupies 2 bytes). Therefore, when
replicating JSONB columns to a PostgreSQL target, set the
limited lob size to twice the maximum JSONB length. So, for
example, if the JSONB data is 4 KB, set the limited lob size
value to 8 KB.
ARRAY NCLOB
COMPOSITE NCLOB
INT4RANGE STRING (255)
INTSRANGE STRING (255)
NUMRANGE STRING (255)
TSRANGE STRING (255)
INTAMULTIRANGE STRING (255)
INTSMULTIRANGE STRING (255)
NUMMULTIRANGE STRING (255)
TSMULTIRANGE STRING (255)
CHARACTER VARYING If length is specified:
WSTRING (LENGTH)
If no length is specified:
WSTRING (8000)
TINTERVAL WSTRING(255)

The PostGIS data type is not supported.

Qlik Replicatedata types
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Homogeneous Replication

The following section describes how Replicate handles replication from AWS Aurora Cloud for PostgreSQL to
the following targets: PostgreSQL, Microsoft Azure Database for PostgreSQL, Google Cloud SQL for
PostgreSQL, and Google Cloud AlloyDB for PostgreSQL.

In homogeneous replication, source column and table collations will be replicated to the target as described
in Column and table collation (page 141).

In homogeneous replication, the source data first passes through the Qlik Replicate data type and is
therefore subject to any limitations of that type.

For information on Replicate data types and their limitations (where relevant), see Replicate data
types (page 79).
For information on which Replicate data types the source data passes through when replicating

from AWS Aurora Cloud for PostgreSQL, see the AWS Aurora Cloud for PostgreSQL to Qlik Replicate
data types mapping table described earlier.

Limitations and considerations

Homogeneous replication is not supported with the following Replicate configurations or operations:

* Apply Changes only tasks
e Stopping and resuming a task
¢ Starting a task from a timestamp

¢ When the If target table already exists in the task settings' Full Load Settings tab is set to Do
nothing

Data type considerations and exceptions

When replicating from AWS Aurora Cloud for PostgreSQL database to a PostgreSQL-based target (for example,
Microsoft Azure Database for PostgreSQL), source and target data types are identical, with the following
exceptions:

Data type differences in homogeneous replication

AWS Aurora Cloud

for PostgreSQL PostgreSQL-based target
source

ENUM STRING

COMPOSITE STRING

NUMERIC NUMERIC (28,6)
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AWS Aurora Cloud
for PostgreSQL PostgreSQL-based target
source

NUMERIC (p,s) NUMERIC
A numeric array A numeric array without precision and scale.

with precision and
scale.

TINTERVAL
As PostgreSQL have discontinued support for the TINTERVAL data type,

tables with this data type will not be created on the target if the target
database version does not support it.

INTAMULTIRANGE STRING (255)
INTSMULTIRANGE STRING (255)
NUMMULTIRANGE STRING (255)

TSMULTIRANGE STRING (255)

Column and table collation

When replicating from AWS Aurora Cloud for PostgreSQL database to a PostgreSQL-based target, column and
table collations will be replicated to the target.

To support collation replication, the DBA must ensure that the collations defined for the source AWS
Aurora Cloud for PostgreSQL database are the same as those defined for the PostgreSQL-based
target database.

Non-nullable columns and primary/unique index names

Non-nullable columns and Primary/Unique Index names are preserved during homogeneous replication.

Replication of Partitioned Tables

In order to replicate partitioned tables from a AWS Aurora Cloud for PostgreSQL source to a PostgreSQL-based
target, you need to do the following:

1. Manually create the parent and child tables in the target database.
2. Define a separate task to replicate to those tables.

3. Set the Truncate before loading option in the Full Load Settings (page 1130).

Setting general connection properties

This section describes how to configure general connection properties. For an explanation of how to configure
advanced connection properties, see Setting advanced connection properties.

To add an AWS Aurora Cloud for PostgreSQL endpoint source database to Qlik Replicate:
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1. Inthe Qlik Replicate console, click Manage Endpoint Connections to open the Manage Endpoint
Connections dialog box. For more information on adding an endpoint to Qlik Replicate, see Defining
and managing endpoints (page 113).

2. In the Name field, type a name for your AWS Aurora Cloud for PostgreSQL database. This can be any
name that will help to identify the database being used.

3. In the Description field, type a description that helps to identify the AWS Aurora Cloud for PostgreSQL
database. This is optional.

4. Select Source as the database role.

5. Select AWS Aurora Cloud for PostgreSQL as the database Type.

When this endpoint is used as a duplicated source in a Log Stream Staging setup, select the
Read changes from log stream check box and then select the relevant Log Stream Staging

task from the drop-down list.
For information on setting up and managing Log Stream Staging tasks, see Using the Log
Stream (page 1030).

6. In the Server name field, specify the host name of the database instance, for example:
myinstance.123456789012.us-east-1.rds.amazonaws.com

7. Optionally, change the default Port (5432).

8. Enter the AWS Aurora Cloud for PostgreSQL database authentication information (Username,
Password) of an authorized AWS Aurora Cloud for PostgreSQL user. If you do not know this
information, see your AWS Aurora Cloud for PostgreSQL database system manager.

Consider the following:

 This information is case sensitive.

e To determine if you are connected to the database you want to use or if the
connection information you entered is correct, click Test Connection.
If the connection is successful a message in green is displayed. If the connection fails,
an error message is displayed at the bottom of the dialog box.
To view the log entry if the connection fails, click View Log. The server log is
displayed with the information for the connection failure. Note that this button is not
available unless the test connection fails.

Make sure that the AWS Aurora Cloud for PostgreSQL database user entered in the AWS
Aurora Cloud for PostgreSQL database Authentication section has the correct access
privileges.

9. Type the Database name or select one from the list of available endpoints. This is the name of the
AWS Aurora Cloud for PostgreSQL database from which you are replicating data.

SSL authentication options

In the Security section, you can configure Replicate to connect to the Amazon RDS for PostgreSQL database

using SSL.
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¢ SSL Mode: Select one of the following:
¢ disable - Connect with a surname and password only.
¢ allow - Establish an encrypted connection if requested by the server.
» prefer - Establishes an encrypted connection if the server supports encrypted connections,
falling back to an unencrypted connection if an encrypted connection cannot be established.
¢ require - Establishes an encrypted connection if the server supports encrypted connections.
The connection attempt fails if an encrypted connection cannot be established.

 verify-ca - Similar to Required, but also verifies the server Certificate Authority (CA) certificate
against the configured CA certificates. The connection attempt fails if no valid matching CA
certificates are found.

« verify-full - Similar to Verify CA, but also performs host name identity verification by checking
the host name the client (i.e. Replicate) uses for connecting to the server against the identity in
the certificate that the server sends to the client. The client checks whether the host name that
it uses for connecting matches the Common Name value in the server certificate. The
connection fails if there is a mismatch.

¢ Client certificate path - The path to the client certificate requested by the server.
¢ Secret key path - The path to the client private key file in PEM format.
¢ CA path - The path to the Certificate Authority (CA) that issued the client certificate file in PEM format.

¢ CRL path - The path to the CRL certificate. This file contains certificates revoked by certificate
authorities. If the server certificate appears in this list, the connection will fail.

e SSL compression -Select this option to compress the data before it is encrypted.

Setting advanced connection properties

In the Advanced tab, you can set the following properties:

e Capture DDLs: When this option is selected, the following actions occur:

¢ Operational artifacts are created (by Replicate) in the database when the task starts. In order to
capture DDL events, Qlik Replicate creates various artifacts in the AWS Aurora Cloud for
PostgreSQL database when the task starts. You can later remove these artifacts as described in
Removing Replicate artifacts from the AWS Aurora Cloud for PostgreSQL database (page 144).

e Streamed DDL events are captured.

¢ Create DDL artifacts in schema: The schema in which the operational DDL database artifacts will be
created. The default value is "Public".

¢ WAL heartbeat - An Apply Changes task that is running but not capturing changes (due to source table
inactivity) will continue to occupy the LSN position in its replication slot, thereby preventing truncation
of the WAL. Since the WAL is a server-wide resource used by all AWS Aurora Cloud for PostgreSQL
processes, it may grow extremely large if no changes are captured for an extended period.
To prevent this from happening, enable the "WAL heartbeat" option. When this option is enabled, the
AWS Aurora Cloud for PostgreSQL source endpoint mimics task activity by periodically committing
pseudo transactions (i.e. "Heartbeats") to the heartbeat table, thereby advancing the task slot’s LSN
position.

* Schema for heartbeat artifacts: The schema in which the WAL heartbeat table (attrep
wal heartbeat) will be created. The default value is "public”.
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¢ Heartbeat frequency (minutes): The frequency with which to commit transactions to the
heartbeat table.

e Map BOOLEAN to Replicate BOOLEAN data type (instead of STRING (5)): Select this option if you
want BOOLEAN columns to be mapped to the Replicate BOOLEAN data type instead of STRING (5).

Internal parameters

Internal parameters are parameters that are not exposed in the Ul. You should only use them if instructed by
Qlik Support.

To add internal Qlik Replicate parameters:

1. Click the Internal Parameters link.
The Internal Parameters dialog box opens.

In the edit box, type the name of the parameter you need to add and then click it.
The parameter is added to the table below the search box with its default value.

Change the default value as required.

ook W

To reset the parameter value to its default, click the "Restore default value" icon at the end of the row.

More options

These options are not exposed in the Ul as they are only relevant to specific versions or environments.
Consequently, do not set these options unless explicitly instructed to do so by Qlik Support or product
documentation.

To set an option, simply copy the option into the Add feature name field and click Add. Then set the value or
enable the option according to the instructions you received.

Settings summary

You can view a summary of your settings by clicking the Setting Summary link. This is useful if you need to
send a summary of your settings to Qlik Support.

Removing Replicate artifacts from the AWS Aurora Cloud for PostgreSQL
database

In order to capture DDLs, Qlik Replicate creates various artifacts in the AWS Aurora Cloud for PostgreSQL
database when the task starts. When the task completes, you may wish to remove these artifacts.

To remove the artifacts, issue the following statements (in the order they appear below), where public is the
default schema in which the artifacts were created:

e drop event trigger attrep intercept ddl
The event trigger does not belong to a specific schema.

* drop function public.attrep intercept ddl ()
* drop table public.attrep ddl audit

¢ drop schema public
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e drop table schema.attrep wal heartbeat

where schema is the Schema for heartbeat artifacts specified in the Advanced tab of the endpoint
settings.

Dropping a schema should be done with extreme caution, if at all. Never drop an operational
schema, especially not public.
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9.2 Using Amazon RDS for SQL server as a source

This section describes how to set up and use an Amazon RDS for SQL Server database as the source database
in a replication task.

In this section:

* Prerequisites (page 147)

e Limitations and considerations (page 148)

e Required permissions (page 149)

e Supported compression methods (page 149)

e Amazon RDS for SQL server source data types (page 150)

e Non-supported data types (page 152)

e Homogeneous Replication (page 153)

e Preparing the Amazon RDS for SQL server database for Replication (page 154)
 Setting general connection properties (page 156)

e Setting advanced connection properties (page 158)

* Artifacts created by Replicate in the database (page 158)
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Prerequisites
Make sure that the following prerequisites have been met:

Qlik Replicate for Windows

Install Microsoft ODBC Driver 18.1 for Windows on the Qlik Replicate Server machine.

Qlik Replicate for Linux

The procedure below assumes that you have installed a single default instance of Replicate on Linux
(areplicate). If you have installed multiple instances, replace areplicate with the name of the instance running

the task with a Microsoft SQL Server source. If several instances are running such as task, the procedure needs
to be repeated for each instance.

Install Microsoft ODBC Driver 18.1 for Linux on the Replicate machine.
Then, open a Unix shell and do the following:

1. Change the working directory to <Replicate-Install-Dir>/bin.

2. Stop the Replicate service:
./areplicate stop

3. Optionally, confirm that the service has stopped:

./areplicate status

4. Copy the driver location to the site arep login. sh file as follows:
echo "export LD LIBRARY PATH=$LD LIBRARY PATH:/opt/microsoft/msodbcsqgll8/1lib64/" >>
siteiarepiloginjsh - - -
This will add the driver to "LD_LIBRARY_PATH" and update the driver location in the site_arep_
login.sh file.

5. Optionally, confirm that the driver location was copied:
cat site arep login.sh

6. Start the Replicate service:
./areplicate start

7. Optionally confirm that the service has started:
./areplicate status
8. Replicate requires the following ODBC library: libmsodbcsql-18.1.s0.1.1

To check which library version is currently installed Issue the following command:
ls /opt/microsoft/msodbcsqgl/1ib64/

If the existing library has a different version number (e.g. 1ibmsodbcsgl-18.0.s0.1.1), you need
to create a symbolic link between the existing library and the required library.

To do this, issue the following commands:
cd /opt/microsoft/msodbcsgll8/1ib64/
In -s existing library name libmsodbcsgl-18.1.s0.1.1

where existing library name is the name of the currently installed library (e.g.
libmsodbcsgl-18.0.s0.1.1).

Additional prerequisites

* An Amazon RDS for SQL Server account with the specific access privileges is required. See Source
Permissions for more information.
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Amazon RDS for SQL Server as a source must be configured for a full backup to work with Qlik
Replicate. For more information, see Preparing Amazon RDS for SQL server for backup and recovery
(page 155).

Limitations and considerations

When using an Amazon RDS for SQL Server source endpoint in a Replicate task, the following imitations apply:

Amazon RDS for SQL Server moves the online logs to the backup location when the maximum
allocated storage size is reached. This may sometimes occur before Replicate has read the logs,
resulting in missing changes on the target.

Therefore, in a system with a high volume of changes (or if you notice that some changes are not being
captured), best practice is to increase the allocated storage size as described in How can | troubleshoot

storage consumption in my Amazon RDS DB instance that is running SQL Server?

A Secondary SQL Server database is not supported as a source database.

The Amazon RDS for SQL Server Replication Publisher definitions for the database that was used in the
task are not removed when you remove a task. an Amazon RDS for SQL Server system administrator
must delete these definitions from Amazon RDS for SQL Server.

Sparse tables are not supported.
Replicating data from indexed views is not supported.

Renaming tables using sp_rename is not supported (e.g. sp_rename 'Sales.SalesRegion',
'SalesReq;)

Renaming columns using sp_rename is not supported (e.g. sp_rename
'Sales.Sales.Region', 'RegID', 'COLUMN';)

TRUNCATE events will not be captured.

Replication of computed columns is supported in Full Load replication tasks only. During CDC, INSERTs
to computed columns will appear as NULL on the target and UPDATEs will be ignored.

Partition switching is not supported.

When using the WRITETEXT and UPDATETEXT utilities, Qlik Replicate does not capture events applied
on the source database.

The following DML pattern is not supported:
select <*> into <new_table> from <existing table>

Column-level encryption is not supported.
Amazon RDS for SQL Server backup to multiple disks is not supported.

When inserting a value into SQL Server spatial data types (GEOGRAPHY and GEOMETRY), one can either
ignore the SRID (Spatial Reference System Identifier) property - in which case the default SRID will be
used (0 for GEOMETRY and 4326 for GEOGRAPHY) - or specify a different number. When replicating
tables with spatial data types, Qlik Replicate replaces the SRID that was inserted by user with the
default SRID.

Replicating GEOGRAPHY and GEOMETRY data types is only supported in limited LOB mode.
Columnstore indexes are not supported.

Memory-optimized tables (using In-Memory OLTP) are not supported.

Temporal databases are not supported

Delayed durability is not supported
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Table change tracking is not supported

Masked data will be created in the target without masking.

¢ Replication from databases configured to use ADR (Accelerated Database Recovery) is not supported.
e Capturing DDL and DML statements within a single transaction is not supported.

¢ Replicating a table or schema with an apostrophe (') in its name is not supported.

e UPDATESs to a Primary Key/Unique Index that affect multiple rows may cause conflicts when applying
the changes to the target. This may occur, for example, if the UPDATEs are applied to the target as
INSERT/DELETE operations rather than a single UPDATE operation. In such a scenario (where UPDATEs
to a Primary Key/Unique Index affect multiple rows), working in Batch optimized apply Change
Processing mode is not supported as it may result in the table being ignored. Working in Transactional
Apply Change Processing mode however, may result in constraint violations. If this happens, you either
need to reload the relevant table or locate the problematic records in the Apply exceptions (page
1257)Control Table and edit them manually in the target database. See also: Change Processing Tuning
(page 1140).

¢ Changes applied to the database using DACPAC will not be captured.

¢ System tables and views are not supported.

Non-supported Amazon RDS for SQL server security features

Tables that use the following Amazon RDS for SQL Server security features are not supported:
¢ Always Encrypted

¢ Row-Level Security

Required permissions

To use an Amazon RDS for SQL Server source in a Qlik Replicate task, the user specified in the Amazon RDS for
SQL Server endpoint connection settings must be a member of the dbo_owner database role.

Supported compression methods

The table below lists which compression methods Qlik Replicate supports.

Supported compression methods

Compression method Supported?
Row/Page Compression (at Partition Level) Yes
Vardecimal Storage Format No
Vardecimal Storage Format No
Sparse Columns No
Vardecimal Storage Format No
Sparse Columns No
Columnar Structure Compression No
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Amazon RDS for SQL server source data types

The Amazon RDS for SQL Server source for Qlik Replicate supports most Amazon RDS for SQL Server data
types. The following table shows the Amazon RDS for SQL Server source data types that are supported when
using Qlik Replicate and the default mapping to Qlik Replicate data types. Note that Amazon RDS for SQL
Server data types are only mapped to Qlik Replicate data types when the target endpoint is not Amazon RDS
for SQL Server. For information on data type mapping and collation support when the target endpoint is
Amazon RDS for SQL Server, see Homogeneous Replication (page 153) below.

For information on how to view the data type that is mapped in the target, see the section for the target
endpoint you are using.

For additional information about Qlik Replicate data types, see Replicate data types (page 79).

Collatable data types are indicated by an asterisk (*).

SQL server and Qlik Replicate data types

Amazon RDS for SQL server data types

Qlik Replicatedata types

BIGINT INT8
BIT BOOLEAN
DECIMAL NUMERIC

INT INT4

MONEY NUMERIC (19,4)
NUMERIC (p,s) NUMERIC
SMALLINT INT2
SMALLMONEY NUMERIC (10,4)
TINYINT UINT1

REAL REAL4

FLOAT REAL8

DOUBLE REAL8
DATETIME DATETIME
DATETIME2 DATETIME
SMALLDATETIME DATETIME
DATE DATE

TIME STRING (16)
DATETIMEOFFSET STRING

*CHAR STRING
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Amazon RDS for SQL server data types Qlik Replicatedata types
*VARCHAR STRING

*VARCHAR (max) CLOB

*TEXT

To use this data type with Qlik Replicate, you must enable
the use of CLOBs for a specific task.

LOB columns for Amazon RDS for SQL Server tables are
updated in the target even for UPDATE statements that did
not change the value of the LOB column in Amazon RDS
for SQL Server.

During CDC, CLOB data types are supported only in tables
that include a primary key.

For more information, see LOB support in Task
Settings/Metadata (page 1124).

*NCHAR WSTRING
*NVARCHAR (length) WSTRING
*NVARCHAR (max) NCLOB
*NTEXT

To use this data type with Qlik Replicate, you must enable
the use of NCLOBs for a specific task.

LOB columns for Amazon RDS for SQL Server tables are
updated in the target even for UPDATE statements that did
not change the value of the LOB column in Amazon RDS
for SQL Server.

During CDC, NCLOB data types are supported only in
tables that include a primary key.

For more information, see LOB support in Task
Settings/Metadata (page 1124).

BINARY BYTES

VARBINARY BYTES
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Amazon RDS for SQL server data types Qlik Replicatedata types
VARBINARY (max) BLOB
IMAGE

LOB columns for Amazon RDS for SQL Server tables are
updated in the target even for UPDATE statements that did
not change the value of the LOB column in Amazon RDS
for SQL Server.

To use this data type with Qlik Replicate, you must enable
the use of BLOBs for a specific task.

BLOB data types are supported only in tables that include
a primary key.

For more information, see LOB support in Task
Settings/Metadata (page 1124).

TIMESTAMP BYTES
UNIQUEIDENTIFIER STRING
HIERARCHYID STRING (250)
XML CLOB

LOB columns for Amazon RDS for SQL Server tables are
updated in the target even for UPDATE statements that did
not change the value of the LOB column in Amazon RDS
for SQL Server.

To use this data type with Qlik Replicate, you must enable
the use of NCLOBs for a specific task.

During CDC, NCLOB data types are supported only in
tables that include a primary key.

For more information, see LOB support in Task
Settings/Metadata (page 1124).

GEOMETRY CLOB

GEOGRAPHY CLOB

Non-supported data types
Tables that include fields with the following data types are not supported by Qlik Replicate.
¢ CURSOR

e SQL_VARIANT
e TABLE
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User-defined data types are supported according to their base-type. For example a user-defined
data type based on DATETIME is handled as a DATETIME data type.

Homogeneous Replication

When replicating from an Amazon RDS for SQL Server source to an Amazon RDS for SQL Server target, most of
the source and target data types will be identical. The exceptions are listed in the table below.

In homogeneous replication, the source data first passes through the Qlik Replicate data type and is
therefore subject to any limitations of that type.

For information on Replicate data types and their limitations (where relevant), see Replicate data
types (page 79).

For information on which Replicate data types the source data passes through when replicating
from Amazon RDS for SQL Server, see the Amazon RDS for SQL Server to Qlik Replicate data types
mapping table described earlier.

To prevent data truncation when replicating XML data types, it is strongly recommended to enable
the Allow unlimited LOB size option in the task settings.

Additionally, in homogeneous replication, source column and table collations will be replicated to the target
as described in Column and table collation (page 154).

Data type exceptions

When replicating from Amazon RDS for SQL Server database to a supported Microsoft SQL Server-based
target, source and target data types are identical, with the following exceptions:

Data type comparisons between Amazon and Microsoft

Amazon RDS for SQL Server Source Microsoft SQL Server Target

VARCHAR VARCHAR (x)
(when x=0 or x>8000)

else VARCHAR (max)

NVARCHAR (length) NVARCHAR (x)
(when x=0 or x>8000)

else NVARCHAR (max)
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Amazon RDS for SQL Server Source Microsoft SQL Server Target

VARBINARY VARBINARY (x)
(when x=0 or x>8000)

else VARBINARY (max)
HIERARCHYID STRING(250)

TIMESTAMP VARBINARY

Column and table collation

When replicating from Amazon RDS for SQL Server to a supported Microsoft SQL Server-based target, column
and table collations will be replicated to the target.

To support collation replication, the DBA must ensure that the collations defined for the source
Amazon RDS for SQL Server database are the same as those defined for the supported Microsoft SQL
Server-based target.

Non-nullable columns and primary/unique index names

Primary/Unique Index names are preserved during homogeneous replication. Non-nullable columns are also
preserved during homogeneous replication, with the exception of the following data types:

e text

* ntextl

¢ varchar(max)
¢ nvarchar(max)
¢ varbinary(max)
* image

e xml

Preparing the Amazon RDS for SQL server database for Replication

This section describes the configuration requirements for using an Amazon RDS for SQL Server database. An
Amazon RDS for SQL Server system administrator should carry out these tasks.

* Preparing Amazon RDS for SQL server for backup and recovery (page 155)
 Defining Amazon RDS for SQL server database settings (page 156)

Setting up Amazon RDS for SQL server for CDC (Change data capture)

The following section explains how to set up Amazon RDS for SQL Server for CDC.
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When creating the Amazon RDS for SQL Server instance, full backup must be enabled, otherwise
Replicate will not be able to capture changes.

To set up Amazon RDS for SQL Server for CDC:

1. Login as the master user in the DB instance and set up the database for MS-CDC as follows:
exec msdb.dbo.rds cdc _enable db 'db name'
where db_name is the name of the source database.

2. To enable MS-CDC, run the following for each of the intended source tables:

If you are running Full Load tasks, this step should only be run after Full Load completes.

exec sys.sp cdc_enable table
@source_schema = N'schema name',

@source name = N'table name',
@role name = NULL,
@supports net changes =1

GO

where schema name and table name are the names of the source schema and the source table
respectively.

3. Set the retention period for the changes to be available on the source by changing the @pollinginterval
of the 'capture' job to the maximum possible value.

Limitations:

e CDCis supported using the transaction log only (i.e. backup is not supported).

¢ Events may be lost if they are moved to backup or truncated.

Preparing Amazon RDS for SQL server for backup and recovery

Qlik Replicate consumes changes captured from the database transaction log (TLOG). The TLOG is maintained
by Amazon RDS for SQL Server for recovery purposes. All changes made to a database are written to the TLOG.
The following happens when recovery is required:

¢ A backup copy of the database is made.

¢ Logged events are taken and used in a rolling-forward process where the recorded changes are
replayed against that copy.

To prepare for backup and recovery you must make sure that the Amazon RDS for SQL Server Recovery Model
is set up. This should be carried out by an Amazon RDS for SQL Server system administrator using the RDS
management web interface.

The TLOG data is truncated as soon as it is no longer needed therefore the TLOG is not persistent. However,
Qlik Replicate guaranteed delivery requires persistency in the changed data. To ensure persistency:

A full database backup must be carried out before beginning to migrate data.

¢ The Recovery Model must be set to Bulk logged or Full.
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After setting the Recovery Model, it is strongly recommended not to change it; doing so may result in
loss of data.

Defining Amazon RDS for SQL server database settings

Set the following for the Amazon RDS for SQL Server database(s) that you are using as a source:

¢ Set the Recovery model to Bulk logged or Full. In this mode, the transaction Log is more durable and

truncation occurs less frequently.

Ensure that there is a full database backup for each Amazon RDS for SQL Server database that you are
using as a source.

When creating a connection string, it is possible to use any parameter supported by Amazon RDS for
SQL Server. The Amazon RDS for SQL Server system administrator must ensure that the Amazon RDS
for SQL Server instance is configured correctly so that the proper authentication credentials are
accepted.

Working with Windows authentication

You can configure the Qlik Replicate Amazon RDS for SQL Server endpoint to log in to Amazon RDS for SQL
Server (on Windows) using Windows authentication.

If you choose this option, you also need to make sure that:

e The Amazon RDS for SQL Server instance is set up to allow Windows log on.

¢ The Qlik Replicate user is specified as the "Log on as" user for the "Qlik Replicate Server" service

account.
-OR-
Amazon RDS for SQL Server is configured to allow login for the Qlik Replicate Server service account.

Setting general connection properties

This section describes how to configure connection properties.

To add an Amazon RDS for SQL Server source endpoint to Qlik Replicate:

1.

In the Qlik Replicate Console, click Manage Endpoint Connections to open the Manage Endpoints
Connections dialog box. Then click the New Endpoint Connection button. For more information on
adding an endpoint to Qlik Replicate, see Defining and managing endpoints (page 113).

In the Name field, type a name for your database. This can be any name that will help to identify the
database being used.

In the Description field, type a description that helps to identify the Amazon RDS for SQL Server
database. This is optional.

Select Source as the database role.

Select Amazon RDS for SQL Server as the database Type.
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When this endpoint is used as a duplicated source in a Log Stream Staging setup, select the
Read changes from log stream check box and then select the relevant Log Stream Staging
task from the drop-down list.

For information on setting up and managing Log Stream Staging tasks, see Using the Log

Stream (page 1030).

6. Specify the Server name. This is the host name or IP address of the computer with the Amazon RDS
for SQL Server instance containing the source database.

To override the default port, add the port to the server name, separated by a comma. For
example, if the server name is myserver.company.local and the port is 3333, then
the server name should be entered like this:

myserver.company.local,3333

7. Select Windows authentication (only relevant when Replicate is installed on Windows) or SQL Server
authentication.
If you select Windows authentication, the user credentials for the Windows domain will be used. This
privilege must be configured in the Amazon RDS for SQL Server database by the system administrator.
Note that this option is not relevant when Replicate Server is running on Linux.

When using Windows authentication, make sure that the user account that is associated
with the Qlik Replicate Server service has Network read and write permissions. This must be
configured by a Windows system administrator.

See also Working with Windows authentication (page 156).

If you select SQL Server authentication, type the Amazon RDS for SQL Server authentication
information (User name, Password) for the authorized user for this Amazon RDS for SQL Server
database. If you do not know this information, see your Amazon RDS for SQL Server System
Administrator.

To ensure that the password provided to Replicate is never used by any other principal, Replicate can
be configured to automatically replace the user-entered password with a strong random password. For
more information, see Configuring Replicate to Automatically Replace the User-Entered Password.

e This information is case sensitive.

e To determine if you are connected to the database you want to use or if the
connection information you entered is correct, click Test Connection.
If the connection is successful a message in green is displayed. If the connection fails,
an error message is displayed at the bottom of the dialog box.
To view the log entry if the connection fails, click View Log. The server log is
displayed with the information for the connection failure. Note that this button is not
available unless the test connection fails.
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