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1 Managing a Qlik Sense Enterprise on Windows site

1 Managing a Qlik Sense Enterprise on Windows
site

The QMC is a web-based application for configuring and administrating your Qlik Sense
Enterprise on Windows site. In the QMC, you can, among other things, do the following:

* Manage licenses

* Manage access types

¢ Configure nodes

e Manage data connections

¢ Manage content security (by security rules)
e Manage tasks and triggers

e Synchronize users

In @ multi-node installation, you manage the whole Qlik Sense Enterprise on Windows site from the
QMC on the central node. You can access the QMC from rim nodes, but requests from the QMC
towards the repository are routed to the repository on the central node.

The QMC provides you with a set of very powerful tools to create different access patterns for different QMC
administrators and for the different user groups that access the hub:

e Security rules
e Admin roles

e Custom properties

For some useful tips regarding how to work with the QMC, see QMC performance - best practices
(page 452).

1.1  Important concepts in the QMC

Apps

You can create and publish apps to streams from the Qlik Sense hub, if you have the appropriate access
rights. Apps can also be published from the QMC. To publish an app that is created in a Qlik Sense Desktop
installation, you must first import it from the QMC. The security rules applied to the app, stream, or user,
determine who can access the content and what the user is allowed to do. The app is locked when published.
Content can be added to a published app through the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited. Apps can only be deleted from the apps overview page
of the QMC.
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1 Managing a Qlik Sense Enterprise on Windows site

Associated items

The resources in the QMC have an associative structure. This makes it easy for you to navigate between the
different resources in the QMC. Because of the associative structure of the QMC, you can select a resource in
more than one way. For example, you can select an app either from the apps overview or from the Associated
items for the stream that the app belongs to. Similarly, you can select a task either from the tasks overview or
from the Associated items for the app that the task belongs to.

Audit

On the QMC audit page, you can query for resources and users, and audit the security rules, load balancing
rules, or license rules that have been defined in the Qlik Sense system.

Custom properties and QMC tags

In the QMC, you can create customized properties that you can connect to resources. The main purpose of
custom properties is to use them in the security rules. You can also create and connect QMC tags that can be
used for filtering on the overview page of a resource. Tags cannot be used in the security rules.

Application example for custom properties:

¢ Grouping streams by department
Create a custom property called Departments with values appropriate to your organization. Apply the
custom property to your streams and you can then apply security rules to streams according to their
Departments property instead of managing security rules for individual streams.

Group memberships are uploaded to the central repository when you create and synchronize a user
directory connector. This means that you can apply security rules to group memberships instead of
defining and applying custom properties to users.

Data connections

You can manage security rules for all data connections from the QMC. Users can create data connections from
Qlik Sense but the sharing of data connections (security rules) is managed from the QMC.

Multiple selections

You can select several resources from the overview. By doing this, you can edit or delete multiple resources at
the same time. This makes your QMC administration work more efficient.

Publish to stream

You can create and publish apps to streams from the Qlik Sense hub, if you have the appropriate access
rights. Apps can also be published from the QMC. To publish an app that is created in a Qlik Sense Desktop
installation, you must first import it from the QMC. The security rules applied to the app, stream, or user,
determine who can access the content and what the user is allowed to do. The app is locked when published.
Content can be added to a published app through the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited.
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1 Managing a Qlik Sense Enterprise on Windows site

By default, Qlik Sense includes two streams: Everyone and Monitoring apps.

All authenticated users have read and publish rights to the Everyone stream and all anonymous
users read-only rights.

Three of the predefined admin roles (RootAdmin, ContentAdmin, and SecurityAdmin), have read and
publish rights to the Monitoring apps stream.

Security rules

Content security is a critical aspect of setting up and managing your Qlik Sense Enterprise on Windows
system. The QMC enables you to centrally create and manage security rules for all your Qlik Sense resources.
Security rules define what a user is allowed to do with a resource, for example read, update, create, or delete.

By design, security rules are written to include, not exclude, users. Users who are not included in security rules
are denied access. Therefore, security rules must be created to enable users to interact with Qlik Sense
content, data connections, and other resources.

The QMC includes pre-defined administrator roles, including the RootAdmin user who has full access
rights to the Qlik Sense Enterprise on Windows system, which allows the RootAdmin user to set up
security rules.

Access types

There are two license models: the serial and control number and the signed license key. These models define
the terms of your license and the access types that you can allocate to users. With a signed license key, you
need internet access (direct or through a proxy) to access the cloud-based license backend, for user
assignments, analytic time consumption, and product activations.

There are two major license types: one based on access types, and one based on tokens.

e Access types licenses are the Professional and Analyzer Users licenses (user-based) and Analyzer
Capacity licenses (capacity-based). With a Professional and Analyzer Users license you can allocate
professional access and analyzer access. With an Analyzer Capacity license you can allocate analyzer
capacity access, where consumption is time based (analyzer time).

¢ With a Qlik Sense Token license you use tokens to allocate access passes to users. You can allocate
user access and login access.

An access type allows users to access the hub and apps within a Qlik Sense Enterprise on Windows site.

If you want to set up Qlik Sense Enterprise SaaS, please contact your Qlik representative or Qlik
Support to obtain a valid license for the setup.
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1 Managing a Qlik Sense Enterprise on Windows site

Each access type provides the Qlik Sense user with a certain type of access to Qlik Sense apps. A user with no
access type cannot see any streams.

Application access only grants access to app objects in mashups, and not to the Qlik Sense hub or
streams.

Users

All user data is stored in the Qlik Sense Repository Service (QRS) database. You create user directory
connectors in the QMC to be able to synchronize and retrieve the user data from a configured directory
service. When a user logs in to Qlik Sense or the QMC, the user data is automatically retrieved. You can change
the authentication method that handles the authentication of the Qlik Sense users.

Resource owners

The creator of a resource (for example, an app or a stream) is by default the owner of the resource. You can
change the ownership for resources in the QMC.

1.2 Resource workflow

The following illustration gives an overview of the workflow of the resources.

p
Qlik Sense hub

e h N

Streams i [ ] h
. = =
(" App Sheets Stories

publish__/

Qmc =

License and tokens

' —————— 'S ™
( R ( W ( 2 Login access User access
e & & User directory

S\
App L Tasks L connectors - I ]
. S A L

=] Tokens =
_E| 1 [ Security )
Sheets Triggers Users rules —_—
— I
~ -
- [

| = License
Stories
.

'y

Resource overview and workflow for a token-based license
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The apps, sheets, and stories are created from the Qlik Sense hub. Apps are published to streams from the
Qlik Sense hub or from the QMC.

Tasks are available for apps and user directory connectors. The reload task is used to fully reload the data in
an app from the source. The user sync task is applied to a user directory connector to synchronize the users
from a user directory. Triggers can execute tasks.

A stream security rule is applied to the stream and affects the access rights for the users.

Token-based license: The site license provides for a number of tokens that are allocated to access types. Users
are given access to streams and apps on the hub by login access or user access. A security rule is applied to
the login access to specify which users the login access is available for.

User-based license: The site license provides for a number of professional and analyzer access allocations.
Users are given access to streams and apps on the hub by their access.

The hub is not a part of the QMC. The hub is where Qlik Sense apps and sheets are opened and
managed.

1.3  Starting the QMC

A new session is started when you log in to the Qlik Management Console (QMC). You can start from one of the
following situations:

* If the Internet browser tab with your previous session is still open you should see a Login dialog in the
middle of the page. Click the Login button to start a new session.

¢ Otherwise, start the QMC from the Qlik Sense program group in the Start menu or enter the address of
the QMC in the address field of your Internet browser.

e By default, the QMC address is https://<QPS server name>/qmc.

¢ Unencrypted communication is allowed if the proxy property Allow HTTP is selected. This
means that both https (secure communication) and http (unencrypted communication) are
allowed. Then the QMC address is https://<QPS server name>:Service listen port HTTP/gmc
(where https can be replaced by http).

You may be prompted to enter your user name and password.
For non-Windows users, a login window will open in your browser. The User name should be entered
in the format DOMAIN\user.

The QMC opens at the Start page.

Starting the QMC for the first time after installation

The first time you access the QMC after a Qlik Sense installation you must activate the license.
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1 Managing a Qlik Sense Enterprise on Windows site

Do the following:

1. Enter the address of the QMC in the address field of your Internet browser.
The QMC opens at the Site license page.

You may be prompted to enter your user name and password.

2. Activate your license.
This makes you the root administrator for the Qlik Sense site that is assigned to the RootAdmin role.
There are two license models: the serial and control number and the signed license key. These models
define the terms of your license and the access types that you can allocate to users. With a signed
license key, you need internet access (direct or through a proxy) to access the cloud-based license
backend, for user assignments, analytic time consumption, and product activations.
There are two major license types: one based on access types, and one based on tokens.

e Access types licenses are the Professional and Analyzer Users licenses (user-based) and
Analyzer Capacity licenses (capacity-based). With a Professional and Analyzer Users license you
can allocate professional access and analyzer access. With an Analyzer Capacity license you can
allocate analyzer capacity access, where consumption is time based (analyzer time).

¢ With a Qlik Sense Token license you use tokens to allocate access passes to users. You can
allocate user access and login access.

An access type allows users to access the hub and apps within a Qlik Sense Enterprise on Windows
site.

If you want to set up Qlik Sense Enterprise Saas, please contact your Qlik representative or
Qlik Support to obtain a valid license for the setup.

With a signed license key, license information can be viewed in the QMC after the license key is
entered and saved using Apply.

You have now started the your first QMC session. The next step is to allocate user access or professional
access to yourself.

Managing user access (page 325)

Managing professional access (page 316)

Logging out from the QMC

You can either logout from the QMC manually or be automatically logged out. Automatic logout occurs when
you have been inactive in your QMC session for longer than a predefined time limit. This time limit is set per
virtual proxy in the Virtual proxy edit page.

Do the following:
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1. Click usernameY in the top right of the page.
Logout is displayed in the drop-down list.

2. Click Logout.
The QMC welcome page is shown including a Login button.

Clicking Login on the welcome page will open the QMC start page. You may be prompted to enter
your user name and password.

1.4  Navigating in the QMC

Because of the associative structure of the QMC, you can select a resource in more than one way. For example,
you can select an app either from the apps overview or from the Associated items for the stream that the app
belongs to. Similarly, you can select a task either from the tasks overview or from the Associated items for
the app that the task belongs to.

You can use the back and forward buttons of your Internet browser to move between the pages in the QMC. It
is also possible to type the URL in the address field. For example, type https://<QPS server name>/qmc/Users to
open the users overview page. Also, you can bookmark QMC pages in your Internet browser.

If you manage a certain resource often, it is a good idea to bookmark the page, for example,
bookmark the apps overview page.

You can save views that you often use as custom filters in the QMC. This lets you quickly access the data you
need.

Keyboard shortcuts in the QMC

Qlik Sense supports keyboard accessibility. You can use keyboard controls to navigate the Qlik Management
Console (QMC) and the Multi-Cloud Setup Console (MSC).

Keyboard shortcuts are expressed assuming that you are working in Windows. For macOS use Cmd
instead of Ctrl.

Qlik Management Console

Main actions
Shortcuts and their actions
Shortcut Action
Esc Close a filter dialog
Up arrow Scroll up in tables
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Shortcuts and their actions

Shortcut Action

Down arrow Scroll down in tables

Tab Move to the next field on an edit page

Shift+Tab Move to the previous field on an edit page

Esc Close a dialog box

Ctrl+C Copy selected text to clipboard

Ctrl+H Open the Qlik Sense help

Ctrl+v Paste last copied text from clipboard

Ctrl+X Cut selected text and copy to clipboard

Ctrl+z Undo action (copy, paste, cut)

Ctrl+Y Redo action (copy, paste, cut)

Backspace On PC: Go back in navigation. On Mac: Delete selected item.
In tables

The option Select all rows is applied to the rows that are currently displayed. Any rows that have
been filtered out before selecting all rows are disregarded, even if they were selected. The option
Deselect all rows is applied to all rows, including those that were filtered out.

Shortcuts and their actions

Shortcut Action

Ctrl+A Select all rows in the table
Esc Deselect all selected rows
S Open the Search popover
C Open the Column selector
R Refresh the table

On overview pages
Shortcuts and their actions

Shortcut Action
Enter Edit the selected rows

Delete Delete the selected rows
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On edit pages
Shortcuts and their actions

Shortcut Action
Esc Undo all changes, equivalent to clicking Cancel

Ctrl+S Save and apply all the changes, equivalent to clicking Apply

In confirmation dialogs

Shortcuts and their
actions

Shortcut Action
Esc Cancel

Enter OK

Multi-Cloud Setup Console

Console
Shortcuts and their actions
Shortcut Action
Left and right arrows Navigate between menu tiles
Enter/Space bar Select object
Deployments
Shortcuts and their actions
Shortcut Action
Tab Move to the
next field
Up and down arrows Navigate
between list
items
Enter/Space bar Select
object

Ul icons and symbols

A symbol can be used in more than one context. Here is a list of the icons and symbols used throughout the
Qlik Management Console (QMC) user interface.
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Ul icons
Icon Meaning
9 Create new
! Apps
[Te Content libraries

Data connections
Analytic connections

App objects

Streams

Tasks

Users

App distribution status/Cloud distribution

Audit

i O O te G § | m m

v

'
\

Security rules

Custom properties
License management
Extensions

Tags

On-demand apps service
User directory connectors
Monitoring apps

Service cluster

mwsyp + €% [FO

Nodes
:t:::=l£1l Engines
[}] Printing
7.\" Proxies
,.\" Virtual proxies

Schedulers

&l
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e Repositories

O] Distribution policies
Q Load balancing rules
P Certificates

(,/0 Task chain

Task chain

Task status: Never started, Skipped, Reset

Task status: Triggered, Started, Abort initiated, Aborting, Retrying
Task status: Queued

Task status: Aborted

Task status: Success

Task status: Failed, Error

Read access (by security rule)

Update and/or Write and/or Edit access (by security rule)

Delete access (by security rule), Logout, Cancel, Close, Exit

Other access (by security rule), for example Create, ChangeOwner and/or Export
Filter

Help

Information

Information

Locked

Unlocked

Search

Undo

Settings

Arrow up

> BT ODPOOOUDON QXK B

Arrow down
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| Arrow left
4 Arrow right
[] Custom filters

The QMC start page

The start page in the Qlik Management Console (QMC) contains all the resources that you can manage in the
Qlik Sense site. The resources you can manage depend on your access rights.

# Start
MANAGE CONTENT
[E] Tasks i ] 3 Apps i}
Select a filtered list based on & custom filter. Select a filkered list based on a custom filter,
0 =My tasks A =Myapps
[ =Everyone

1 =Monitoring apps

bal) App objects (5 ] 2 Users [ ]
Selecta filtered list based on 2 custom filter. You can see all the available users from the overview. You
import new users by using the User directory connectors.
0 =Myappobjects Once imperted, you can assign the users different roles. You
must alsa define security rules to give the users access to
rESOUrCes.
0 erties .
At = Streams (5 [23] License management
5& management
Select afiltered list based on a custom filter. The License Enabler File (LEF) defines the terms of your
license and the access types that you can allocate to users,
ﬂ #My streams 0n the License usage summary page, you can se& the

distribution of access types.

- User directory connectors

GOVERMANCE

[ = Maonitoring apps

COMFIGURE SYSTEM

¥ Virtual proxies
I B Schedulers
| = Reposit
Load balancing rules
£% Cloud distribution

| A Certificates

The QMC start page
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The QMC start page interface legend descriptions

Legend

Description
letter P

A The top bar is displayed from all pages to enable you to navigate the QMC efficiently. The
following is possible:

Click ﬂStart to access the QMC start page.

Click ¥ next to ﬂStart to display a drop-down list of all resources. This enables you to select

another resource without first having to access the start page.
Click QHelp to access the (QMC) help.

The top right corner displays who is logged in to the (QMC). Click the drop-down ¥ next to the

login name and click Logout in the dialog to log out.

B The left panel contains all QMC resources in groups.

If any of the Qlik Sense services are down, the number of services that are not running is
displayed with a numeral.

C The basic resources are also available from the middle of the start page. Custom filters are
listed for each resource. A number sign (#) indicates a predefined custom filter. Click a custom
filter to go to the saved table view.

Clickﬂ to see information about the resource.

Resource overview page

When you select a resource from the start page, the resource overview is displayed. The overview shows a set
number of items, by default. To show more items, scroll to the end of the list and click Show more. Searching,
sorting, and filtering of items is always done on the full database list of items, not only the items that are
displayed.

By default, the overview page shows the most commonly used columns. You can add or remove columns in
the column selector. In the table header bar, click% to open the column selector. In the Actions menu, you
can clear filters and search, select and deselect all rows, and toggle wrapping.
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2 Apps Showing: 2 Selected: 8 Actions v B Q [ 13
Name A [ Owner [¥  Published [  Stream . Tags >
Licens! sa_repository (INTERNAL\s... 1828-94-83 14:42 Monitoring apps
QOperations Monitor sa_repository (INTERNAL\S.., 1828-94-83 14:42 Monitoring apps

More actions ¥

Apps overview page

Apps overview page legend descriptions

Legend L.
Description

letter

A Click a column heading to sort that column ascending ¥ or descending 4&.
Click EYl next to sorting to display the filter dialog for the column. Type a string to filter on, or,
when available, select a predefined value. All rows that match your filter criteria are displayed.
You can filter on multiple columns simultaneously to narrow your search. If a filter is applied
to a column, G is displayed. To remove your criteria, click Actions in the table header bar
and select Clear filters and search.

B In the table header, to the left, a summary of the status of the current data set is displayed.

Total: shows the total number of resources.
Showing: shows the number of resources currently displayed.

Selected: shows the number of selected resources.
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C Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed. Any
rows that have been filtered out before selecting all rows are disregarded, even if
they were selected. The option Deselect all rows is applied to all rows, including
those that were filtered out.

Click% to open the Column selector, where you can select which columns to display in the

overview. Click Ap to reset to default columns.

Click [] to open the Custom filters menu, where you can select, create, and delete custom
filters. When a custom filter is applied, the button is highlighted.

ClickQ to refresh the data in the table. If there have been changes to the data, the button is
highlighted.

D You can create tags and apply them to resources so that you can search and manage the QMC
content efficiently.

E The action bar at the bottom of the page contains different action buttons depending on the
selected resource type. For example, select an app in the overview and click Edit to open the
App edit page.

When you do not have update rights for the selected items, Edit is replaced by View.

If you do not have delete rights for the selected items, Delete is disabled. If a resource is
deleted, all load balancing rules and security rules associated with that resource are deleted
automatically.

F Clickﬂ in the action bar to create a new instance of a resource.

In this example, click G}Import to open the Import app dialog.

New rows are added to the bottom of the table. This is because the sort order is
saved in the cache. Use sort or filter to trigger a full table reload.

Selections
The selection you previously made is still active when you display a resource overview, even if you have

worked on another resource type in between.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold down Ctrl
while clicking the items, or drag over the items.
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Resource edit page

You edit resources from the edit page. You must have update right to be able to edit. If you do not have
update rights you can view the page but you cannot edit. In this example you see the Edit app page.

 Start ¥
Apps

A Apps

Edit app

h Editapp

Operations Monito

IDENTIFICATION

Name [Operations Menitor ~ Identification

Owner 'sa_repos itary (INTERMAL\sa_repositary)
[2016-05-16 13:05
[2016-05-30 13:10

[183

' Tage

Created
+ Custom properties

Lastmadified

File size (MEB)

Associated items

° -'.'-|:| ) cantents

App objects

- @

CUSTOM PROPERTIES

Example: The Edit app page

Legend
letter

A

Edit app interface legend descriptions

Description

The selections panel, to the left, displays the resources you are currently editing. You can edit
several resources at the same time to manage the QMC content efficiently.

Click Apps to return to the overview page where you can change your selection.

The edit page displays the properties that you select from the property groups in the right
panel. If you select several items from the overview and they have different values for a
specific field, Multiple values is displayed as the field value. Clickingé\ next to a field cancels
the changes in that field. If the communication with the QRS fails, the edit page is locked. Use
the top bar to leave the page.

The Properties section displays the property groups containing the properties for the
resource. You can display or hide properties on the edit page.

The Associated items section shows what items that are associated with this particular
resource.
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F The action bar at the bottom of the page contains the Apply and Cancel buttons. Clicking
Cancel resets all field values. Apply is disabled if a mandatory field is empty. The unsaved
changes dialog is displayed if you leave the edited page without clicking Apply. Choose
Continue to leave the edit page and undo all your changes or Cancel to stay on the edit page.
If the communication with the QRS fails when you click Apply, an error message is displayed.
You can continue editing or try clicking Apply again.

Searching and filtering in the QMC

You can use the in-built search tool to search in most tables in the QMC. You can perform simple searches
quickly, and also create more advanced searches with several search criteria, arranged into subgroups. The
search can be combined with column filtering to further limit the resulting list. You can save a filtered table
view as a custom filter.

Search options

The following four options are available when you open search.

v ||License Monitor (]

Search options

Search option Description
A Select an attribute to search on.
B Select a condition for the search. In most cases, the conditions are =, !=, Contains,

Starts with, and Ends with. In columns related to time, you have the conditions
Since, Before, and After.

C Click and select one of the available values, or type a string.

D Add an additional search condition.

Simple search

Do the following:

1. Totherightin the table header, clickQ.
Search is opened.

2. In the first drop-down list, select which attribute to search on.

3. In the second drop-down list, select a condition for the search.
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4. Click the third list and select one of the available options, or type a string.
5. Click Search.

The table shows the matching items.
o You clear search and filters by clicking @ in the table header.

Advanced search

When you want to make more advanced searches, you can combine several conditions of search criteria. The
conditions are connected either with OR or AND. You can adjust the logical relationship between the rows by
using Group, Join, or Split. By default, the rows are grouped.

Example:

The following search consists of four conditions.

|Name ¥ | | Containsg ¥ | |errc-rs | S O I

|Name ¥ | | Contains ¥ | |warnings | — I+
Group Split

| Last modified ¥ | |After ¥ | 2815-63-62 e &
Ungroup

| Last modified ¥ || Before ¥ | 615-61-61 e @
Search Close Clear

The first condition is separated from the other conditions through the Split option.

The second condition is connected to the third and fourth conditions through a Join, and the third and fourth
conditions, in turn, are grouped.

There are three ways in which these conditions can be met:

¢ The first condition is met.
¢ The second condition is met, in conjunction with condition three.

¢ The second condition is met, in conjunction with condition four.
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Filtering

Filtering can be used on its own or together with search. You can filter on multiple columns simultaneously.

Do the following:

1. ClickY in the column heading.
The filter dialog for the column is displayed.

2. In the filter dialog, type a string to filter on. If available, you can instead select a predefined
value.

3. Click outside of the filter dialog (or press Esc) to close the dialog.
The G icon indicates that a filter is applied to the column.

The table shows the matching items.

Managing custom filters in table views

Custom filters help you easily find the content that you want to work with. For example, you might need to
look at a specific set of tasks every day. Filter the tasks and then save the table view as a custom filter. Next
time, use the custom filter to go directly to your set of tasks. An additional benefit is that only the items
included in the filter are loaded, which reduces load time.

You can save the following settings in a custom filter:

e Search filters
¢ Column filters
e Sort order

e Sort column

¢ Column definition (which columns to show and the column width)

You create and manage custom filters for all resources from the Custom filters menu on the resource

overview page.

Predefined custom filters

On the QMC start page you can use predefined custom filters. These are denoted by a number sign (#).
e #My apps, #My app objects, and #My streams show objects that you own.

e #My tasks shows tasks associated with apps that you own.

e The Tasks overview has one custom filter for each stream. They show tasks that are connected to the
apps that are published to that stream.

Predefined custom filters have no settings for column layout. They only define filters and sort order. Update a
predefined custom filter if you want to save a specific layout.

You can temporarily delete a predefined custom filter, but it is re-created when you refresh the browser.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 27



1 Managing a Qlik Sense Enterprise on Windows site

Applying custom filters

When you apply a custom filter, the custom filter icon is highlighted. The currently applied custom filter has a
check mark in the Custom filters menu. This is reset once you make any changes to the table.

If the custom filter that you apply includes filters, only a subset of the table data is loaded.

Do the following:

1. On the resource overview page, click Q to open the Custom filters menu.

2. Click Use next to the custom filter you want to apply.

For apps, app objects, tasks, and streams, custom filters are available on the QMC start
page.

Creating custom filters

You create a custom filter by first making the necessary edits to the table and then saving the result.
Do the following:

Go to the resource overview page.
Filter, sort, or make any column adjustments to save in a custom filter.
Click [] to open the Custom filters menu.

Type a name for the new custom filter and add a description.

Click ®.

A A

Deleting custom filters

Do the following:

1. On the resource overview page, click [] to open the Custom filters menu.

2. Click@ next to the custom filter you want to delete.
The option Clear does not delete anything, it only removes the applied custom filter.

Updating custom filters

You can update any custom filter with the current layout, filters, and sort order.

Do the following:

1. On the resource overview page, click Q to open the Custom filters menu.

2. Click Update next to the custom filter you want to update.

The selected custom filter will be updated with the new settings.
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The custom filters user interface

Custom filters
#My apps Use Update ()
v Apps by others e
Mew apps last 7 days Use Update (¢}
Testing Use Update (]

| Mame new custom filter |

In the following user interface, the custom filter Apps by others is in use. Click Clear to clear the current filter.
Nothing is deleted.

To apply a different filter, click Use for that filter. If you click Update that custom filter is updated with the
current settings.

Delete a filter by clicking 9

Example: Creating a custom filter for apps owned by others

This filter will only show apps created by other users.
Do the following:

1. On the QMC start page, click Apps.
The apps overview section is opened.

ClickQ to open the search.

In the first list, select Owner.

In the second list, select !=.

In the text box, enter your user name.

Click Search.
Now only apps owned by others are displayed.

o U~ w N

7. Click [] to open the Custom filters menu.

8. Name the new custom filter Apps by others.

9. Click®.

Your new custom filter is saved and a check mark indicates that it is currently in use.
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Example: Updating a custom filter
In this example you will update the predefined custom filter #My apps to sort apps by size.
Do the following:

1. On the QMC start page, select the custom filter #My apps.
The apps section is opened and the custom filter is applied. Only your apps are shown.
Click% to open the column selector and select File size (MB).
Click the File size (MB) header to change the sorting order.

Click [] to open the Custom filters menu.

On the row for #My apps, click Update.

o v w N

The #My apps filter is updated and a check mark indicates that it is currently in use.

1.5 QMC resources overview

All resources that are available in the Qlik Management Console (QMC) are described briefly in the following
table.

QMC resource descriptions

Resource Description

|_:‘+ Apps A Qlik Sense app is a task-specific, purpose-built application.
The user who creates an app is automatically designated as
the owner of the app. An app can be reused, modified, and
shared with others.

You can create and publish apps to streams from the Qlik
Sense hub, if you have the appropriate access rights. Apps can
also be published from the QMC. To publish an app that is
created in a Qlik Sense Desktop installation, you must first
import it from the QMC. The security rules applied to the app,
stream, or user, determine who can access the content and
what the user is allowed to do. The app is locked when
published. Content can be added to a published app through
the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited.

liQ content libraries A content library is a storage that enables the Qlik Sense users
to add shared contents to their apps.

The user who creates the content library automatically
becomes the owner of that library. The library and the library
objects can be shared with others through security rules
defined in the QMC.
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! Data connections

! Analytic connections

(=2 App objects

Data connections enable you to select and load data from a
data source. All data connections are managed centrally from
the QMC. Data connections are created in the Qlik Sense data
load editor. The user who creates a data connection
automatically becomes the owner of that connection and is,
by default, the only user who can access the data connection.
The data connection can be shared with others through
security rules defined in the QMC.

When you import an app developed on Qlik Sense Desktop,
existing data connections are imported to the QMC. When you
export an app from a server, existing data connections are not
exported with the app.

If the name of a data connection in the imported
app is the same as the name of an existing data
connection, the data connection will not be
imported. This means that the imported app will
use the existing data connection with an identical
name, not the data connection in the imported

app.

With analytic connections you are able to integrate external
analysis with your business discovery. An analytic connection
extends the expressions you can use in load scripts and charts
by calling an external calculation engine (when you do this,
the calculation engine acts as a server-side extension (SSE)).
For example, you could create an analytic connection to R,
and use statistical expressions when you load the data.

You can manage the following app objects:

¢ Sheets

e Stories

The user who creates an app is automatically designated as
the owner of the app and its app objects. The app objects are
published when the app they belong to is published. The
users can add private app objects to the apps and share them
by publishing the app objects from Qlik Sense.
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= Streams A stream enables users to read and/or publish apps, sheets,
and stories. Users who have publish access to a stream create
the content for that specific stream. The stream access
pattern on a Qlik Sense site is determined by the security
rules for each stream. By default, Qlik Sense includes two
streams: Everyone and Monitoring apps.

An app can be published to only one stream. However, if you
duplicate the app to create a copy, you can publish the copy
to another stream. Apps can be moved between streams.

In the hub, streams with no apps—either empty streams or
streams that do not show apps due to the existing security
rules for a user—will not appear. After you publish an app,
move it from another stream, or delete it, the list of streams
will update dynamically and the stream will appear in the hub
or be hidden depending on whether it contains at least one
app. Changes outside of the hub, for example in QMC, will not
trigger an update to the stream list in the hub.

All authenticated users have read and publish
rights to the Everyone stream and all anonymous
users read-only rights. Three of the predefined
admin roles (RootAdmin, ContentAdmin, and
SecurityAdmin), have read and publish rights to the
Monitoring apps stream.

El Tasks Tasks are used to perform a wide variety of operations and
can be chained together in just any pattern. The tasks are
handled by the Qlik Sense Scheduler Service (QSS). There are
four types of tasks:

* Reload
¢ User synchronization
e External program

e Distribution

Execution of a task is initiated by a trigger or manually from
the tasks overview page. You can create additional triggers to
execute the task, and there are two types of triggers:

¢ Scheduled

¢ Task event
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& Users Users are imported from a user directory via a user directory
connector in the QMC.

‘ System notifications You can create custom notifications to be pushed to users
through the Qlik Sense Mobile Client Managed app on their
mobile devices.

System notifications and System notification
policies features are available only on Qlik Sense
Enterprise on Windows installations licensed with a
signed key. For more information on licenses, see:
Qlik Sense licenses documentation.

Q System notification policies You create system notification policies to determine to which
users a system notification is distributed. By creating a system
notification policy, you can customize the pool of users or
groups of users that receive the notification on their mobile
devices.

System notifications and System notification
policies features are available only on Qlik Sense
Enterprise on Windows installations licensed with a
signed key. For more information on licenses, see:
Qlik Sense licenses documentation.

O Audit On the QMC audit page, you can query for resources and
users, and audit the security rules, load balancing rules, or
license rules that have been defined in the Qlik Sense system.

5o Security rules The Qlik Sense system includes an attribute-based security
rules engine that uses rules as expressions to evaluate what
type of access users should be granted for a resource.

O Custom properties You create a custom property to be able to use your own
values in the security rules. You define one or more values for
the custom property, and use these in the security rule for a
resource.
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License management There are two license models: the serial and control number
and the signed license key. These models define the terms of
your license and the access types that you can allocate to
users. With a signed license key, you need internet access
(direct or through a proxy) to access the cloud-based license
backend, for user assignments, analytic time consumption,
and product activations.

There are two major license types: one based on access types,
and one based on tokens.

¢ Access types licenses are the Professional and Analyzer
Users licenses (user-based) and Analyzer Capacity
licenses (capacity-based). With a Professional and
Analyzer Users license you can allocate professional
access and analyzer access. With an Analyzer Capacity
license you can allocate analyzer capacity access,
where consumption is time based (analyzer time).

e With a Qlik Sense Token license you use tokens to
allocate access passes to users. You can allocate user
access and login access.

An access type allows users to access the hub and apps within
a Qlik Sense Enterprise on Windows site.

If you want to set up Qlik Sense Enterprise Saas,
please contact your Qlik representative or Qlik
Support to obtain a valid license for the setup.

*- Extensions Extensions can be several different things: A widget library, a
custom theme, or a visualization extension, used to visualize
data, for example, in an interactive map where you can select
different regions.

‘ Tags You create tags and apply them to resources to be able to
search and manage the environment efficiently from the
resource overview pages in the QMC.

GF On-demand apps Selection and template apps, as well as on-demand apps are
published to streams from the QMC.
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,19_ User directory connectors The user directory connector (UDC) connects to a configured
directory service to retrieve users. The UDCs supplied with the
Qlik Sense installation are Generic and Advanced LDAP, Active
Directory, ApacheDS, ODBC, Access (via ODBC), Excel (via
ODBC), SQL (via ODBC), and Teradata (via ODBC).

No UDC is required for a local user to log on to Qlik
Sense. However, for the local user to be able to
access apps, you need to allocate access. With a
user-based license, you can use professional or
analyzer access rules. With a token-based license,
you can use user or login access rules to allocate
access. Alternatively, a local user can first log on to
be recognized as a user, and then be allocated
tokens.

You create new user directory connectors in the QMC.

= Monitoring apps A stream that contains the governance apps License Monitor
and Operations Monitor that present data from the Qlik Sense
log files.

= Service cluster On a multi-node site, the service cluster stores configurations,

such as persistence type, database connection, and static
content folder, for all nodes. All nodes are linked to the
service cluster so that the settings can be unified.
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= Nodes

£
¥ Engines
Dl Printing
U4
A\ Proxies

4
AN Virtual proxies

ch‘a Schedulers

A node is a server that is using the configured Qlik Sense
services. There is always a central node in a deployment and
nodes can be added for different service configurations. There
is always a repository on every node.

A Qlik Sense site is a collection of one or more server
machines (that is, nodes) connected to a common logical
repository or central node.

In a Shared Persistence multi-node installation,
you can make one or more nodes failover
candidates. In the case of a central node failure, a
failover candidate will assume the role of central
node.

In a multi-node installation, you manage the whole
Qlik Sense Enterprise on Windows site from the
QMC on the central node. You can access the QMC
from rim nodes, but requests from the QMC
towards the repository are routed to the repository
on the central node.

The Qlik Sense Engine Service (QES) is the application service
that handles all application calculations and logic.

The Qlik Sense Printing Service (QPR) manages the export and
printing of objects to PDF or image files.

The Qlik Sense Proxy Service (QPS) manages the Qlik Sense
authentication, session handling, and load balancing.

One or more virtual proxies run on each Qlik Sense Proxy
Service (QPS), making it possible to support several sets of
site authentication, session handling, and load balancing
strategies on a single proxy node.

The Qlik Sense Scheduler Service (QSS) manages the
scheduled tasks (reload of Qlik Sense apps or user
synchronization) and task chaining. Depending on the type of
Qlik Sense deployment, the QSS runs as manager, worker, or
both on a node.
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9 Repositories

g Load balancing rules

O Cloud distribution

! External product sign-on

4’ Certificates

@ custom banner messages

E‘\ Log collector

Apps

The Qlik Sense Repository Service (QRS) manages persistence
and synchronization of Qlik Sense apps, licensing, security,
and service configuration data. The QRS attaches to a Qlik
Sense Repository Database and is needed by all other Qlik
Sense services to run and to serve Qlik Sense apps. In
addition, the QRS stores the Qlik Sense app structures and the
paths to the binary files (that is, the app data stored in the
local file system).

The load balancing defines the nodes' access rights to
resources.

The following sections are available if you have a license with
multi-cloud:

e App distribution status: Monitor the distribution of
apps.

¢ Distribution policies: Determine whether a published
app can be distributed to deployments in Qlik Sense
Enterprise SaaS. To be distributed, a published app
must have a distribution policy connected to it.

¢ Deployment setup: Configuring a deployment in Qlik
Sense Enterprise on Windows.

Allow users to access Qlik Alerting with single sign-on using
Qlik Sense Enterprise on Windows credentials.

Qlik Sense uses certificates for authentication. A certificate
provides trust between nodes within a Qlik Sense site. The
certificates are used within a Qlik Sense site to authenticate
communication between services that reside on multiple
nodes.

Publish custom banner messages in the hub to announce and
inform users about important information. Choose from four
banner styles—Standard (green), Information (blue), Warning
(yellow), and Error (red)—to indicate the type of message
displayed, and set the length of time that the banner will
appear in the hub. The default duration is 10 seconds.

With the log collector, you can collect and export log files
from a period that you define. The logs facilitate
troubleshooting for Qlik Support.

A Qlik Sense app is a task-specific, purpose-built application. The user who creates an app is automatically

designated as the owner of the app. An app can be reused, modified, and shared with others.
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You can create and publish apps to streams from the Qlik Sense hub, if you have the appropriate access
rights. Apps can also be published from the QMC. To publish an app that is created in a Qlik Sense Desktop
installation, you must first import it from the QMC. The security rules applied to the app, stream, or user,
determine who can access the content and what the user is allowed to do. The app is locked when published.
Content can be added to a published app through the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited.

You can also duplicate, reload, import, export, or delete an app from the QMC.

The Apps overview lists all the available apps. The apps are shown as links. Click a link to open the app in the
hub. You cannot be sure that all the apps that are shown can be opened in the hub. Security rules applied to
the hub may prevent you from opening the app. Unpublished apps can only be opened if you are the app
owner. If you don’t have access rights to the app, you will still be redirected to the hub where a message is
displayed that access is denied.

Limitation: If you try to open an app through a virtual proxy which isn't the default virtual proxy, the app is
still opened using the default proxy.

The following table presents the available fields and buttons. By default, only some of the fields are displayed.

You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

App properties

Property Description

Name The name of the app.

Owner The owner of the app.

Published The date that the app was published.
Stream The stream that the app is published to.
Tags The tags that are connected to the app.

Target app ID  The app ID of the published original app that you have duplicated. When you create a
copy of a published app and want to replace the original app, the target app ID is used to
identify it.

Description The app description, if any.

File size (MB)  The file size of the app.

This value differs from the file size on disk. The file size shown in the Apps table only
includes data objects, such as fields, tables, and document properties. It doesn’t count
visualizations, bookmarks, measures, etc, that are also included in the QVF file.

Last reload When the app was last reloaded.
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Property

Base memory
size (MB)

ID
Created

Last modified

Modified by

<Custom
properties>

VA

Ly

Description

The in-memory file size of the app. The value is updated when the app is reloaded.

The difference between this value and File size (MB) is that the base memory size also
includes visualizations, bookmarks, measures, etc, from the QVF file.

The app ID.
The date and time when the app was created.
This field is updated under the following conditions:
e Change of app title.
¢ Change of app description.
¢ Change of app thumbnail.
¢ Publishing of app.
e Moving of app between streams.

¢ Reload of app data.
This field is not updated under the following conditions:

¢ Change of sheets, visualizations, stories, and bookmarks.
¢ Change in visualization settings.

e Change in app options.
By whom the app was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
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Property Description
Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

-y Refresh the page.

Edit Edit the selected apps. The number next to Edit indicates the number of items in your
selection that you are allowed to edit.When you do not have update rights for the
selected items, Edit is replaced by View.

View View the selected apps. When you do not have update rights for the selected items, Edit
is replaced by View.

Delete Delete the selected apps. The number next to Delete indicates the number of items that
will be deleted.If you do not have delete rights for the selected items, Delete is disabled.

Publish Publish the selected apps.

0 Import Import a new app.

More actions Export the selected apps. You can export up to 50 apps in bulk to the central node of your
> Export Qlik Sense environment, or one app at a time to your local drive.

Exporting apps (page 221)

More actions Duplicate the selected app.
> Duplicate

More actions Reload the selected app.
> Reload now

In a multi-node site, where the Qlik Sense Scheduler Service (QSS) on the
central node runs as manager and the QSSs on the rim nodes run as workers,
the task might fail the first time it is triggered through Reload now. This is
because the task has not yet been synced from the manager QSS to the worker
QSSs. The second time the action is performed, the task will work.
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Property

More actions
> Create new
reload task

More actions
> Trigger
distribution

Show more

Description

Create a new reload task.

Trigger distribution of the selected app.

In a multi-node site, where the Qlik Sense Scheduler Service (QSS) on the
central node runs as manager and the QSSs on the rim nodes run as workers,
the task might fail the first time it is triggered through Trigger distribution.
This is because the task has not yet been synced from the manager QSS to the
worker QSSs. The second time the action is performed, the task will work.

The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

App: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.

By default, only some of the fields are displayed. You can use the column selector (@) to add fields.

You can adjust the column width by dragging the header border.

App contents

App contents is available from Associated items when you edit apps. The overview contains a list of app

contents (images) associated with the selected apps.

Property
File name

Location

URL path

File size (KB)

App contents properties

Description
The name of the app content file.

The location of the app content.

Example: %RepositoryRoot%\AppContent\[App ID]\[App content file]

The path to the app content.

Example: /AppContent/[App ID]/[App content file].

The size of the app content file.
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Property

App

ID

Created

Last modified

Modified by

App objects

Description

The app that the app content belongs to.

The ID of the app content.

Date and time when the app content was created.

Date and time when the app content was last modified.

By whom the app content was modified.

App objects is available from Associated items when you edit apps. The overview contains a list of app
objects associated with the selected apps.

Property
Name
Type
Owner

Approved

Published

Last
modified

App
Tags

ID
Created

Modified by

App object properties
Description
The name of the app object.
The type of app object: sheet or story.
The owner of the app object.
The status of the app object:
* Not approved: The app object is not approved because it was added to a published
app.

» Approved: The app object is approved because it belonged to the app when the app
was published.

The status of the app object:

* Not published: The app object is not published to a stream.

* Published: The app object is published to a stream. There are two alternatives: The
app object itself has been published from Qlik Sense, or the app that the app object
belongs to, has been published from Qlik Sense or from the Qlik Management
Console.

Date and time when the app object was last modified.

The app that the app object belongs to.

The app object tags.

The ID of the app object.

Date and time when the app object was created.

By whom the app object was modified.

If you make a selection in the overview and click Edit in the action bar, the app object edit page is displayed.
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User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Tasks

Tasks is available from Associated items when you edit apps. The overview contains a list of tasks associated
with the selected apps.

Task properties

Property Description

Name The name of the task.

Type The type of task.

App The name of the app associated with the task.
Enabled Status values: Yes or No.

Status The task status.

Tags The name of the app associated with the task.
Partial reload Load only data recently changed.

Max retries The maximum number of reload retries.

ID The ID of the task.

Created Date and time when the task was created.
Last modified Date and time when the task was last modified.
Modified by By whom the task was modified.

Custom properties Custom properties, if any, are listed here.

If you make a selection in the overview and click Edit in the action bar, the task edit page is displayed.

App contents

A Qlik Sense app is a task-specific, purpose-built application. The user who creates an app is automatically
designated as the owner of the app. An app can be reused, modified, and shared with others.

When importing an app to a server, or exporting an app from a server, related content that is not stored in the
QVF file, such as images, is also moved. The related content is stored in a separate folder:
%ProgramData%)Qlik\Sense\Repository\AppContent\<App ID>. Each app has its own app content folder, with
the app ID as the folder name.

Content that is uploaded to the AppContent folder is only available for that specific app. If you want
content to be available for other apps, use the Content libraries.
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Uploading an image to the app content folder

On the App contents page in the QMC, you can upload files (images) for use in a specific app. The files are
saved in the app content folder.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
Select the app that you want to upload images to and click Edit.

> W N

On the App edit page, under Associated items, select App contents.

5. Clicka Upload.
A file selection dialog is displayed.

6. Click the button for selecting the files to upload, select the files and click Upload.

The files are uploaded and displayed in the App contents list.

The Qlik Sense Repository Service scans for script tags in XML files uploaded to AppContent or
Content Library.

Deleting an image in the app content folder

On the App contents page in the QMC, you can delete files (images) from an app. The files are deleted from
the app content folder.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the app that you want to delete images from and click Edit.

On the App edit page, under Associated items, select App contents.

o A W

In the App contents list, select the files that you want to delete.
(The URL paths contain the file names.)

6. Click Delete.
A confirmation dialog is displayed.

7. Click OK.
Content libraries
A content library is a storage that enables the Qlik Sense users to add shared contents to their apps.

The user who creates the content library automatically becomes the owner of that library. The library and the
library objects can be shared with others through security rules defined in the QMC.

The Content library overview lists all the content libraries in the Qlik Sense site.
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The following table presents the available fields and buttons. By default, only some of the fields are displayed.

You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Field

Name

Owner

Tags

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Actions

The Content library fields and values

Value

The name of the content library.

The owner of the content library.

The tags that are connected to the content library.

The ID of the content library. By default, not displayed.

The date and time when the content library was created.

The date and time when the content library was last modified.
By whom the content library was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Clické\ to reset to the

default columns.
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Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.
Edit Edit the selected content libraries. When you do not have update rights for the selected
items, Edit is replaced by View.
View View the selected content libraries. When you do not have update rights for the selected
items, Edit is replaced by View.
Delete Delete the selected content libraries. If you do not have delete rights for the selected
items, Delete is disabled.
Upload Upload library objects to the selected content library.
The Qlik Sense Repository Service scans for script tags in XML files uploaded to
AppContent or Content Library.
0 Create Create a new content library.
new
Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Content library: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.
You can adjust the column width by dragging the header border.

Contents

Contents is available from Associated items when you edit a content library.

The overview contains a list of the contents that are associated with the selected content library.
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The Contents property group fields

Property Description

File name The name of the object file.

Location The location where the object is saved: \Content\<Content library name>\<file
name>.

URL path The object's URL path: /content/<Content library name=>/<file name=>.

File size (KB) The file size in kilobytes.

ID The ID of the object.

Created The Date and time when the object was created.

Last modified The Date and time when the object was last modified.

Modified by By whom the object was modified.

Content cache-controls

There are potential security risks with cached content. Browsers may store a local cached copy of content
received from web servers. Some browsers cache content accessed via HTTP/HTTPS. If sensitive information
in application responses is stored in the local cache, this information can be retrieved by other users who
have access to the same computer at a future time.

With content cache-controls, you can modify the cache behavior of the browser to prevent such risks.

The Content cache-control property group fields

Property Description

name Name of the content cache-control.
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Property Description
regex filter Regular expression to filter out matching URLs to which the cache settings are
applied:

(.*?) - matches everything

(resources|appcontent) - matches requests containing "resources" OR
"appcontent"” in the URI, for example:

/resources/hub/img/core/static/Default_thumbnail_app.svg
/appcontent/126610c6-1a6f-4d1b-8126-a7fbb040b44d/Icon_License_grey.png

For repository use the standard system.Text.RegularExpressions.Regex
class. The comparison is made by :

regex = new Regex(contentCacheControl.Filter)

regex.IsMatch(httpRequest.Rawurl);

For hub it is the standard nodejs RegExp:

regex = new RegExp(contentCacheControl.Filter)
regex.test("/api/hub" + res.req.originalurl);

maxAge Maximum age for cached content to be included. The default value 3600
(seconds) can be edited.

cachePolicy Public, max-age: The cached response is sent without revalidation.

Public, must-revalidate, max-age=0: Requires a cache to revalidate stale
responses before using a cached response.

Private, max-age: The cached response is sent without revalidation. All or part
of the response message is intended for a single user and must not be cached
by a shared cache.

Private, must-revalidate, max-age=0: A normally uncacheable response is

cacheable, but requires a cache to revalidate stale responses before using a

cached response. All or part of the response message is intended for a single
user and must not be cached by a shared cache.

No-store: The response cannot be reused.

ID ID of the object.

Created Date and time when the object was created.

Last modified Date and time when the object was last modified.
Modified by By whom the object was modified.

Before modifying the cache-controls

Please note the following before modifying cache control headers:
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* Itis generally not recommended to manually alter the cache-control headers.
e Make sure that you understand how the browser caching behavior is affected by the changes.

 Prior to applying any changes in a production environment, evaluate the risks of the changes.

Linking a new content cache-control
The cache-control has no owner. It has a mandatory reference to a content library and will only affect
resources in that library that match the regular expression in the regex filter setting.

Do the following:

In the QMC, open Content libraries.

Double-click the content library to which you want to add content cache-controls.
Under Associated items, open Content cache-controls.

Click Link new content cache control.

Fill in the fields.
name and regex filter are mandatory. maxAge is stated in seconds and can be edited.

6. Click Add.

o wbd R

See also: Configuring content cache-controls (page 520)

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Security rules

Security rules is available from Associated items when you edit a content library. The overview contains a
list of the security rules that are associated with the selected content library.

The Security rules property group contains the user condition properties.

User condition properties

Property Description

Name The name of the security rule.

Description The description of what the rule does.

Resource filter The ID for the rule.

Actions The permitted actions for the rule.

Disabled Status values: Yes or No.

Context The security rule context (QMC, Hub, or Both).

Type The security rule type (Default, Read only, or Custom).
Conditions The security rule conditions.
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Property Description

ID The ID of the security rule.

Created Date and time when the security rule was created.

Last modified Date and time when the security rule was last modified.
Modified by By whom the security rule was modified.

If you make a selection in the overview and click Edit in the action bar, the edit security page is
displayed.

Data connections

Data connections enable you to select and load data from a data source. All data connections are managed
centrally from the QMC. Data connections are created in the Qlik Sense data load editor. The user who creates
a data connection automatically becomes the owner of that connection and is, by default, the only user who
can access the data connection. The data connection can be shared with others through security rules defined
in the QMC.

When you import an app developed on Qlik Sense Desktop, existing data connections are imported to the
QMC. When you export an app from a server, existing data connections are not exported with the app.

If the name of a data connection in the imported app is the same as the name of an existing data
connection, the data connection will not be imported. This means that the imported app will use the
existing data connection with an identical name, not the data connection in the imported app.

To give access to the data connection to other users than the owner, edit the connection or go the
Security rules page.

The Data connections overview lists all the available data connections.

By default, the QMC contains two data connections: ArchivedLogsFolder and ServerLogFolder. These are the
data connections for the two monitoring apps, License Monitor and Operations Monitor, which are installed
together with the QMC. For users with admin roles (root, security, content, and deployment), the data
connections are available in the data load editor in the Qlik Sense hub.

The following table presents the available fields and buttons. By default, only some of the fields are displayed.

You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.
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Field descriptions

Field Description

Name The name of the data connection.

Owner The owner of the data connection.

Tags The tags that are connected to the data connection.

Connection string  The connection string for the data connection. Typically, includes the name of the
data source, drivers, and path.

Type The type of data connection. Standard data connections include ODBC, OLEDB, and
Folder.

User ID The user ID that is used in the connection string.

ID The ID of the data connection. By default, not displayed.

Created The date and time when the data connection was created.

Last modified The date and time when the data connection was last modified.

Modified by By whom the data connection was modified.

<Custom Custom properties, if any, are listed here.

properties>

VA Sort the list ascending or descending. Some columns do not support sorting.

|:7' Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns
simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows
is applied to all rows, including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.
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Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
f'ﬂ

Y, Refresh the page.

Edit Edit the selected data connections.

Delete Delete the selected data connections.

Show more The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Data connection: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.
You can adjust the column width by dragging the header border.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Security rules

Security rules is available from Associated items when you edit data connections. The overview contains a
list of the security rules that are associated with the selected data connections.

The Security rules property group contains the user condition properties.

User condition properties

Property Description

Name The name of the security rule.
Description The description of what the rule does.
Resource filter The ID for the rule.

Actions The permitted actions for the rule.
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Property Description

Disabled Status values: Yes or No.

Context The security rule context (QMC, Hub, or Both).

Type The security rule type (Default, Read only, or Custom).
Conditions The security rule conditions.

ID The ID of the security rule.

Created Date and time when the security rule was created.

Last modified Date and time when the security rule was last modified.
Modified by By whom the security rule was modified.

If you make a selection in the overview and click Edit in the action bar, the security rule edit page is displayed.

Analytic connections

With analytic connections you are able to integrate external analysis with your business discovery. An analytic
connection extends the expressions you can use in load scripts and charts by calling an external calculation
engine (when you do this, the calculation engine acts as a server-side extension (SSE)). For example, you could
create an analytic connection to R, and use statistical expressions when you load the data.

Analytic connections support up to 200 parameters.

The Analytic connections overview lists all the available analytic connections. The following table presents
the available fields and buttons. By default, only some of the fields are displayed. You can use the column

selector (%) to add fields.

For the Analytic connections to appear on the start page, it is a prerequisite that the virtual proxy
used for accessing the QMC has a load balancing server. On the Edit virtual proxy page, under Load
balancing, make sure that there is a server node for load balancing.

Analytic connection properties
Property Description

Name Name of the analytic connection. Must be unique and must not start with numbers.
Mapping/alias to the plugin that will be used from within the expressions in the app using
the plugin functions, for example, SSEPython for a Python plugin or R for an R plugin.

Host Host of the analytic connection, for example, localhost if on the same machine or
mymachinename.qlik.com if located on another machine.

Port Port to use when connecting (integer).
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Property

Certificate
file path

Reconnect
timeout
(seconds)

Request
timeout
(seconds)

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Description

The full path to the certificate: C:\ProgramData\Qlik\Sense\Repository\Exported
Certificates\<server name>. The path should point to the folder containing both the client
and server certificates and keys. This path just points to the folder where the certificates
are located. You have to make sure that they are actually copied to that folder. The
names of the three certificate files must be the following: root_cert.pem, sse_client_
cert.pem, sse_client_key.pem. Only mutual authentication (server and client
authentication) is allowed.

It is optional to set the certificate file path, but the connection is insecure
without a path.

Default value: 20

Default value: 0

ID of the analytic connection.

Date and time when the analytic connection was created.

Date and time when the analytic connection was last modified.
By whom the analytic connection was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
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Property Description
Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.

Edit Edit the selected connection.

Delete Delete the selected connection.

0 Create Create a new connection.

new

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

App objects

The App objects overview lists app objects in the Qlik Sense site.
You can manage the following app objects:

¢ Sheets

e Stories

The user who creates an app is automatically designated as the owner of the app and its app objects. The app
objects are published when the app they belong to is published. The users can add private app objects to the
apps and share them by publishing the app objects from Qlik Sense.

The app objects overview lists all the available app objects. The following table presents the available fields

and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add
fields.

You can adjust the column width by dragging the header border.
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App object properties

Property Description

Name The name of the app object.

Type The type of app object: sheet or story.
Owner The owner of the app object.

Approved The status of the app object:

* Not approved: The app object is not approved because it was added to a published
app.

» Approved: The app object is approved because it belonged to the app when the app
was published.

Published The status of the app object:

* Not published: The app object is not published to a stream.

* Published: The app object is published to a stream. There are two alternatives: The
app object itself has been published from Qlik Sense, or the app that the app object
belongs to, has been published from Qlik Sense or from the Qlik Management

Console.
Last The date and time when the app object was last modified.
modified
App The name of the app that the app object belongs to.
Stream The name of the stream that the app object belongs to.
Tags The tags that are connected to the app object.
ID The ID of the app object.
Created The date and time when the app object was created.

Modified by By whom the app object was modified.

VA Sort the list ascending or descending. Some columns do not support sorting.

G Type a string to filter on, or, when available, select a predefined value. All rows that match
your filter criteria are displayed. You can filter on multiple columns simultaneously to

narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
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Property Description
Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed. Any
rows that have been filtered out before selecting all rows are disregarded, even if
they were selected. The option Deselect all rows is applied to all rows, including
those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.

Edit Edit the selected app objects. When you do not have update rights for the selected items,
Edit is replaced by View.

View View the selected app objects. When you do not have update rights for the selected items,
Edit is replaced by View.

Delete Delete the selected app objects. If you do not have delete rights for the selected items,

Delete is disabled.

Show more  The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

App object: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.
By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.
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Streams

A stream enables users to read and/or publish apps, sheets, and stories. Users who have publish access to a
stream create the content for that specific stream. The stream access pattern on a Qlik Sense site is
determined by the security rules for each stream. By default, Qlik Sense includes two streams: Everyone and
Monitoring apps.

An app can be published to only one stream. However, if you duplicate the app to create a copy, you can
publish the copy to another stream. Apps can be moved between streams.

In the hub, streams with no apps—either empty streams or streams that do not show apps due to the existing
security rules for a user—will not appear. After you publish an app, move it from another stream, or delete it,
the list of streams will update dynamically and the stream will appear in the hub or be hidden depending on
whether it contains at least one app. Changes outside of the hub, for example in QMC, will not trigger an
update to the stream list in the hub.

All authenticated users have read and publish rights to the Everyone stream and all anonymous
users read-only rights. Three of the predefined admin roles (RootAdmin, ContentAdmin, and
SecurityAdmin), have read and publish rights to the Monitoring apps stream.

It is not recommended to create rules that allow users to edit published apps in streams.

The Streams overview lists all the available streams. The following table presents the available fields and

buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Name The name of the stream.

Owner The stream owner. By default, the creator of the stream.

Tags The tags that are connected to the stream.

Last started The date and time of the last started sync to a cloud environment.

sync

Last The date and time of the last successfully finished sync to a cloud environment.
successfully

finished sync

Sync status The current status of the sync to Qlik Sense.
ID The ID of the stream.
Created The date and time when the stream was created.

Last modified The date and time when the stream was last modified.
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Modified by

<Custom
properties>

VA

Ly

Actions

Q

%

Edit
Delete

0 Create

new

Show more

By whom the stream was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.

Edit the selected streams.
Delete the selected streams.

Create a new stream.

The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.
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Stream: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.

By default, only some of the fields are displayed. You can use the column selector (@) to add fields.

You can adjust the column width by dragging the header border.

Apps

Apps is available from Associated items when you edit streams. The overview contains a list of the apps that

are associated with the selected streams.

Property
Name

Owner
Published
Description
File size (MB)
Last reload
ID

Created

Last modified

Modified by

Custom properties

Associated items properties

Description

The name of the app.

The owner of the app.

The date when the app was published.

The description of the app.

The size of the app.

Date and time when the app was last reloaded.
The ID of the app.

Date and time when the app was created.

Date and time when the app was last modified.
By whom the app was modified.

Custom properties, if any, are listed here.

If you make a selection in the overview and click Edit in the action bar, the app edit page is displayed.

User access

User access is available from Associated items when you edit a resource.

The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Security rules

Security rules is available from Associated items when you edit streams. The overview contains a list of the
security rules that are associated with the selected streams.

The Security rules property group contains the user condition properties.
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User condition properties

Property Description
Name The name of the security rule.
Description The description of what the rule does.

Resource filter

The ID for the rule.

Actions The permitted actions for the rule.

Disabled Status values: Yes or No.

Context The security rule context (QMC, Hub, or Both).

Type The security rule type (Default, Read only, or Custom).
Conditions The security rule conditions.

ID The ID of the security rule.

Created Date and time when the security rule was created.

Last modified

Modified by

Date and time when the security rule was last modified.

By whom the security rule was modified.

If you make a selection in the overview and click Edit in the action bar, the edit security rule page is displayed.

Tasks

Tasks are used to perform a wide variety of operations and can be chained together in just any pattern. The
tasks are handled by the Qlik Sense Scheduler Service (QSS). There are four types of tasks:

* Reload
¢ User synchronization
e External program

¢ Distribution

The Tasks overview lists all the available tasks. The following table presents the available fields and buttons.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Task properties

Field/Button Description

Name The name of the task. Click O’o to display the task chaining summary (only applicable for
reload tasks with a task chain trigger applied).

Associated
resource

The name of the app or the user directory connector that the task is used on.
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Type Type of task:
¢ Reload (for app)
e User synchronization (for user directory connector)
e External program (triggers a third-party program)

¢ Distribution task (triggers app distribution to Qlik Cloud)

Enabled Status values: Yes or No.
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Status The status of the task:

Never started: Task has never been started.

Q

Triggered: A request has been sent to the scheduler to run the task.

2

=/ Started: Task has started.

8 Queued: Task is queued and will be started when preceding tasks have been
processed. Queuing is controlled by the value of Max concurrent reloads, see Editing
schedulers (page 428).

g Abort initiated: Manager scheduler has received the abort request but has not started

processing it.

g Aborting: Manager scheduler has started processing the abort request.
8 Aborted: Task has been aborted.

v/ Success: Task execution was successful.

X Failed: Task has been sent to worker scheduler for execution but failed to complete.
For example, a reload can fail because of missing Read rights to the data connections or
an error in the reload script.

Skipped: Start of the task has been requested, but the task execution has for some

reason not started. For example, the task might not be enabled.
g Retrying: Start of the task failed and a new attempt has started.

X Error: Task has not been successfully sent to worker scheduler for execution and
returned an error. For example, an error can occur when there is no available worker
scheduler to execute the task, or the application is already being updated by another
task.

Reset: State that the manager scheduler sets to tasks during startup, if their current
status is non-terminal, that is, if they have states like Triggered, Started, or Queued,
where execution has not yet ended.

Click 0 to open a summary of the latest reload or user synchronization tasks.

Task status information (page 66)

Last execution The date and time of the last execution of the task. If never executed, no information is
displayed.
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Next The trigger type that starts the next execution of the task:

execution
e On task event trigger: The task execution is initiated by the completion of

another task.
¢ On multiple triggers: The task has more than one trigger applied.

¢ The date and time for the next execution of the task is displayed if the task has a
scheduled trigger applied.

 If the field is empty, no trigger is created for the task.

Tags The tags that are connected to the task.
ID The ID of the task.
Created The date and time when the task was created.

Last modified The date and time when the task was last modified.

Modified by By whom the task was modified.
VA Sort the list ascending or descending. Some columns do not support sorting.
G Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.
Edit Edit the selected task.
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Delete Delete the selected tasks.

Start Start the selected tasks.

Stop Stop the selected tasks.

0 Reload Create a new reload task.

task

0 External Create a new external program task.

program task

GDistribution Create a new distribution task.
task

More actions > Enable the selected tasks.
Enable

More actions > Disable the selected tasks.
Disable

More actions > Duplicate the selected reload task. External program tasks, distribution tasks, or user
Duplicate sync tasks cannot be duplicated.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Task: associated items

The following associated items are available for reload tasks, external program tasks, and distribution tasks.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

User synchronization task: associated items

The following associated items are available for user sync tasks.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.
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Triggers
Triggers is available from Associated items when you edit tasks. The overview contains a list of the triggers
that are associated with the selected tasks.

Triggers
Property Description
Name The trigger name.
Valid from Displays year, date, and time according to the Start values that was entered

when creating the trigger.

Valid until Displays year, date, and time according to the End values that was entered
when creating the trigger.

Schedule Displays the repeat pattern according to the Schedule value that was chosen
when creating the trigger.

Enabled Status values: Yes or No.

ID The ID of the trigger.

Created The date and time when the trigger was created.

Last modified The date and time when the trigger was last modified.
Modified by By whom the trigger was modified.

You can manage the triggers from the overview by making a selection and clicking a button in the action bar.

If you click Edit, the trigger edit page is displayed.

Task status information

On the tasks overview page, in the Status column, each task has an information icon (0) that you can click

to get a summary of the latest task execution. The summary contains the following information.

Task execution summary

Field Description

Task status The status presented in the task status window and the status
column may sometimes differ. Click f,.:j in the task status window
to refresh the status for that specific task, or click ) to the far

right on the tasks overview page to update the status for all tasks.
For a description of the different task statuses, see Tasks (page
61).

Host name The server node that initiated the latest run of the task.
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Date and timestamp The date and time when the task execution steps were performed.
The steps are presented with the latest step first.

In the Task tables execution columns the times take the timezone
difference into account. So this can show different from the

popup.

Task steps performed Description of the task execution step performed.

Reload tasks also have a Download script log button for easy access to the script log. When the button is
dimmed, the sync between the central node and the node with the script log has not been completed.

Users

Users are imported from user directories. Once imported, you can manage user access:

¢ Use the security rules editor to create rules, based on user IDs and names, to provide access to Qlik
Sense.

¢ Assign QMC administrative roles. The roles need to be defined in the security rules page.

You can edit users that are associated with a stream or data connection. Select the stream or data
connection from the Streams overview or Data Connections overview, and click User access under
Associated items. Select the user and click Edit user.

The Users overview lists all the available users. The following table presents the available fields and buttons.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Users

Field/Button Description

Name The name of the user. Clickﬂ to view user information in a separate window.

User directory  The directory that the user is associated with.

User ID The user ID associated with the user.

Admin roles The QMC administration roles associated with the user.

Inactive Status values: Yes or No.

Blocked Status values: Yes or No.

Delete Status values: Yes or No.

prohibited

Removed Status values: Yes or No. When Yes, it is normally because the user has been removed
externally from the user directory.
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Tags The tags that are connected to the user.
ID The ID of the user.
Created The date and time when the user was created.

Last modified The date and time when the user was last modified.
Modified by By whom the user was modified.

<Custom Custom properties, if any, are listed here.
properties>

VA Sort the list ascending or descending. Some columns do not support sorting.

G Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

@ Refresh the page.

Edit Edit the selected users.

Delete Delete the selected users.

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 68



1 Managing a Qlik Sense Enterprise on Windows site

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

User: associated items

The following associated items are available for users.

You can adjust the column width by dragging the header border.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Owned items
Owned items is available from Associated items when you edit users. The overview contains a list of the
resources owned by the selected users.

Resources
Property Description
Name The name of the resource.
Owner The user ID of the user who owns the resource.
Type The type of resource, for example, app or stream.

If you make a selection in the overview and click Edit in the action bar, the edit page for the owned item is
displayed. You can only edit two or more owned items simultaneously if they have the same edit page.

System notifications

The System notifications overview lists all the available system notifications. The following table presents
the available fields and buttons. By default, only some of the fields are displayed. You can use the column

selector (%) to add fields.

System notifications and System notification policies features are available only on Qlik Sense
Enterprise on Windows installations licensed with a signed key. For more information on licenses,
see: Qlik Sense licenses documentation.

System notifications

Field/Button Description
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Title
Message

Application
link

User groups
Users

Last triggered

ID

Created

Last modified
Modified by

Custom
properties

VA

Ly

Actions

Title of the notification.
Text of the notification.

Link to the Qlik Sense app.

List of user groups that receive the system notification.
List of users that receive the system notification.

The date and time of when the notification distribution was last triggered. If never
triggered, no information is displayed.

The ID of the system notification.

The date and time when the notification was created.

The date and time when the notification was last modified.
By whom the notification was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, EY| is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
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%

Edit

Delete

Trigger

0 Create new

Show more

See also:

Refresh the page.

Edit the selected notifications.
Delete the selected notifications.
Trigger the notification distributions.

Create a new system notification.

The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Creating a system notification (page 373)

Editing a system notification (page 374)

Deleting a system notification (page 375)

System notifications policies

The System notifications policies overview lists all the available system notifications policies. The following
table presents the available fields and buttons. By default, only some of the fields are displayed. You can use

the column selector (%) to add fields.

System notifications and System notification policies features are available only on Qlik Sense
Enterprise on Windows installations licensed with a signed key. For more information on licenses,

see: Qlik Sense licenses documentation.

Field/Button
Name
Description

Resource filter

Actions

Disabled

Type

Tags

System notification policies

Description
Name of the policy.
Description of the system notification policy.

Type of resource that the rule applies to. An asterisk (*) indicates that the rule applies to
all resources.

Select Notify to distribute the notification. If Notify is unselected, no information is
displayed.

Status values: Yes or No.
Default or Custom.

Tags connected to the notification.
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Custom
properties

VA

Ly

Actions

Q

o

Edit
Delete
0 Create new

Show more

See also:

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.

Edit the selected notification policy.

Delete the selected notification policy.

Create a new system notification policy.

The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Creating a system notification policy (page 377)

Editing a system notification policy (page 379)

Deleting a system notification policy (page 380)
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Audit

On the QMC audit page, you can query for resources and users, and audit the security rules, load balancing
rules, or license rules that have been defined in the Qlik Sense system.

o PULISS-N TS 7 Auto audit €9 Clearallfilters [ Privileges to audit
m;wge:resomce Streams "| Q =8| users O, =188 Enuimnment| Both in hub and QMC '| K |

jeoE (&)

° * Tran spose

Test User 85
TestUserGlobalal
testuseruni &2
Tomas

Target resource

HTestUserGIoLmlE!lE
HTeslUserUnial
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o | o |Test User 83

[everyone R R R P R P rHE

[Finance rlplclr|rlc|rlelclr|rlclr]rlc|r]pclr|e]c]r]r]c]r]rc]r]r
[Monitoring apps clrlelc|r|rlc|r|r]c|r|r|c|r]Plc|r]p]c|r|e]c|r]r]c|r]P|c|rR]P
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Associated rules Edit resource

Audit page with a query on Streams, with the Heading bar (A) and Audit bar (B) above, and the Action bar (C) below.

Audit page heading bar options

¢ Audit security rules drop-down list: Select the rules to audit: security rules, load balancing rules, or
license rules.

¢ Auto audit: When selected, all changes that are applied on the edit pages for resources, users, or rules
will automatically refresh the audit table. Also, when editing, opening a security rule automatically
generates a preview, if the resource type can be extracted.

¢ Clear all filters: Clear resource selection and user search query. You have to click Audit to update the
grid.

 Privileges to audit: For security rules audits, you can select several different privileges to audit. What
privileges that are available for a particular audit depends on the selected resource. Click S to reset

to the default privileges.
Audit privilege actions

Action Description
C: Create Create resource
R: Read Read resource
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Action

U: Update

D: Delete

E: Export

A: Export data

T: Duplicate

M: Access offline
P: Publish

0: Change owner
B: Load balancing
L: Allow access

V: Approve

Description

Update resource

Delete resource

Export an app

Export app data

Duplicate an app

Access apps offline

Publish a resource to a stream
Change the owner of a resource
Control to which nodes that apps are load balanced
Login access to a resource

Approve promotion of app sheets

Audit page Audit bar options

¢ Audit: Click Audit when you have selected target resource, users, and environment.
¢ Target resource: Select the resource to audit. Resources include the following:
¢ Analytic connections
* Apps
e Content libraries
* Data connections
e App objects
e Streams
¢ Reload tasks
e User synchronization tasks
¢ Users
e Security rules
* Extensions
¢ User directory connectors
¢ Nodes
¢ Login access (only for license rule audit)
License rules audit is always on login access.

* Users: Click Q and use search to reduce the set of users. Auditing a large number of users and

resources requires a lot of server processing and may take some time.
See Searching and filtering in the QMC (page 25) for more information.

¢ Environment: Select the context for the audit.
G: Simulate user environment.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023

74



1 Managing a Qlik Sense Enterprise on Windows site

Simulate the user environment by setting the operating system, browser, and IP address. The available
settings depend on the system setup and which browser headers that are available.

Example:
0S=windows;

IP=10.88.3.35;
Browser= Firefox;

Audit page Action bar options

Associated rules: Click to show the security rules that give access to the user/target combination.
Edit user: Click to edit the selected user.

Edit resource: Click to edit the selected resource.

Edit rule: Click to edit the selected rule. (Only available when an associated rule has been selected.)

Show more: Displayed when the audit generates more than 1000 results, and either users, resource, or
both are unfiltered. When both Target resource and Users are filtered, all results are displayed.

If you do not have editing rights, the Edit user and Edit resource buttons are replaced by
View user and View resource buttons.

Auditing

You can only view users, resources, and rules that you have read access rights to.

When you click Audit, the resulting audit table is displayed. You can pivot the table by clicking Transpose.

All green, yellow, red, or blue cells have rules attached to them:

Green: The rule is valid and in use.
Yellow: The rule is valid but disabled.
Red: The rule is invalid.

Blue: The rule is previewed.

Dimmed values: The audit result is not fully retrieved, for performance reasons. Click Show more to
get more results.

Select a cell and click Associated rules to view the details of the rules. You have also buttons for editing the

user or resource.

Editing security rules, load balancing rules, or license rules

After performing an audit, you can click a cell and then choose to display the associated rules (which can be
selected for editing), or edit the user, resource, or rule. When you edit, an editing pane is displayed to the left
of the of the audit page. The editing pane displays all the properties for the item being edited.

Editing security rules (page 597), Editing load balancing rules (page 518) and Editing a license rule (page 339)
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Security rules

The Qlik Sense system includes an attribute-based security rules engine that uses rules as expressions to
evaluate what type of access users should be granted for a resource.

The Security rules overview lists all the available security rules. The following table presents the available
fields and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to
add fields.

You can adjust the column width by dragging the header border.

Security rules overview

Field/Button Description

Name The name of the rule. Names for generated rules have the following syntax: [resource
type]_[access type]_[resource name]

Description The description of the rule.

Resource filter

The type of resource that the rule applies to. An asterisk (*) indicates that the rule
applies to all resources.

For generated rules, the Resource column includes the ID of the rule.

Disabled Status values: Yes or No.

Context Shows if the rule is for QMC, Hub, or Both.

Type Read only, Default, or Custom.

Tags The tags that are connected to the rule.

Conditions Shows the conditions for the security rule.

ID The security rule ID.

Created The date and time when the security rule was created.

Last modified

Modified by

VA

Ly

The date and time when the security rule was last modified.
By whom the security rule was modified.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, EYl is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
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Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.
Edit Edit the selected security rule.
Delete Delete the selected security rules.

0 Create new Create a new security rule.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

If a resource is deleted, all load balancing rules and security rules associated with that resource are
deleted automatically.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Actions (Basic view)

Select the actions that the user is allowed to perform on the resource. You must specify at least one action.

Access rule descriptions

Action Description
Create Create resource.
Read Read resource.
Update Update resource.
Delete Delete resource.
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Action Description

Export Export an app from Qlik Sense Enterprise into a qvf file.
Duplicate Duplicate an app.

Publish Publish a resource to a stream.

Approve Approve an object belonging to an app.

Change Change the owner of a resource.

owner

Change role Change user role.

Export data  Export data from an object. This includes the following actions:

e "Export as image" for visualizations.
e "Export as PDF" for visualizations.

e "Export data" for visualizations.

* "Export sheet" in the menu.

e "Export story" in storytelling.

You cannot grant access to only a subset of these actions.

You can enable export of data for anonymous users by creating a copy of the
security rule ExportAppData and modifying the copy to only have
resource.HaspPrivilege("read") in Conditions. See Security rules included in
Qlik Sense (page 543).

Access Access apps offline.
offline

Conditions (Advanced view)

Define the resource and/or user conditions that the rule should apply to.

Syntax

resource.resourcetype = <resourcetypevalue> [OPERATOR resource.<property> =
<propertyvalue> [OPERATOR resource.<property> = <propertyvalue> ...]]

A simple condition would only consist of the first part: resource.resourcetype =
<resourcetypevalue>. The succeeding operators, properties, and property values in the example above
are optional.

If you select a resource and a resource condition from the drop-down list in the Basic view, the Conditions
field in the Advanced view is automatically filled in with corresponding code for the selected resource type.
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Conditions are defined using property-value pairs. You are not required to specify resource or user conditions.
In fact, you can leave the Conditions field empty.

The order that you define conditions does not matter. This means that you can define the resources first and
then the user and/or resource conditions or the other way round. However, it is recommended that you are
consistent in the order in which you define resources and conditions as this simplifies troubleshooting.

When using multiple conditions, you can group two conditions by clicking Group. After the conditions have
been grouped, you have the option Ungroup. Additional subgrouping options are Split and Join. The default
operator between conditions is OR. You can change this in the operator drop-down list. Multiple conditions
are grouped so that AND is superior to OR.

To enable synchronization between the Basic and Advanced sections (so called backtracking), extra
parentheses are added to conditions created using the Basic section. Similarly, a user definition with an
empty condition is automatically included in the Conditions text field if you add a resource using the Basic
section. However, if you create your rule using the Advanced section only, and do not need backtracking, you
do not need to follow these conventions.

Arguments
Argument descriptions
Argument Description
resource Implies that the conditions will be applied to a resource.
resourcetype Implies that the conditions will be applied to a resource of the type defined by
the resourcetypevalue.
You can also use predefined functions for conditions to return property values.
resourcetypevalue Value used in the condition to find matches or non-matches, depending on what
operator that is used (=, !=, or like). You must provide at least one resource type
value.
property The property name for the resource condition. See Properties (page 79) for
available names.
propertyvalue The value of the selected property name.
user Implies that the conditions will be applied to a user.
Properties

The following property groups are available.
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General

Property

resource.@<customproperty>

resource.name

resource.id

Description

Custom property associated with the
resource. In the examples,
@Department is the custom property

name.

Name of the resource.

ID of the resource.

Resource user and owner of an object

Property

user.email
owner.email

user.environment.browser

user.environment.context

Description

Email of the user.
Email of the owner.

Session based attribute
for browser. Use the
"like" operator instead
of the "=" operator,
because the browser
data is sent in a format
that includes version
and other details, for
example: "Mozilla/5.0
(Windows NT 6.1;
WOW64; rv:50.0)
Gecko/20100101
Firefox/50.0". You can
use the "=" operator
instead, but then you
need to specify the
whole value.

Session based attribute
for context. (The QMC
has a separate setting
for context.)

General properties descriptions and examples

Example

resource.@epartment

= Finance.
resource.@epartment
= user.userbDirectory

resource.name like "*us*".A
string containing "US" will
match the condition.
resource.id=5dd0dc16-96fd-

4bd0-9a84-62721f0db427 The
resource in this case is an app.

Resource user and owner of an object properties

Example

user.email="user@domain.com"
owner.email="owner@domain.com"

user.environment.browser Tike
"*Firefox*"

user.environment.context="Management
Access"
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Property

user.environment.device

user.environment.ip

user.environment.os

user.environment.secureReque
st

user.environment.[SAML
attribute]

user.environment.[ticket
attribute]

user.environment.[session
attribute]

user.group
owner.group

user.userdirectory
owner.userdirectory

user.userld
owner.userld

user.roles
owner.roles

Description

Session based attribute
for device.

Session based attribute
for IP address.

Session based attribute
for operating system.

Session based attribute
for secureRequest.
Value true - if SSL is
used - otherwise false.

Session based attribute
that is supplied at the
time of authentication,
such as
user.environment.grou

p.

Session based attribute
that is supplied at the
time of authentication,
such as
user.environment.grou

p.

Session based attribute
that is supplied at the
time of authentication,
such as
user.environment.grou

p.

Group that the user
belongs to.

Group that the owner
belongs to.

User directory that the
user belongs to.

User directory that the
owner belongs to.

ID of the user.
ID of the owner.

Roles of the user.
Roles of the owner.

Example

user.environment.device="1iPhone"

Security rules example: Access to stream by IP
address (page 615)

user.environment.os Tike "windows*"

user.environment.secureRequest="true"

user.environment.xxx="<attribute name>"

user.environment.xxx="<attribute name>"

user.environment.xxx="<attribute name>"

user.group=resource.app.stream.@AdminGr
oup
owner.group=@evelopers

user.userdirectory="Employees"
owner.userdirectory="Employees"

user.userId="<userID>"
owner.userId="<owneriID>"

user.roles="AuditAdmin"
owner.roles="SystemAdmin"
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To use the user.environment conditions, you must enable Extended security environment in the

virtual proxy.

See: Virtual proxies (page 159)

Resource app

Property

stream.name

Resource app.object

Property

app.stream.name

app.name

approved

description

objectType

published

Resource app properties

Description

Name of the stream that the app is published to.

Resource app.object properties
Description

Name of the stream that the app object is
published to.

Name of the app that the object is part of.

Indicator of whether the object was part of the
original app when the app was published.
Values: true or false.

Object description.

Possible values:

* app_appscript

e bookmark

¢ dimension

¢ embeddedsnapshot
e genericvariableentry
¢ hiddenbookmark
¢ loadmodel

e masterobject

* measure

¢ odagapplink

¢ sheet

¢ snapshot

e story

Indicator of whether the object is published.
Values: true or false.

Example

stream.name="Finance"

Example

app.stream.name="Test"

app.name="Q3_Report"

resource.approved="true"

resource.description="old"

resource.objectType="sheet"

resource.published="false"
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Resource related to apps such as app.content and reloadtask

Resource related to apps such as app.content and reloadtask properties

Property Description Example
app.stream.name Name of the stream that the app is published to. app.stream.name="Test"
app.name Name of the app. app.name="Q3_Report"

Resource DataConnection
Resource DataConnection properties

Property Description Example

Type Type of data connection. resource.type!="folder"
Possible values:

e OLEDB
e ODBC
e Folder
¢ Internet

e Custom (for all custom connectors)

Resource SystemRule
Resource SystemRule properties

Property Description Example

Category System rule category. resource.category="1icense"

Possible values:

e Security
e License
* Sync
ResourceFilter Resource filter of the rule. resource.resourcefilter matches
"DatacConnection_\w{83}-\w{4}-\w{4}-\w{4}-\w
{123"
RuleContext Context for the rule. resource.rulecontext="BothQlikSenseAndQmc"

Possible values:

¢ BothQlikSenseAndQMC
¢ QlikSenseOnly
e QMCOnly
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Property Description Example

Type Type of rule. resource.type!="custom"
Possible values:

¢ Default
¢ Read only

e Custom

Resource ContentLibrary

Resource ContentLibrary properties

Property Description Example
Type Possible values: resource.type="media"
* media

Resource ServerNodeConfiguration

Resource ServerNodeConfiguration properties

Property Description Example
IsCentral Central node indicator, values: true or false. ~ resource.iscentral="true"
nodePurpose Node purpose: development or production. ~ resource.nodepurpose="production”

Resource UserDirectory
Resource UserDirectory properties

Property Description Example

userDirectoryName Name of the user directory. resource.userDirectoryname="Employees"

Resource UserSyncTask

Resource UserSyncTask properties

Property Description Example

userDirectory.name Name of the resource.userDirectory.name="Employees"
user directory
connector.

userDirectory.userDirectoryName Name of the userDirectory.userdirectoryname="Employees"

user directory.

Resource Widget
Resource Widget properties
Property Description Example
library.name Name of the library that the widget belongs to. resource.library.name="Dev"
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Environment data received from external calls, for example, type of OS or browser, is not secured by

the Qlik Sense system.

Examples and results

Examples and results of Resource filters

Example

Resource filter: App*

Conditions:resource.resourcetype="App" and
(resource.name 1like "*")

Resource filter: App* or App.Object* or Stream*

Conditions:resource.resourcetype="App" or
resource.resourcetype="stream" or
(resource.resourcetype="App.0Object" and
resource.objectType="sheet") and resource.name
Tike "my*"

resource.resourcetype="serverNodeConfiguration"
and (resource.@pepartment="Finance")

resource.resourcetype="serverNodeConfiguration"
and !(resource.@pepartment="Finance")

With Resource filter

= resource.resourcetype="App.Object" and
(((resource.objectType="sheet" or
resource.objectType="story")) and
((user.name="Myname")))

With Resource filter=stream_*

user.@pepartment="Finance" and !user.IsAnonymous

O

With Resource filter==*

and Conditions field empty

Result

The rule will apply to all apps.

The same rule can be defined by
simply setting the Resource field to
App* and leaving the Conditions
field empty.

The rule will apply to all apps, streams and
sheets that have names beginning with "My".

The rule will apply to all nodes with the
custom property Department set to Finance.

The rule will apply to all nodes except the
nodes with custom property Department set to
Finance.

The rule will apply to all apps, sheets, stories
and the user with the name MyName.

The rule will apply to all streams and users
with the custom property Department set to
Finance given that the user is not logged in as
anonymous.

This rule will apply to all resources and all
users.
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Example Result

user.name="MyUserName" The rule will apply to the user with the user
name MyUserName.

Try as much as possible not to
create rules that apply to
individuals. Use group
memberships, user roles or custom
properties to apply rules to groups
of users.

user.group="DL-MyDepartment" The rule will apply to all members of the
distribution group MyDepartment.

user.@Department="Sales" The rule will apply to all users with the custom
property @Department set to Sales.

user.roles="Developer" The access rights defined in the Resource,
Conditions and Actions field will be applied to
the user role Developer. This role will now be
available from the Roles drop-down list in the
User edit page.

resource.resourcetype="App" and The user.role can also be used together with

resource.name="My*" and user.role="QlikSenseAdmin’ an operator to specify that the rule applies if

the user has the specified user role.

user.environment.os="Windows" The rule will be applied to all external
environments with operating system
= Windows.

Resource filter (Advanced view)

A mandatory definition of the types of resources that the security rule applies to.

Syntax

resourcetypel[*] [ *][, resourcetype2[*][ *], ...]

If you select a resource from the Create rule from template list in the Identification section, the Resource
filter field in the Basic section is automatically filled in with the selected resource. The optional underscore
and asterisk ('_*') are added by default. Selections made in the rule wizard drop-down lists in the Basic
section are automatically added to the Conditions box in the Advanced section.
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Arguments
Arguments

Argument Description

resourcetypel Required. You must enter at least one resource type name.

* Optional wildcard. If included the rule will apply to all resource types beginning with
the specified text. For example, App* will apply the rule to all resource types beginning
with "App", that is to say, all resources of type App and App.Object.

If omitted the security rule will apply to resource types with the exact name specified in
the Resource field. You must supply the GUID or template for GUIDs for the rule to work.
Cannot be used in conjunction with '_*' option.

_ Optional wildcard. If included the rule will apply to all resources of the type specified.
For example, App_* will apply the rule to all apps. Similarly, App.Object_* will apply
the rule to all app objects.

If omitted the security rule will apply to resource types with the exact name specified in
the Resource field. You must supply the GUID or template for GUIDs for the rule to work.
Cannot be used in conjunction with the "*' option.
Properties
Security rule properties

Property Security rule will be applied to

App Apps

App.Object Objects

ContentLibrary
DataConnection
Extension

ReloadTask
ServerNodeConfiguration
Stream

SystemRule

User

UserDirectory

UserSyncTask

The Objects' objectTypes, for example: sheet, story, bookmark, measure or

dimension.

Content libraries

Data connections

Extensions

Reload tasks

The configuration of Qlik Sense nodes
Streams

Security rules

Users

User directory connectors

User synchronization tasks
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Examples and results

Examples and results

Example
App*
App_:’:

App*, Streams*, App.Object*
resource.resourcetype="App.0Object" and
(((resource.objectType="sheet")))

Stream_88ee46c6-5e9a-41a7-a6ba-
£5d8995454ec

stream_\w{8}-\w{4}-\w{4}-\w{4}-\w{12}

Select App from the Resource drop-down list.

Custom properties

Result
The rule will apply to apps and app objects.
The rule will apply to apps only.

The rule will apply to apps, streams and sheets.

You can leave out App.Object* ... in this
example as App* will apply the rule to both
apps and sheets.

The rule will apply to the stream with the specified
GUID.

The rule will apply to all existing streams.
The following texts appear in the Advanced view:

Resource*aApp*

Conditions*resource. resourcetype="App" and ( )

If you don't enter a resource or a user
condition inside the brackets, the security
rule will by default apply to all apps and all
users.

You create a custom property to be able to use your own values in the security rules. You define one or more

values for the custom property, and use these in the security rule for a resource.

The QMC checks for custom property changes every 20 seconds.
The Custom properties overview lists all the available custom properties. The following table presents the
available fields and buttons. By default, only some of the fields are displayed. You can use the column selector

E8) to add fields.

You can adjust the column width by dragging the header border.

Custom properties

Property name Description
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Name
Description
Resource types
ID

Created

Last modified

Modified by

VA

Ly

Actions

E:

Edit
Delete
0 Create new

Show more

Name of the custom property, defined from the QMC.
Description of the rule. Optional.

Resource types that the custom property is available for.
Customer property ID.

Date and time when the custom property was created.

Date and time when the custom property was last modified.
By whom the custom property was modified.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.
Edit the selected custom property.
Delete the selected custom properties.

Create a new custom property.

The overview shows a set number of items, by default. To show more items, scroll to
the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold

down Ctrl while clicking the items, or drag over the items.
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License management

There are two license models: the serial and control number and the signed license key. These models define
the terms of your license and the access types that you can allocate to users. With a signed license key, you
need internet access (direct or through a proxy) to access the cloud-based license backend, for user
assignments, analytic time consumption, and product activations.

There are two major license types: one based on access types, and one based on tokens.

e Access types licenses are the Professional and Analyzer Users licenses (user-based) and Analyzer
Capacity licenses (capacity-based). With a Professional and Analyzer Users license you can allocate
professional access and analyzer access. With an Analyzer Capacity license you can allocate analyzer
capacity access, where consumption is time based (analyzer time).

¢ With a Qlik Sense Token license you use tokens to allocate access passes to users. You can allocate
user access and login access.

An access type allows users to access the hub and apps within a Qlik Sense Enterprise on Windows site.

If you want to set up Qlik Sense Enterprise Saas, please contact your Qlik representative or Qlik
Support to obtain a valid license for the setup.

¢ The License usage summary page displays the distribution of the different access types.

¢ The Professional access allocations page displays an overview and you can allocate, deallocate, or
reinstate professional access for users.

¢ The Professional access rules page displays an overview and you can edit, delete, or create new
professional access rules. The professional access rules are used to automatically allocate professional
access.

¢ The Analyzer access allocations page displays an overview and you can allocate, deallocate, or
reinstate analyzer access for users.

e The Analyzer access rules page displays an overview and you can edit, delete, or create new analyzer
access rules. The analyzer access rules are used to automatically allocate analyzer access.

¢ The Analyzer capacity rules page displays an overview and you can edit, delete, or create new
analyzer capacity rules. The analyzer capacity rules are used to automatically allocate analyzer
capacity access.

¢ The User access allocations page displays an overview and you can allocate, deallocate, or reinstate
user access for users.

e The User access rules page displays an overview and you can edit, delete, or create new user access
rules. The user access rules are used to automatically allocate user access.

¢ The Login access rules page displays an overview and you can edit, delete, or create new login access

rules.

¢ The Site license page is where you activate, or apply changes to, the LEF.
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Professional access allocations

Professional access is allocated to an identified user to allow the user to access streams and apps within a
Qlik Sense site. The professional access is intended for users who need access to all features in a Qlik Sense
installation. A user with professional access can create, edit, and publish sheets or apps, and make full use of
the available features, including administration of a Qlik Sense site.

For Qlik Sense installations licensed with a serial and control number, if you remove professional access
allocation from a user, the access type is put in quarantine, if it has been used within the last seven days. If it
has not been used within the last seven days, the professional access is released immediately. You can
reinstate quarantined professional access, to the same user, within seven days.

The maximum number of parallel user connections for a single user of this type of access pass is five (5).If you
use a license with a signed license key, accessing the QMC also counts and adds to the maximum number of
parallel sessions, which is five. To avoid unnecessary session consumption, the root admin should not be
allocated any type of access.

When a user with the maximum number of parallel user connections ends a connection (for example, by
logging out) five minutes must pass before the user can use the access pass to add another connection (for
example, by logging in).

Read more under Status.

The Professional access allocations overview lists all users with professional access. The following table
presents the available fields and buttons. By default, only some of the fields are displayed. You can use the

column selector (@) to add fields.

You can adjust the column width by dragging the header border.

Profession access allocations properties

Field Details

Name Name of the user with an allocated (or quarantined) professional access.

Deleted user is displayed if the user is deleted but is still in quarantine. When the
quarantine period is over, the deleted user is removed from the overview.

User directory User directory that the user is imported from.
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Field Details

Status Status of the professional access:

Allocated means that professional access is allocated to the identified user and the
user can access the hub and apps.

Quarantined (only in licenses with serial number) means the following:

¢ The user cannot access streams and apps on the hub.

¢ Professional access was previously allocated to the user and thereafter
deallocated.

¢ During the quarantine period, professional access can be reinstated to the
original user.

Excluded is displayed when you use a license with a signed license key and the
number of allocated assignments is larger than defined by the license. In this case,
the most recently assigned users are excluded until the number of allocations
matches the number defined by the license. If more access allocations are made
available, or if the admin removes access for others, access is re-allocated to
excluded users. Exclusion can occur, for example, when the number of assignments
in the license is reduced.

Last used Date and time when the user accessed the hub.

If you use a license with a signed license key, accessing the QMC also counts and
adds to the maximum number of parallel sessions, which is five. To avoid
unnecessary session consumption, the root admin should not be allocated any type

of access.
ID User access ID.
Created Date and time when the professional access was created.
Last modified Date and time when the professional access was last modified.
Modified by By whom the professional access was modified.
VA Sort the list ascending or descending. Some columns do not support sorting.
B Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns
simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 92



1 Managing a Qlik Sense Enterprise on Windows site

Field Details
Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.
The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.
% Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.

Deallocate Deallocate professional access from the selected users.

Reinstate Reinstate professional access to the selected users, when quarantined.

0Allocate Allocate professional access to an identified user.

Show more The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Professional access rules

A professional access rule defines which users who will automatically be assigned professional access when
logging in.

The Professional access rules overview lists all professional access rules. The following table presents the
available fields and buttons. By default, only some of the fields are displayed. You can use the column selector

E8) to add fields.

You can adjust the column width by dragging the header border.

Professional access rules fields

Field Description

Name Name of the professional access rule.
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Field Description

Description Description of the professional access rule.

Resource filter Type of resource that the professional access rule applies to.

Disabled Status values: Yes or No.

Type Professional access rule type.

Conditions A definition of the resource and/or users that needs to be met for the rule to apply.
Context Specifies in which context the professional access rule applies: Hub, QMC, or Both.
ID Professional access rule ID.

Created Date and time when the professional access rule was created.

Last modified Date and time when the professional access rule was last modified.

Modified by By whom the professional access rule was modified.

VA Sort the list ascending or descending. Some columns do not support sorting.

G Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns
simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.

Edit Edit the selected professional access rule.
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Field Description

Delete Delete the selected professional access rules.

0Create new Create a new professional access rule.

Show more The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Analyzer access allocations

Analyzer access is allocated to an identified user to allow the user to access streams and apps in the hub. The
analyzer access is intended for users who consume sheets and apps created by others. A user with analyzer
access cannot create, edit, or publish sheets or apps, but can create and publish stories, bookmarks and
snapshots based on data in apps. The user can also create bookmarks, print objects, stories, and sheets, and
export data from an object to Excel.

For Qlik Sense installations licensed with a serial and control number, if you remove analyzer access
allocation from a user, the access type is put in quarantine, if it has been used within the last seven days. If it
has not been used within the last seven days, the analyzer access is released immediately. You can reinstate
quarantined analyzer access, to the same user, within seven days.

The maximum number of parallel user connections for a single user of this type of access pass is five (5).When
a user with the maximum number of parallel user connections ends a connection (for example, by logging out)
five minutes must pass before the user can use the access pass to add another connection (for example, by

logging in).
Read more about excluded under Status.

The Analyzer access allocations overview lists all users with analyzer access. The following table presents the
available fields and buttons. By default, only some of the fields are displayed. You can use the column selector

) to add fields.

You can adjust the column width by dragging the header border.

Analyzer access allocation properties

Property Description

Name Name of the user with an allocated (or quarantined) analyzer access.

Deleted user is displayed if the user is deleted but is still in quarantine. When the
quarantine period is over, the deleted user is removed from the overview.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 95



1 Managing a Qlik Sense Enterprise on Windows site

Property Description

User User directory that the user is imported from.
directory

Status Status of the analyzer access:

Allocated means that analyzer access is allocated to the identified user and the user can
access the hub and apps.

Quarantined means the following:

e The user cannot access streams and apps on the hub.
e Analyzer access was previously allocated to the user and thereafter deallocated.

e During the quarantine period, analyzer access can be reinstated to the original user.

Excluded is displayed when you use a license with a signed license key and the number of
allocated assignments is larger than defined by the license. In this case, the most recently
assigned users are excluded until the number of allocations matches the number defined
by the license. If more access allocations are made available, or if the admin removes
access for others, access is re-allocated to excluded users. Exclusion can occur, for
example, when the number of assignments in the license is reduced.

Last used Date and time when the user accessed the hub.

ID User access ID.

Created Date and time when the analyzer access was created.

Last Date and time when the analyzer access was last modified.
modified

Modified by By whom the analyzer access was modified.

VA Sort the list ascending or descending. Some columns do not support sorting.

B Type a string to filter on, or, when available, select a predefined value. All rows that match
your filter criteria are displayed. You can filter on multiple columns simultaneously to

narrow your search. If a filter is applied to a column,EYI is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
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Property Description
Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
fﬂ

-y Refresh the page.
Deallocate Deallocate analyzer access from the selected users.
Reinstate Reinstate analyzer access to the selected users, when quarantined.

0 Allocate Allocate analyzer access to an identified user.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Analyzer access rules

An analyzer access rule defines which users who will automatically be assigned analyzer access when logging
in.

The Analyzer access rules overview lists all analyzer access rules. The following table presents the available

fields and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to
add fields.

You can adjust the column width by dragging the header border.

Analyzer access rule properties

Property Description

Name Name of the analyzer access rule.
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Property Description

Description Description of the analyzer access rule.

Resource Type of resource that the analyzer access rule applies to.

filter

Disabled Status values: Yes or No.

Type Analyzer access rule type.

Conditions A definition of the resource and/or users that needs to be met for the rule to apply.
Context Specifies in which context the user access rule applies: Hub, QMC, or Both.

ID Analyzer access rule ID.

Created Date and time when the analyzer access rule was created.

Last modified Date and time when the analyzer access rule was last modified.

Modified by By whom the analyzer access rule was modified.
VA Sort the list ascending or descending. Some columns do not support sorting.
G Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column,G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.

Edit Edit the selected analyzer access rule.
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Property Description

Delete Delete the selected analyzer access rules.

9 Create Create a new analyzer access rule.

new

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Analyzer capacity license

Analyzer capacity is a consumption-based license type, which is like analyzer access regarding available
features. Users can access streams and apps in the hub and consume sheets and apps created by others.
Analyzer capacity access allows users to create stories, bookmarks, and snapshots based on data in apps.
Creating, editing, or publishing sheets or apps is not possible.

With an analyzer capacity license, you subscribe to analyzer time, a defined number of minutes per month
(calendar date). These minutes are shared between users and can be consumed by anyone who is part of the
user group, including anonymous users. Consumption is measured in units of six minutes. For each new six-
minute period, a unit is consumed.

Analyzer capacity consumption

Analyzer capacity consumption is initiated when there is activity between the user and the Qlik Sense app.
Idle time, when an app is visible but not used, will not consume additional time.

The following interactions are examples of activity between the user and Qlik Sense:

e When you open an app.

¢ When you make a selection in the app. For example, using Insight Advisor Chat or data profiling in the
Data Catalog.

* When you navigate to a new sheet.

¢ When you reload the app or a scheduled reload takes place.

One unit of consumption is six minutes. When six minutes have passed, if there is any user activity with the
app, a new six minute unit is consumed. If there is no activity within six minutes then you will be considered
idle and no units will be consumed.

Unit consumption continues for as long as you are active. If you are active for 26 minutes, five units (30
minutes) are consumed. Analyzer capacity may be consumed when background services run. However, when
a scheduled reload occurs in an app to which a user is connected, an additional unit is consumed - if there is
not already an ongoing unit consumption.
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The following diagrams show how consumption of Analyzer capacity is measured and when units are
consumed.

Diagram of capacity consumption using one unit.

Each of these scenarios uses exactly 6 minutes

elapsed
minutes Mlnute
N 2 oLl ol a e e L L Lz s L s s

\
open app —»“““Wﬁ«—close app  * all activity contdined in first 6-minute block
mn- * all activity contained in first 6-minute block
m----@ * all activity contained in first 6-mihute block

mlln-ll---------- —

*only (1) 6- mlnute block with any requests

Diagram of capacity consumption using multiple units.

These scenarios use either 12, 18 or 24 minutes
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distinct 6-min blocks

* (24 minutes) Activity in four distinct 6-
min blocks

There is a key difference in how Qlik Sense Enterprise Client-Managed and Qlik Sense Enterprise SaaS
calculate Analyzer capacity usage. Qlik Sense Enterprise Client-Managed uses the number of devices as part of
the assessment for Analyzer capacity usage. Qlik Sense Enterprise SaaS uses the number of open apps as part

of the assessment for Analyzer capacity usage. The following tables show some examples of how this is
calculated:
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Units consumed by device

Examples - apps and devices Qlik Sense Enterprise Client-Managed
1 Qlik Sense application - 1 device 1 unit

2 Qlik Sense applications - 1 device 1 unit

3 Qlik Sense applications - 2 devices 2 units

5 Qlik Sense applications - 2 devices 2 units

A device is defined as a separate device such as a laptop or mobile device. This could also include a
second browser.

Units consumed by time

Example - apps and time Qlik Sense Enterprise Client-Managed
1 Qlik Sense application - 6 minutes of activity 1 unit

1 Qlik Sense applications - 14 minutes of activity 3 units

2 Qlik Sense applications - 6 minutes of activity 1 unit

2 Qlik Sense applications - 14 minutes of activity 3 units

Analyzer capacity overage

When all of your Analyzer capacity has been consumed for the month, users who use Analyzer capacity to
access Qlik Sense are denied access. Analyzer capacity consumption resets at the start of every month.

Analyzer capacity overage allows customers to consume more than their monthly entitlement to avoid having
users locked out due to unexpectedly high usage. Analyzer capacity overage can be enabled by adding it to
your subscription. The default is to match overage packs with the number of Analyzer capacity packs but this
can be adjusted as needed.

Monitoring Analyzer capacity consumption
With a Qlik Sense Enterprise Client-Managed system, you can monitor Analyzer capacity consumption using
the following:

¢ The License Management Usage Summary tab in the Qlik Management Console
¢ The Usage Snapshot tab in the License Monitor app

¢ The Unified License History tab in the License Monitor app. Use this tab to see individual user
consumption.

Summary Analyzer capacity access
¢ The same features available as with Analyzer access.
* Assigned to a group of users, including anonymous users.
¢ Monthly subscription to a defined amount of minutes.
e Consumption in 6 minute blocks.

* Overage can be added to subscription.
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Access details for users with analyzer or professional access

Analyzer access is allocated to users who consume sheets and apps created by others.
Professional access is allocated to users who need access to all features in a Qlik Sense
installation. The following tables detail what a user with analyzer or professional access can do
in different areas in the hub based on access type.

App
Hub Everyone stream (or other
Hub - Work . stream with the same
Published e
availability)
Action Analyzer Professional Professional Analyzer Professional
Create app . v F ! F ! .
Duplicate app F v v - v
Open apps and v v v v v
analyze
Open app without v v v v v
data
Delete app F ! v o o F !
Manage app 4 v v F Y v
properties
Export (download) F ! v & & Y
app
Import (upload) F 4 v A A F 4
app
Publish app F v - - F
Republish app A v - - A
(replace existing
app)
Add app to v v v v v
Favorites
Remove app from v v v v v
Favorites
Open app details v v v v v
Move app . F . v F . v
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You can only open your own unpublished apps without data. You can only open apps in qvf format
without data, not documents in qvw format.

Sheet and visualizations

Everyone stream (or other

Hub -
Hub - Work " . stream with the same
Published o
availability)
Action Analyzer Professional Professional Analyzer Professional
Open public sheets ® v v ' v
Create sheet " v v *® v
Copy sheet F v v F v
Delete sheet F ! v 4 b4 s
Duplicate sheet " v v *® v
Edit sheet 4 v " o %
List sheets % v v v v
Unapprove sheet " % v * v
Use smart search % v Vv vy v
Make selections " v v e v
Step backwards / % v v v v
forwards
in selections
Clear all selections o v v + v
from a
specified field.
Clear all selections o v v + v
in all states
in the app.
Optionally,
overwrite locked
selections.
Clear selections v v v v

from all fields
except the
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one specified.
Optionally,
overwrite locked

selections.

Lock and unlock all " v v " v
selections in the

app

Lock a specified o v v ' v
field

Unlock a specified " v v v v
field

Select possible / " v v ' v

alternative /
excluded values

Visualization - More menu

Everyone stream (or other

Hub -
Hub - Work " . stream with the same
Published P,
availability)
Action Analyzer Professional Professional Analyzer Professional
View full screen F e v v v v
Open exploration F. A v v v v
menu and make
edits
Monitor in hub F e v ot ot ot
Add to master X v ! . v
items
Share (embed) e v v v v
Take snapshot F 4 v v v v
Open snapshot F A v v
library
Download as Image F 4 v v v v
/ PDF / Data
Visualization - Edit mode
Hub - Everyone stream (or other stream
Hub - Work . . o
Published with the same availability)
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Action Analyzer Professional Professional Analyzer Professional

Add to A \/ Y A .
master items

Cut F.A v F i )
Copy b4 v b b4 bt
Delete A v Y A .

Insight advisor

Hub - Everyone stream (or other stream
Hub - Work . . o
Published with the same availability)
Action Analyzer Professional Professional Analyzer Professional
Use Insight ~ v v v v
Advisor
Storytelling
Hub Everyone stream (or other
u -
Hub - Work . stream with the same
Published o e
availability)

Action Analyzer Professional Professional Analyzer Professional
Create story - v v v v
Publish story F v v
Duplicate story A v v v .
Delete story F ! v v v v
Export story to . v ! v .
PowerPoint / PDF
Download story as F ! o v o v
PowerPoint / PDF

Bookmarks
Hub Everyone stream (or other
u -
Hub - Work . stream with the same
Published .
availability)
Action Analyzer Professional Professional Analyzer Professional
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Create bookmarks o v + + v
Delete bookmarks o v ' 4 v
Open public % v v v v
bookmarks

See public " v v v v
bookmark details

Copy public % o v v %
bookmarks

Apply bookmark: % ' v v 4

Apply a selection
that is defined in
a bookmark.

You can open the QMC with analyzer access, but you have no access to any sections.

Analyzer capacity rules

An analyzer capacity rule defines which users are automatically assigned analyzer capacity access when
logging in.

The Analyzer capacity rules overview lists all analyzer capacity rules. The following table presents the
available fields and buttons. By default, only some of the fields are displayed. You can use the column selector

E) to add fields.

You can adjust the column width by dragging the header border.

Analyzer capacity rule fields

Property Description
Name Name of the analyzer capacity rule.
Description Description of the analyzer capacity rule.
Resource Type of resource that the analyzer capacity rule applies to.
filter
Defining resource filters (page 575)
Disabled Status values: Yes or No.
Type Analyzer capacity rule type.
Conditions A definition of the resource and/or users that needs to be met for the rule to apply.
Context Specifies in which context the user access rule applies: Hub, QMC, or Both.
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Property Description
ID Analyzer capacity rule ID.
Created Date and time when the analyzer capacity rule was created.

Last modified Date and time when the analyzer capacity rule was last modified.

Modified by By whom the analyzer capacity rule was modified.
VA Sort the list ascending or descending. Some columns do not support sorting.
|:7' Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column,G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.

Edit Edit the selected analyzer capacity rule.

Delete Delete the selected analyzer capacity rules.

0 Create Create a new analyzer capacity rule.

new

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.
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User access allocations

You allocate user access to an identified user to allow the user to access the streams and the apps within a
Qlik Sense site. There is a direct relationship between the access type (user access) and the user. If you
deallocate user access from a user, the access type is put in quarantine if it has been used within the last
seven days. If it has not been used within the last seven days, the user access is removed and the tokens are
released immediately. You can reinstate quarantined user access, to the same user, within seven days. Then
the user is given access again without using more tokens.

The User access allocations overview lists all users with user access. The following table presents the
available fields and buttons. By default, only some of the fields are displayed. You can use the column selector

E8) to add fields.

You can adjust the column width by dragging the header border.

User access allocation properties

Name The name of the user with an allocated (or quarantined) user access.

Deleted user is displayed if the user is deleted but is still in quarantine. When the
quarantine period is over, the deleted user is removed from the overview.

User directory The user directory that the user is imported from.

Status The status of the user access:

Allocated means that user access is allocated to the identified user and the user can
access the hub and apps.

Quarantined means the following:

¢ The user cannot access streams and apps on the hub.
e User access was previously allocated to the user and thereafter deallocated.

¢ The token is not available for new allocation until the end of the quarantine
period (seven days).

* During the quarantine period, user access can be reinstated to the original

user.
Last used The date and time when the user accessed the hub.
ID The user access ID.
Created The date and time when the user access was created.
Last modified The date and time when the user access was last modified.
Modified by By whom the user access was modified.
VA Sort the list ascending or descending. Some columns do not support sorting.
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Ly

Actions

Q

%

Deallocate

Reinstate
G}Allocate

Show more

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.

Deallocate user access from the selected users.
Reinstate user access to the selected users, when quarantined.

Allocate user access to an identified user.
The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

User access rules

A user access rule defines which users that will automatically be assigned user access when logging in.

The User access rules overview lists all user access rules. The following table presents the available fields and

buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add fields.
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You can adjust the column width by dragging the header border.

User access rule properties

Property Description

Name The name of the user access rule.

Description The description of the user access rule.

Resource filter The type of resource that the user access rule applies to.

Disabled Status values: Yes or No.

Type The user access rule type.

Conditions A definition of the resource and/or users that needs to be met for the rule to apply.
Context Specifies in which context the user access rule applies: Hub, QMC, or Both.

ID The user access rule ID.

Created The date and time when the user access rule was created.

Last modified The date and time when the user access rule was last modified.

Modified by By whom the user access rule was modified.

VA Sort the list ascending or descending. Some columns do not support sorting.

G Type a string to filter on, or, when available, select a predefined value. All rows that

match your filter criteria are displayed. You can filter on multiple columns
simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.
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Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.

Edit Edit the selected user access rule.

Delete Delete the selected user access rules.

0Create new Create a new user access rule.

Show more The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

User access rules: associated item

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Login access rules

One token equals a predefined amount of login access passes. The login access allows a user to access
streams and apps for a predefined amount of time. This means that a single user may use several login access
passes within a day. You create security rules specifying which users the login access is available for.

When you delete a login access (group), tokens are released immediately if the login access contains enough
unused login access passes. The number of tokens that are released is dependent on the number of used login
access passes. Used login access passes are not released until 28 days after last use. For example: If you
allocated tokens giving 1000 login access passes to a group, they cannot use more than 1000 login access
passes over 28 days. Also, if 100 login access passes are consumed on day 1, the 100 are available again on
day 29. If no access passes are in use then all tokens assigned to the login access instance will be released
when it is deleted.

App reloads will extend the session and consume access passes also when the app is not actively
used. If a browser page is open with an app, app reloads will result in additional access pass
consumption.

The Login access rules overview lists all login access rules. The following table presents the available fields
and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add
fields.
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Property
Name

Allocated tokens

Used login access
passes

Remaining login access
passes

ID
Created
Last modified

Modified by

VA

Ly

Actions

Q

Login access group properties

Descriptions
The name of the login access group.

The number of tokens that are allocated to the login access group, providing a
number of access passes.

The number of access passes that have been used, when users from the group
have logged in to the hub.

The number of access passes that are available for users in the group, for logins
to the hub.

The ID of the login access group.

The date and time when the login access group was created.

The date and time when the login access group was last modified.
By whom the login access group was modified.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows
that match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear
filters and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and
toggling wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all
rows are disregarded, even if they were selected. The option Deselect
all rows is applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to

reset to the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.
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Property Descriptions

Edit Edit the selected login access group.

Delete Delete the selected login access groups.

0Create new Create a new login access group.

Show more The overview shows a set number of items, by default. To show more items,

scroll to the end of the list and click Show more. Searching, sorting, and
filtering of items is always done on the full database list of items, not only the
items that are displayed.

Login access rules: associated items

The Login access rules overview lists all associated items for the login access rules. The following table
presents the available fields and buttons. By default, only some of the fields are displayed. You can use the

column selector (%) to add fields.
You can adjust the column width by dragging the header border.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

License rules

The property group License rules contains the properties for the login access rule.

License rule properties

Property name Description

Name The name of the license rule.

Description A description of the rule purpose.

Resource filter The resource filter for the rule.

Actions The allowed actions for the license rule.
Disabled Status values: Yes or No.

Context The context for the license rule (QMC, Hub, or Both).
Type The license rule type.

Conditions The license rule conditions.

ID The ID of the license rule.

Created Date and time when the license rule was created.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 113



1 Managing a Qlik Sense Enterprise on Windows site

Property name Description
Last modified Date and time when the license rule was last modified.
Modified by By whom the license rule was modified.

If you make a selection in the overview and click Edit in the action bar, the login access rule edit page is
displayed.
Site license

Before you can begin working with the Qlik Management Console (QMC), you need to enter your license
information. If the license information has expired, you need to update it.

You have two options when entering your license, you either use a serial number and a control number, or a
signed license key. The analyzer capacity license requires a signed license key.

With a signed license key, you need internet access (direct or through a proxy) to access the cloud-based
license backend, for user assignments, analytic time consumption, and product activations.

With a signed license key, license information can be viewed in the QMC after the license key is
entered and saved using Apply.

The License Enabler File (LEF) determines the number of available tokens for a Qlik Sense site. The access
types determine the access pattern within a Qlik Sense site. Allocating access types to users reduces the
number of available tokens.

The property group Site license contains properties related to the license for the Qlik Sense system. All fields
are mandatory and must not be empty.

Site licence properties
Property name Description
Owner name The user name of the Qlik Sense product owner.

Owner organization = The name of the organization that the Qlik Sense product owner is a member of.

Serial number The serial number assigned to the Qlik Sense software.

Control number The control number assigned to the Qlik Sense software.

LEF access The License Enabler File (LEF) assigned to the Qlik Sense software.
Extensions

Extensions can be several different things: A widget library, a custom theme, or a visualization extension, used
to visualize data, for example, in an interactive map where you can select different regions.

The Extensions overview lists all the available extensions. The following table presents the available fields
and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add
fields.
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You can adjust the column width by dragging the header border.

Field

Name

Owner

Tags

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Actions

Q

Extension fields

Description

The extension name, defined from the QMC.

The extension owner, by default the user who uploaded the extension.
The tags that are connected to the extension.

The ID of the extension.

The date and time when the extension was created.

The date and time when the extension was last modified.

By whom the extension was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column, B is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.
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Field Description

Edit Edit the selected extensions.
Delete Delete the selected extensions.
almport Import a new extension.

If you import an extension that already exists in QMC, when prompted, replace

the existing file with the new one by clicking Replace, or click X to cancel.
Export Export an extension.

When you export an app, extensions are not included in the export. This may
result in some visualizations not being rendered when moving apps between
different instances of Qlik Sense. The extensions can be obtained from the
shared folder given during the installation, for example:
\\<domain>\QlikShare\StaticContent\Extensions.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Extension: associated items

The tables in this document show the fields available for the Contents and Security rules property groups.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.
You can adjust the column width by dragging the header border.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Security rules

Security rules is available from Associated items when you edit extensions. The overview contains a list of
the security rules that are associated with the selected extensions.

The Security rules property group contains the user condition properties.
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User condition properties

Property Description
Name The name of the security rule.
Description The description of what the rule does.

Resource filter

The ID for the rule.

Actions The permitted actions for the rule.

Disabled Status values: Yes or No.

Context The security rule context (QMC, Hub, or Both).

Type The security rule type (Default, Read only, or Custom).
Conditions The security rule conditions.

ID The ID of the security rule.

Created Date and time when the security rule was created.

Last modified

Modified by

Date and time when the security rule was last modified.

By whom the security rule was modified.

If you make a selection in the overview and click Edit in the action bar, the edit security rule page is displayed.

Tags

You create tags and apply them to resources to be able to search and manage the environment efficiently

from the resource overview pages in the QMC.

The Tags overview lists all the available tags. The following table presents the available fields and buttons. By

default, only some of the fields are displayed. You can use the column selector (@) to add fields.

You can adjust the column width by dragging the header border.

Tags properties

Field/Button Description

Name The name of the QMC tag.

Occurrences The number of resources that the tag is connected to.
ID The ID of the tag.

Created The date and time when the tag was created.

Last modified  The date and time when the tag was last modified.

Modified by By whom the tag was modified.

VA Sort the list ascending or descending. Some columns do not support sorting.
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G Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
fﬂ

%y Refresh the page.
Edit Edit the selected tags.
Delete Delete the selected tags.

9 Create new Create a new tag.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

On-demand apps

On-demand apps are generated in the Qlik Sense hub from navigation links that connect selection apps to
template apps. Selection and template apps can also be published to streams from the QMC or from the Qlik
Sense hub. Generated on-demand apps can also be published from the QMC or the Qlik Sense hub.

You can adjust the column width by dragging the header border.
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On-demand app service properties

Selection and template apps can be created without the On-demand app service being enabled, but the
service must be enabled to create navigation links and generate on-demand apps. The following properties of
the On-demand app service can be managed:

Property descriptions

Property Description
Enable on- Enables and disables the On-demand app service. The service is disabled by default.
demand app

When the service is switched from enabled to disabled, any pending requests to

service
generate on-demand apps are allowed to finish. But once the service has been disabled,
no new requests to generate apps will be accepted.

Enable With dynamic views you can refresh charts from within your analytic tool environment.

dynamic views The on-demand app service must be turned on to enable dynamic views.

Turn on dynamic views to allow app sheets to contain charts that are loaded from data
sources on-demand.

If you have apps whose sheets contain charts based on dynamic views and the Dynamic
views setting is disabled for the tenant, the apps will continue to function with the
following limitations:

¢ All dynamic charts appear dimmed (and without data) to indicate that the
dynamic view functionality has been disabled.

¢ The sheet editor does not expose the dynamic view assets.

All charts and features not related to dynamic views will continue to function normally.
Logging level Specifies the level of detail written to the service log file.

Number of Specifies the number of apps the service can generate at one time. The default is 1 and
apps that can the maximum is 10.

be generated
This setting affects the response time for an app generation, but the amount of data

loaded must also be considered when setting the number of apps that can be generated
at one time. When the data load sizes are moderate, a higher number of apps generated
at one time will improve response time for each app. But when load sizes are large, the
response can be slower than if the setting were lower and apps had to wait in queue to
be generated.

at one time

In a multi-node environment, the setting for the number of apps that can be generated
at one time applies to all instances of the On-demand app services running in that
environment. If multiple services use the same Qlik associative engine, the load on that
Qlik associative engine could be the cumulative number of apps to generate at one time
from the multiple instances of the service.
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Property

Number of
days before
purging
historical data

Allow
anonymous
user to
generate apps

The proxy user
that will be
used for
generating
apps on behalf
of the
anonymous
users

Description

Specifies the number of days certain historical data about on-demand apps is kept
before the data is removed. Values can be 0-365. A setting of 0 means the data is never
deleted. The default value is 90 days.

The On-demand app service keeps data about navigation links and about requests to
generate and reload on-demand apps.

When an on-demand app navigation link is deleted, it is retained in a decommissioned
state. When the number of days specified before purging is reached, data about the
navigation link is removed.

The On-demand app service also retains information about requests to generate and
reload on-demand apps. When on-demand apps are deleted, the information about
their reload requests is retained for the number of days specified before purging.

Allows anonymous users to generate on-demand apps from navigation points on
published selection apps. This setting applies only on Qlik Sense systems that have set
anonymous authentication.

Anonymous authentication (page 465)

An anonymous user can generate apps only from navigation links that are published
automatically. If the generated app is not published automatically, the anonymous user
would not have access to it.

Select a user to serve as a proxy user for anonymous users. Choose any registered user
who can create on-demand app requests. The proxy user must also have read
permission on the on-demand selection apps that are accessible to anonymous users.
Do not select an administrative user (INTERNAL\sa-xxx) as the proxy or any user who has
root admin privileges.

When creating streams that will contain on-demand selection apps that can
be used by anonymous users, you must set the security rule to permit read
access to the on-demand app proxy user. Failure to include read access to the
proxy user will cause all of the links in the app navigation bar to show as
"Invalid".

Although a single user serves as the proxy for all anonymous users, each anonymous
user is identified and distinguished by the On-Demand App Service. This allows each
anonymous user access to the his generated apps but prevents other anonymous users
from accessing those apps. Each anonymous user can access only apps she has
generated.
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Property

Number of
minutes to
keep apps
generated by
anonymous
users

Description

Specifies the amount of time an app generated by an anonymous is kept before it is
deleted. The default setting is 60 minutes.

The time is measured from the last data load.

There is also a retention time setting on navigation links. For an app generated by an
anonymous user, the shorter of the two retention time settings is used.

For example, when a navigation link with a retention time setting of 24 hours is used by
an anonymous user and the setting for the Number of minutes to keep apps
generated by anonymous users is set to 60 minutes, the app would be deleted 60
minutes after its last data load. If however the navigation link setting for retention time
is 30 minutes, then the app generated by the anonymous user would be deleted 30
minutes after the last data load.

If Number of minutes to keep apps generated by anonymous users is set to
zero (0), then the apps are kept for the longest time possible, which is 365
days.

User directory connectors

The user directory connector (UDC) connects to a configured directory service to retrieve users. The UDCs
supplied with the Qlik Sense installation are Generic and Advanced LDAP, Active Directory, ApacheDS, ODBC,
Access (via ODBC), Excel (via ODBC), SQL (via ODBC), and Teradata (via ODBC).

No UDC is required for a local user to log on to Qlik Sense. However, for the local user to be able to

access apps, you need to allocate access. With a user-based license, you can use professional or

analyzer access rules. With a token-based license, you can use user or login access rules to allocate
access. Alternatively, a local user can first log on to be recognized as a user, and then be allocated
tokens.

Qlik Sense supports only Microsoft directory servers to be added as User Directory Connectors of type
Active directory, Generic LDAP and Advanced LDAP.

User attribute names and values must comply with the syntax definition of the LDAP standard when
used in security rules. This means that the following constraints apply:

« Attribute name: Can only contain a-z, A-Z, 0-9, and "-". Must start with a-z or A-Z.

« Attribute value: Any UTF-8 string.
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If you use a PostgreSQL database, and have table names with capital letters, or special characters,

"non

such as ".", you must enclose the table names with quotation marks. Without quotation marks,
validation of the table names will result in an error. Examples of table names: "table.Name",
public."Table" (or "Table"), testschema."Table".

If you sync users and a user attribute has the same name as a column in the user table, that column
will be unavailable in the column selector and table rendering may be erratic.

The User directory connectors overview lists all the available user directory connectors. The following table
presents the available fields and buttons. By default, only some of the fields are displayed. You can use the

column selector (@) to add fields.
User directory connectors
Field/Button Description
Name The name of the user directory connector configuration, entered from the QMC.

User directory  The user directory name depends on the user directory configuration:

¢ Entered manually for ODBC and LDAP.

¢ Generated from the connector's properties for Active Directory.

The value of the User directory must be unique; otherwise the connector
cannot be configured. The User directory value is used when creating a
security rule to a user directory.

Type Generic LDAP, Advanced LDAP, Microsoft Active Directory, ApacheDS, ODBC, Access (via
ODBC), Excel (via ODBC), or SQL (via ODBC).

Configured Status values: Yes or No. To be configured, the user directory name must be unique and
not blank.

Operational Status values: Yes or No. Operational means that the configuration of the connector

properties enables communication with the user directory.

Different connectors require different properties. Check the UserManagement_
Repository log at this location:
%ProgramData%)\Qlik\Sense\Log\Repository\Trace.
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Status The status of the user directory connector:

¢ Idle: When no synchronization is performed.
¢ External fetch: The first phase of the synchronization, when fetching the data
from the directory service.

¢ Database store: The second phase of the synchronization, when storing the data
in the QRS.

If the status is displayed as Idle and Last started is more recent than Last
finished the synchronization has failed.

Last started The date and time when synchronization of user data last started. The synchronization is
sync either triggered by a task or started manually from the user directory connectors
overview.

Last started sync and Last successfully finished sync are updated when a
user synchronization is triggered, which happens, for example, when a user
who belongs to the UDC or the same domain accesses the hub, the dev-hub, or
the QMC.

Last The date and time when synchronization of user data last finished successfully.
successfully

finished sync
y Last started sync and Last successfully finished sync are updated when a

user synchronization is triggered, which happens, for example, when a user
who belongs to the UDC or the same domain accesses the hub, the dev-hub, or
the QMC.

Tags The names of the connected tags.
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Sync user data
for existing
users

ID
Created
Last modified

Modified by

VA

Ly

Actions

Status values: Yes or No. Yes is displayed when this option is selected.

¢ When selected, only the existing users are synchronized. An existing user is a user

who has logged in to Qlik Sense and/or been previously synchronized from the
configured directory service.

¢ When not selected, all the users, defined by the properties for the UDC, are
synchronized from the configured directory service. You can create a filter to

Active Directory, ApacheDS, Generic LDAP, or Advanced LDAP, if you only want

to synchronize a selection of users.

We recommend that you keep this option selected if you have a user directory
with a large number of users and user attributes.

The user attributes are only synced when a user logs in to the hub. Even if you
delete the user in the QMC, the active session is still valid for the user that has
been deleted. If the hub is only refreshed, the user is added to the database,
but without any attributes.

The ID of the user directory connector.

The date and time when the user directory was created.

The date and time when the user directory connector was last modified.
The user ID of the user who modified the user directory connector.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.
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% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.
If you have added a new user directory connector type you need to press F5 to
refresh the list of available user directory connectors.

Edit Edit the selected user directory connector.

Delete Delete the selected user directory connector.

Sync Synchronize the user data via the selected user directory connectors.

0Create new Create a new user directory connector.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

User directory connectors Generic LDAP properties

The following property groups are available for user directory connectors of the type Generic
LDAP.

Identification

All fields are mandatory and must not be empty.

Identification properties

Property Description
Name The name of the UDC configuration, defined from the QMC.
Type The UDC type.
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User sync settings

User sync properties

A Default
Property Description
value
Sync user * When selected, only the existing users are synchronized. An existing Selected
data for user is a user who has logged in to Qlik Sense and/or been previously
existing synchronized from the configured directory service.
users * When not selected, all the users, defined by the properties for the UDC,
are synchronized from the configured directory service. You can create
a filter to Active Directory, ApacheDS, Generic LDAP, or Advanced
LDAP, if you only want to synchronize a selection of users.
The user attributes are only synced when a user logs in to the hub.
Even if you delete the user in the QMC, the active session is still valid
for the user that has been deleted. If the hub is only refreshed, the
user is added to the database, but without any attributes.
Connection
Connection properties
Property Description Default value
User Must be unique, otherwise the connector will not be -
directory configured. The name of the UDC instance (to be
name compared to the domain name of an Active Directory).
Together with the user's account name, this name makes
a user unique.
Not entered manually for Active Directory.
Path The URI used to connect to the directory server. To ldap://company.domain.com
support SSL, specify the protocol as LDAPS instead.
Custom ports are not supported.
User name The optional user ID used to connect to the directory -
server. If this is empty, the user running the Qlik Sense
repository is used to log on to the directory server.
Password The optional password for the user. -
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When a user creates an Active Directory connector, the connector will only work if the user running
the Qlik Sense services is allowed to access the directory server. If the user running the Qlik Sense
services is not allowed to access the directory server, a user name and a password that allows

access to the directory server must be provided.

Advanced

The Advanced property group contains the advanced LDAP connector properties in the Qlik Sense system.

Property

Additional LDAP
filter

Synchronization
timeout (seconds)

Page size of
search

Use optimized
query

Advanced properties

Description

Used as the LDAP query to retrieve the users in the directory.

The timeout for reading data from the data source.

Determines the number of posts retrieved when reading data from
the data source. When the specified number of posts have been
found, search is stopped and the results are returned. When search
is restarted, it continues where it left off.

If the user synchronization is unsuccessful, try setting
the value to '0' (zero), which is equal to not doing a
paged search.

This property allows Qlik Sense to optimize the query for
directories containing many groups in proportion to the number of
users retrieved.

To be able to use the optimization, the directory must be
set up so that the groups refer to the users. If the
directory is not set up correctly, the optimized query will
not find all groups connected to the users.

This property is only visible for Generic LDAP and Active directory
search, (Active Directory always uses optimization).

Default value

240

2000 (For
ApacheDS:
1000)

Not selected
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Property

Authentication
type

Description

Optional. Authentication type to connect to LDAP.

The values can be comma separated.

Values: Secure, Encryption, SecureSocketsLayer, ReadonlyServer,

FastBind, Signing, Sealing, Delegation, ServerBind.

To support "LDAP Channel Binding and LDAP Signing in

Active Directory and Generic LDAP UDCs", use the
following Authentication type values: Secure,Signing.

Directory entry attributes

The directory entry attributes are case-sensitive.

Property

Type

User
identification

Group
identification

Account name

Email

Display name

Group
membership

Members of
directory entry

Directory entry attribute properties

Description

The attribute name that identifies the type of directory entry
(only users and groups are used by the LDAP UDC).

The attribute value of the directory entry that identifies a user.

The attribute value of the directory entry that identifies a group.

The unique user name (within the UDC) that the user uses to log
in.

The attribute name that holds the emails of a directory entry
(user).

The full name of either a user or a group directory entry.

The attribute indicates direct groups that a directory entry is a
member of. Indirect group membership is resolved during the
user synchronization.

This setting, or the one below, Members of directory entry, is
allowed to be empty, which means that the group membership
is resolved using only one of the two settings.

The attribute name that holds a reference to the direct
members of this directory entry.

See also the Group membership setting, above.

Default value

FastBind or

Anonymous,

based on the

credentials

settings.

Default value

objectClass

inetOrgPerson

group

sAMAccountName

mail

name

memberOf

member
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Property Description Default value

Custom Extra LDAP object attributes to be retrieved. The custom -
attributes (only  attributes can be used in security rules and license assignment
Advanced LDAP)  rules.

Separate multiple custom attributes with commas.

For an example of using custom attributes, see g2 Qlik Sense
Enterprise on Windows: How to sync custom attributes from
Active Directory with Advanced LDAP.

Tags
Tags properties
Property Description
Tags
0 If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

User directory connectors Advanced LDAP properties

The following property groups are available for user directory connectors of the type Advanced
LDAP.

Identification

All fields are mandatory and must not be empty.

Identification properties

Property Description
Name The name of the UDC configuration, defined from the QMC.
Type The UDC type.
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User sync settings

User sync properties

A Default
Property Description
value
Sync user * When selected, only the existing users are synchronized. An existing Selected
data for user is a user who has logged in to Qlik Sense and/or been previously
existing synchronized from the configured directory service.
users e When not selected, all the users, defined by the properties for the UDC,
are synchronized from the configured directory service. You can create
a filter to Active Directory, ApacheDS, Generic LDAP, or Advanced
LDAP, if you only want to synchronize a selection of users.
The user attributes are only synced when a user logs in to the hub.
Even if you delete the user in the QMC, the active session is still valid
for the user that has been deleted. If the hub is only refreshed, the
user is added to the database, but without any attributes.
Connection
LDAP connection properties
Property Description Default value
User directory name Must be unique, otherwise the
connector will not be configured. The
name of the UDC instance (to be
compared to the domain name of an
Active Directory). Together with the
user's account name, this name makes
a user unique.
Not entered manually for
Active Directory.
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Property Description Default value

Host Hostname with port separated by “:” company.com:port

If hostname is the IP address, add the
following value in the Flags field: no_
fqdn.

Use port 3268/(If LDAPs: 3269) for
Global catalog search.

Check the corresponding ports open to
LDAP server from the Qlik Sense
installed server for the access.

User name The optional user ID used to connect to
the directory server.

Format: Domain name\User name

If user name and password
are empty, the user will be
considered as an
Anonymous usetr.

Password The optional password for the user.

If user name and password
are empty, the user will be
considered as an
Anonymous user.

Timeout (seconds) Connection timeout in seconds. 500

Base DN Base DN in LDAP to select. cn=builtin,dc=company,dc=com

When a user creates an Active Directory connector, the connector will only work if the user running
the Qlik Sense services is allowed to access the directory server. If the user running the Qlik Sense
services is not allowed to access the directory server, a user name and a password that allows
access to the directory server must be provided.

Advanced

The Advanced property group contains the advanced LDAP connector properties in the Qlik Sense system.
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Property

Page size

Use optimized
query

Timeout
(seconds)

Authentication
type

LDAP advanced properties

Description

Determines the number of posts retrieved when reading data from the

data source. When the specified number of posts have been found,
search is stopped and the results are returned. When search is
restarted, it continues where it left off.

If the user synchronization is unsuccessful, try setting the
value to '0' (zero), which is equal to not doing a paged
search.

This property allows Qlik Sense to optimize the query for directories
containing many groups in proportion to the number of users
retrieved.

To be able to use the optimization, the directory must be
set up so that the groups refer to the users. If the directory
is not set up correctly, the optimized query will not find all
groups connected to the users.

This property is only visible for Generic LDAP, Advanced LDAP, and
Active directory search (Active Directory always uses optimization).

The timeout for reading data from the data source.

Authentication type to connect to LDAP.

Options: Anonymous, Basic, Negotiate, NTLM, Digest, Sicily, DPA, MSN,
External, Kerberos.

Default
value

2000 (For
ApacheDS:
1000)

Not selected

400
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Property

Flags

Default

Description
value

Flags to mention LDAP connection session settings. Multiple values -
can be specified, comma separated.

Tcpkeepalive: Enables TCP keep-alive.
Autoreconnect: Enables Autoreconnect.
Rootdsecache: Enables the internal RootDSE cache.
Sealing: Enables Kerberos encryption.

Secure socket layer or ssl: Enables secure socket layer on the
connection.

Signing: Enables Kerberos encryption.
Connectionless: Specifies whether the connection is UDP.
No_fqdn: Use this flag if host in the Host field is given as an IP address.

noclientcert: Skip the default callback function used to specify client
certificates when establishing an SSL connection.

NoCertVerify: Skip server certificate verification when an SSL
connection is established.

Don't use NoCertVerify and Certdebug together.

Certdebug: Get specific server certificate validation errors, if any, for
debugging.

AllProps: Fetch all attributes of the LDAP object.

enablePaging: Use pagination when retrieving users from the user
directory server. The size of the chunks is defined by the Page size
property. The page size must be less than or equal to the MaxPageSize
value on the user directory server.
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Default

Property Description L
value

Locator flags Locator flag for DC locator. Multiple values can be specified, comma -
separated.

None

ForceRediscovery
DirectoryServiceRequired
DirectoryServicePreferred
GCRequired

PdcRequired

IPRequired

KdcRequired
TimeServerRequired
WriteableRequired
GoodTimeServerPreferred
AvoidSelf
OnlyLdapNeeded
IsFlatName

IsDnsName
ReturnDnsName

ReturnFlatName

Search LDAP Optional LDAP filter query. -
filter

Protocol version  LDAP protocol version to use. 3

Simple SASL Binding method: -
authentication
and security
layer (SASL)
method

gssapi
external
gss-spnego
digest-md5

Certificate path Path of the client certificates to send for authentication. -
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Directory entry attributes

The directory entry attributes are case-sensitive.

LDAP directory entry attribute properties

Property Description Default value

Type The attribute name that identifies the type of directory objectClass
entry (only users and groups are used by the LDAP UDC).

User identifier The attribute value of the directory entry that identifies a inetOrgPerson
user.

Group identifier The attribute value of the directory entry that identifies a group
group.

Account name The unique user name (within the UDC) that the user uses =~ sAMAccountName
to log in.

Email The attribute name that holds the emails of a directory mail

entry (user).
Display name The full name of either a user or a group directory entry. name

Group membership The attribute indicates direct groups that a directory entry = memberOf
is a member of. Indirect group membership is resolved
during the user synchronization.

This setting, or the one below, Members of directory
entry, is allowed to be empty, which means that the
group membership is resolved using only one of the two

settings.
Members of directory The attribute name that holds a reference to the direct member
entry members of this directory entry.

See also the Group membership setting, above.

Custom attributes Extra LDAP object attributes to be retrieved. The custom
attributes can be used in security rules and license
assignment rules.

Separate multiple custom attributes with commas.

For an example of using custom attributes, see 2 __ Qlik
Sense Enterprise on Windows: How to sync custom

attributes from Active Directory with Advanced LDAP.
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Tags

Property

Tags

Tags properties

Description

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

User directory connectors Active Directory properties

The following property groups are available for user directory connectors of the type Active Directory.

Identification

All fields are mandatory and must not be empty.

Property

Name

Type

User sync settings

Property

Sync user
data for
existing
users

Connection

The Connection property group contains the Active Directory connection properties in the Qlik Sense system.

Identification properties

Description
The name of the UDC configuration, defined from the QMC.

The UDC type.

User sync properties

A Default
Description
value
e When selected, only the existing users are synchronized. An existing Selected

user is a user who has logged in to Qlik Sense and/or been previously
synchronized from the configured directory service.

When not selected, all the users, defined by the properties for the UDC,
are synchronized from the configured directory service. You can create
a filter to Active Directory, ApacheDS, Generic LDAP, or Advanced
LDAP, if you only want to synchronize a selection of users.

The user attributes are only synced when a user logs in to the hub.
Even if you delete the user in the QMC, the active session is still valid
for the user that has been deleted. If the hub is only refreshed, the
user is added to the database, but without any attributes.
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Connection properties

Property Description

Path The URI used to connect to the AD
domain.

User name The optional user ID used to connect
to the AD server. If this is empty, the
user running the Qlik Sense repository
is used to log on to the AD server.

Password The optional password for the user

above.

Default value

ldap://company.domain.com

If you have users in several subdomains in your Active Directory, you need to create one user

directory connector for each subdomain.

Advanced

The Advanced property group contains the advanced Active Directory

Advanced properties

Property Description

Additional LDAP Filter  Used as the LDAP query to retrieve the

users in the AD.

Synchronization The timeout for reading data from the

timeout (seconds) data source.

Determines the number of posts
retrieved when reading data from the
data source. When the specified
number of posts have been found,
search is stopped and the results are
returned. When search is restarted, it

Page size of search

continues where it left off.

If the user synchronization
is unsuccessful, try setting
the value to '0' (zero),
which is equal to not doing
a paged search.

properties.

Default value

Blank

240

2000
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Tags

Property

Tags

Tags properties

Description

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

User directory connectors ApacheDS properties

The following property groups are available for user directory connectors of the type ApacheDS.

Identification

All fields are mandatory and must not be empty.

Property

Name

Type

User sync settings

Identification properties

Description
The name of the UDC configuration, defined from the QMC.

The UDC type.

User sync properties

A Default
Property Description
value
Sync user e When selected, only the existing users are synchronized. An existing Selected
data for user is a user who has logged in to Qlik Sense and/or been previously
existing synchronized from the configured directory service.
users When not selected, all the users, defined by the properties for the UDC,
are synchronized from the configured directory service. You can create
a filter to Active Directory, ApacheDS, Generic LDAP, or Advanced
LDAP, if you only want to synchronize a selection of users.
The user attributes are only synced when a user logs in to the hub.
Even if you delete the user in the QMC, the active session is still valid
for the user that has been deleted. If the hub is only refreshed, the
user is added to the database, but without any attributes.
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Connection

Property

User
directory
name

Path

User name

Password

Connection properties
Description Default value
Must be unique, otherwise the connector will not be -
configured. The name of the UDC instance (to be
compared to the domain name of an Active Directory).

Together with the user's account name, this name makes
a user unique.

Not entered manually for Active Directory.

The URI used to connect to the directory server. To ldap://company.domain.com
support SSL, specify the protocol as LDAPS instead.

Custom ports are not supported.

The optional user ID used to connect to the directory -
server. If this is empty, the user running the Qlik Sense
repository is used to log on to the directory server.

The optional password for the user. -

When a user creates an Active Directory connector, the connector will only work if the user running
the Qlik Sense services is allowed to access the directory server. If the user running the Qlik Sense
services is not allowed to access the directory server, a user name and a password that allows

access to the directory server must be provided.

Advanced

The Advanced property group contains the advanced LDAP connector properties in the Qlik Sense system.

Advanced properties

Property Description Default value
Additional LDAP Used as the LDAP query to retrieve the users in the directory. -

filter

Synchronization The timeout for reading data from the data source. 240

timeout (seconds)
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Property Description Default value
Page size of Determines the number of posts retrieved when reading data from 2000 (For
search the data source. When the specified number of posts have been ApacheDS:

found, search is stopped and the results are returned. When search ~ 1000)
is restarted, it continues where it left off.

If the user synchronization is unsuccessful, try setting
the value to '0' (zero), which is equal to not doing a

paged search.
Use optimized This property allows Qlik Sense to optimize the query for Not selected
query directories containing many groups in proportion to the number of

users retrieved.

To be able to use the optimization, the directory must be
set up so that the groups refer to the users. If the
directory is not set up correctly, the optimized query will
not find all groups connected to the users.

This property is only visible for Generic LDAP and Active directory
search, (Active Directory always uses optimization).

Authentication Optional. Authentication type to connect to LDAP. FastBind or
type Anonymous,
The values can be comma separated.
based on the
Values: Secure, Encryption, SecureSocketsLayer, ReadonlyServer, credentials
settings.

FastBind, Signing, Sealing, Delegation, ServerBind.

To support "LDAP Channel Binding and LDAP Signing in
Active Directory and Generic LDAP UDCs", use the
following Authentication type values: Secure,Signing.

Directory entry attributes

The Directory entry attributes property group contains the directory entry attributes for the LDAP connector.

The directory entry attributes are case-sensitive.
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Property

Type

User identification

Group identification

Account name

Email

Display name

Group membership

Members of directory
entry

Tags

Property

Tags

Directory entry attribute properties

Description

The attribute name that identifies the type of directory entry
(only users and groups are used by the ApacheDS UDC).

The attribute value of the directory entry that identifies a
user.

The attribute value of the directory entry that identifies a
group.

The unique user name (within the UDC) that the user uses to
login.

The attribute name that holds the emails of a directory entry
(user).

The full name of either a user or a group directory entry.

The attribute name that indicates direct groups that a
directory entry is a member of. Indirect group membership is
resolved during the user synchronization.

This setting or the one below, Members of directory entry,
is allowed to be empty, which means that the group
membership is resolved using only one of the two settings.

The attribute name that holds a reference to the direct
members of this directory entry.

See also the Group membership setting, above.

Tags properties

Description

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

User directory connectors ODBC properties

Default value

objectClass

inetOrgPerson

groupOfNames

uid

mail

cn

member

Four ODBC options exist when creating a new user directory connector (UDC). They all have the same
properties and fields, but for Access (via ODBC), Excel (via ODBC), SQL (via ODBC), and Teradata (via
ODBC), some of the fields contain default values for support. You will most likely have to change those values.
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If you use a PostgreSQL database, and have table names with capital letters, or special characters,
such as ".", you must enclose the table names with quotation marks. Without quotation marks,

>

validation of the table names will result in an error. Examples of table names: "table.Name",
public."Table" (or "Table"), testschema."Table".

If you sync users and a user attribute has the same name as a column in the user table, that column
will be unavailable in the column selector and table rendering may be erratic.

The following property groups are available for ODBC UDC.

Identification

All fields are mandatory and must not be empty.

Identification properties

Property Description
Name The name of the UDC configuration, defined from the QMC.
Type The UDC type.

User sync settings

User sync properties

A Default
Property Description
value
Sync user e When selected, only the existing users are synchronized. An existing Selected
data for user is a user who has logged in to Qlik Sense and/or been previously
existing synchronized from the configured directory service.
users e When not selected, all the users, defined by the properties for the UDC,

are synchronized from the configured directory service. You can create
a filter to Active Directory, ApacheDS, Generic LDAP, or Advanced
LDAP, if you only want to synchronize a selection of users.

The user attributes are only synced when a user logs in to the hub.
Even if you delete the user in the QMC, the active session is still valid
for the user that has been deleted. If the hub is only refreshed, the
user is added to the database, but without any attributes.

Connection

When loading .txt files using Microsoft Access Text Driver (*.txt, *.csv), you must use the connector
type Access (via ODBC) instead of ODBC.
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Connection properties

L. Default
Property Description
value
User directory The name of the user directory. Must be unique, otherwise the connector -
name will not be configured. The name must not contain spaces.

Users table name The name of the table containing the users. Include the file extension in -
the table name, for example: Table.csv.

When setting up an Oracle ODBC user directory connector, the
Users table name and Attributes table name must be
prefaced by the owner of those tables. For example:
OWNER.USERS instead of only USERS.

Attributes table The name of the table containing the user attributes. Include the file -
name extension in the table name, for example: Table.csv.

When setting up an Oracle ODBC user directory connector, the
Users table name and Attributes table name must be
prefaced by the owner of those tables. For example:
OWNER.USERS instead of only USERS.

Visible The visible part of the connection string that is used to connect to the -
connection string data source. Specify one of the following:

e A full connection string, for example: Driver={SQL Server Native
Client 11.0};Server=localhost;Database=Users; Trusted_
Connection=yes;

1. Driver must point to a driver currently on the machine. In
the ODBC Data Source Administrator, check which driver
to specify. Search for "data source" to find the application.

2. Server must point to the server that you want to connect
to.

3. Database must point to the database where the tables are.

4. Trusted_Connection=yes may be required, depending on
the setup. In this example it is required.

e A pointer to an established System DSN, for example, dsn=MyDSN;

The two connection strings are concatenated into a single
connection string when making the connection to the
database.
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Property

Encrypted
connection string

Synchronization
timeout
(seconds)

Tags

Property

Tags

Default

Description
value

The encrypted part of the connection string that is used to connect to the = -
data source. Typically, this string contains user name and password.

Example:

Assume that you have a connection string as follows:

Driver={Microsoft Access Driver
(.mdb)};Dbq=C:\mydatabase.mdb;Uid=Admin;Pwd=verySecretAdminPasswo
rd;

You do not want to store that connection string in the database as it is,
because the secret password would then be visible to others. To protect
the password, do the following:

Save the first part:

Driver={Microsoft Access Driver (.mdb)};Dbq=C:\mydatabase.mdb;
in the Visible connection string field, and the second part:
Uid=Admin;Pwd=verySecretAdminPassword;

in the Encrypted connection string field. The second part is then stored
encrypted in the database and is not shown when you open the UDC
again for editing.

The two connection strings are concatenated into a single
connection string when making the connection to the
database.

The timeout for reading data from the data source. 240

Tags properties

Description

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.
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User directory connector: associated items

The following table presents the available fields for the associated items. By default, only some of the fields

are displayed. You can use the column selector (%) to add fields.
You can adjust the column width by dragging the header border.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Tasks

Tasks is available from Associated items when you edit a used directory connector. The overview contains a
list of tasks associated with the selected used directory connector.

Task properties

Property Description

Name The name of the task.

Type The type of task (user synchronization or reload).
UDC name The user directory connector that the task is associated with.
Enabled Status values: Yes or No.

Status The status of the task.

Tags The tags associated with the task.

ID The ID of the task.

Created Date and time when the task was created.

Last modified Date and time when the task was last modified.
Modified by By whom the task was modified.

Custom properties Custom properties, if any, are listed here.

Monitoring apps

The governance apps present data from the Qlik Sense log files.
The following apps are included in the default installation:

e License Monitor

e Operations Monitor
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Select Monitoring apps on the QMC start page, or from the Start¥ drop-down menu, to open the hub for the
stream Monitoring apps with the apps License Monitor and Operations Monitor.

The default path to the Qlik Sense log folder is %ProgramData%\Qlik\Sense\Log\<Service>.

Do not delete the Monitoring apps stream. If the stream is deleted, it is irrevocably gone.
(RootAdmins, ContentAdmins, and SecurityAdmins can delete the stream.)

Service cluster
A service cluster is a collection of nodes. Gathering the nodes into a cluster enables central configuration.
On a multi-node site, the service cluster stores configurations, such as persistence type, database connection,

and static content folder, for all nodes. All nodes are linked to the service cluster so that the settings can be
unified.

Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Service cluster on the QMC start page or from the Start¥ drop-down menu to display the
service cluster page.

Identification
Identification properties

Property Description

Name Service cluster name.

Cluster settings
Cluster settings properties
Property Description
Root folder The root folder path will, by default, be used for the root subfolders, unless a

different path is explicitly stated. If the root folder has the path //myhost/share,
the default root subfolder path will be //myhost/share/<root subfolder>.

App folder Root subfolder to which all nodes connect to retrieve apps.

Static content root Root subfolder that contains static content, such as images.

folder

Archived logs root Root subfolder, one for each host.

folder

Failover timeout Amount of time that the central node can be offline before a failover occurs.
(minutes) Default value: 10 minutes. This value is editable.
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Data encryption

Property

QVF encryption

QVD encryption

Encryption key

Impersonation

Property

Reload tasks

Help us improve

Property

Data collection

Database encryption properties

Description

Encrypts the Qlik Sense apps (QVF) with the encryption key provided in the
Encryption key input field.

App content (data and bookmarks) is being encrypted when saved. Apps
that were created before QVF encryption was enabled will be encrypted
the next time they are saved with updates to data or bookmarks.

Encrypts new Qlik Sense data files (QVD) that are created with the STORE
command in the data load script. The QVDs are encrypted with the
encryption key provided in Encryption key input field.

Data files are being encrypted when stored. Data files that were created
before QVD encryption was enabled will be encrypted the next time the
data is stored.

The encryption key to be used to encrypt Qlik Sense apps and Qlik Sense
data files. This is the Thumbprint field of the encryption certificate.

Impersonation properties

Description

By selecting Reload tasks, you activate impersonation. Impersonation
enables you to run reload tasks with the permissions of the app owner.
Within a task chain, apps can have different owners, and then permissions
to sources are dependent on each individual owner's access rights.

When Reloads tasks is unselected, reload tasks run on behalf of the internal
system account, sa_scheduler, that has elevated privileges and, technically,
can use any data source.

Help us improve properties

Description

To improve our products and services, Qlik collects system and usage data.
The data is anonymized, it does not contain any personal data.

Data collection is a check box in the installation procedure, and is by
default selected, that is, Qlik is entitled to collect data. Both during
installation and afterward, you can select not to send data to Qlik by
clearing the selection Data collection. To change the data collection
setting in the QMC, you must have the required privilege.
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Nodes

A node is a server that is using the configured Qlik Sense services. There is always a central node in a
deployment and nodes can be added for different service configurations. There is always a repository on every

node.

A Qlik Sense site is a collection of one or more server machines (that is, nodes) connected to a common
logical repository or central node.

In a Shared Persistence multi-node installation, you can make one or more nodes failover
candidates. In the case of a central node failure, a failover candidate will assume the role of central
node.

The Nodes overview lists all the available nodes. The following table presents the available fields and buttons.

By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Node properties

Property Description
Name The name of the node.
Host name The name of the host.

Central node Status values: Yes or No. Displays Yes if the node is the central node.

Status Displays the status of the services. One of the following statuses is displayed:

e (x) of (y) services are running
The number of services (x) that are running compared to the number of enabled

services (y) on the node.

¢ (x) of (y) services are stopped
The number of services (x) that are stopped compared to the number of enabled

services (y) on the node.

¢ (z) has stopped
The name of the service (z) that has stopped (if only one service has stopped).

Click 0 in the Status column for more detailed information on the status of

the node.

Tags The tags that are connected to the node.

Node purpose  Which environment the node is intended for: Production, Development, or Both.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 148



1 Managing a Qlik Sense Enterprise on Windows site

Property

Engine

Proxy

Printing

Scheduler

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Actions

Description

Status values: Yes or No.

Yes: The Qlik Sense Engine Service (QES) is active.

Status values: Yes or No.

Yes: The Qlik Sense Proxy Service (QPS) is active.

Status values: Yes or No.

Yes: The Qlik Sense Printing Service (QPR) is active.

Status values: Yes or No.

Yes: The Qlik Sense Scheduler Service (QSS) is active.
The ID of the node.

The date and time when the node was created.

The date and time when the node was last modified.
By whom the node was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.
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Property Description

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
fﬂ

-y Refresh the page.

Edit Edit the selected nodes.

Delete Delete the selected nodes.
Redistribute Redistribute the selected nodes.

GCreate new Create a new node.

Show more The overview shows a set number of items, by default. To show more items, scroll to the
end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Node: associated items

The following associated items are available for nodes.

User access

User access is available from Associated items when you edit a resource.
The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.

Engines

The Qlik Sense Engine Service (QES) is the application service that handles all application calculations and
logic.

The Engines overview lists all the available engines. The following table presents the available fields and

buttons. By default, only some of the fields are displayed. You can use the column selector (@) to add fields.

You can adjust the column width by dragging the header border.

Engine Node properties

Property Description

Node The name of the engine node.
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Property

Status

Tags

App autosave
interval
(seconds)

App cache time
(seconds)

Working folder

Max number of
undos

Performance log
interval
(minutes)

Audit activity
log level

Service log level

System log level

Description

One of the following statuses is displayed:

¢ Running
The service is running as per normal.

e Stopped
The service has stopped.

¢ Disabled
The service has been disabled.

Clicko in the Status column for more detailed information on the status.

Checking the status of Qlik Sense services (page 381).
The tags that are connected to the engine.

The number of seconds between autosaving of the apps. Autosave is always performed
when a session ends.
Everything except data is saved. To persist data, perform a reload in Data load editor.

The number of seconds that a Qlik Sense app is allowed to remain in memory, after the
last session that used the app has ended.

A scheduled reload will search for files in this directory when relative paths are used to
define file location.

This setting is used to support legacy features in QlikView scripts for relative
paths to files during reload. You cannot use this setting to change the
directory where the apps are stored.

The maximum number of undos when editing app content, such as sheets, objects,
bookmarks, and stories: min = 0, max = 999.

The number of minutes in-between performance logging entries.

Levels: Off or Basic (a limited set of entries)

Each level from Error to Info includes more information than the previous level.

All the standard engine messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.
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Property

Performance log
level

QIX
performance log
level

Audit log level

Session log level

Traffic log level

Analytic
connections log
level

Allow data
lineage

Min memory
usage (%)

Max memory
usage (%)

CPU throttle (%)

Standard mode

HTTP callback
port

Description

All the performance messages are saved to this logger ( by default updated default
every five minutes). The log contains, for example, the number of active users, the
number of open sessions, and the CPU load.Each level from Fatal to Debug includes
more information than the previous level.

All the QIX protocol performance messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

More detailed, user-based messages are saved to this logger, for example, when the
user makes a selection in an app. Each level from Fatal to Debug includes more
information than the previous level.

All the session messages are saved to this logger when a client session is terminated,
for example, user information, machine ID, IP address and port number.Each level from
Fatal to Debug includes more information than the previous level.

All the traffic messages are saved to this logger, for example, all JSON-messages to and
from the engine.Each level from Fatal to Debug includes more information than the
previous level.

All the analytic connections messages are saved to this logger. Each level from Fatal to
Debug includes more information than the previous level.

Status values: Yes or No. The data lineage is the origin of the data that is loaded into
Qlik Sense).

The minimum memory capacity used by Qlik Sense.

The maximum memory capacity used by Qlik Sense.

The amount of CPU capacity used by Qlik Sense. Range: 0 - 100%
Status values: Yes: standard mode. No: legacy mode.
For security reasons, Qlik Sense in standard mode does not support absolute or

relative paths in the data load script or functions and variables that expose the file
system.

Disabling standard mode can create a security risk by exposing the file
system.

The callback port used by the Qlik Sense Repository Service for sending HTTP events to
engine.
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Property

Hypercube
memory limit
(bytes)

Reload memory
limit (bytes)

Export memory
limit (bytes)

Hypercube time
limit (seconds)

Export time
limit (seconds)

Reload time
limit (seconds)

Description

Limit for how much memory a hypercube evaluation can allocate during a request. If
multiple hypercubes are calculated during the request, the limit is applied to each
hypercube calculation separately .

Note that the limit is not enforced on every allocation. If the setting has the value 0,
the engine applies a global heuristic to limit the amount of simultaneously executing
requests that allocate a lot of memory to calculations.

A negative value disables the limit.

For performance reasons, memory usage and limits are checked periodically rather
than on every allocation, therefore it is possible to briefly exceed the limit in some
cases.

Limit for how much memory a reload request can allocate.
A negative value or 0 disables the limit.

For performance reasons, memory usage and limits are checked periodically rather
than on every allocation, therefore it is possible to briefly exceed the limit in some
cases.

Limit for how much memory the export part of an export data request can allocate.
Allocations made due to calculations are not counted against this limit.

A negative value or 0 disables the limit.

For performance reasons, memory usage and limits are checked periodically rather
than on every allocation, therefore it is possible to briefly exceed the limit in some
cases.

Limits the single core CPU time equivalent that a hypercube calculation can use. The
single core CPU time equivalent is a heuristic that approximates the CPU time spent,
divided by the number of cores used during the calculation. This is not a hard limit and
it is dependent on the complexity of processed calculation.

A negative value or 0 disables the limit.

For performance reasons, the CPU time is not tracked exactly.

Limits the CPU time that the export part of an export data request can use.

A negative value or 0 disables the limit.

Limits the CPU time that a reload request can use.

A negative value or 0 disables the limit.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 153



1 Managing a Qlik Sense Enterprise on Windows site

Property

Create search
index during
reload

ID
Created
Last modified

Modified by

<Custom
properties>

VA

Ly

Actions

Q

%

Edit

Show more

Description

Status values: Yes or No.

When selected, all apps on the server are indexed during reload so that performance
during the first search session is improved.

The ID of the engine.

The date and time when the engine was created.

The date and time when the engine was last modified.
By whom the engine was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows are
disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.

Edit the selected engines.

The overview shows a set number of items, by default. To show more items, scroll to
the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.
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Double-click an item in the overview to open the resource's edit page. For multiple selections, hold

down Ctrl while clicking the items, or drag over the items.

Printing

The Qlik Sense Printing Service (QPR) manages export in Qlik Sense.

The Printing overview lists all the available printing nodes. The following table presents the available fields

and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add

fields.

You can adjust the column width by dragging the header border.

Field
Node

Status

Tags

Audit activity log
level

Service log level
ID

Created

Last modified

Modified by

Available fields and buttons

Details
The name of the printing node.

One of the following statuses is displayed:

¢ Running
The service is running as per normal.

e Stopped
The service has stopped.

¢ Disabled
The service has been disabled.

Click 0 in the Status column for more detailed information on the
status.

Checking the status of Qlik Sense services (page 381).
The tags that are connected to the printing service.

Each level from Fatal to Debug includes more information than the previous
level.

Each level from Error to Info includes more information than the previous level.
The ID of the printing service.

The date and time when the printing service was created.

The date and time when the printing service was last modified.

By whom the printing service was modified.
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Double-click an item in the overview to open the resource's edit page. For multiple selections, hold

down Ctrl while clicking the items, or drag over the items.

Proxies

The Qlik Sense Proxy Service (QPS) manages the Qlik Sense authentication, session handling, and load

balancing.

The Proxies overview lists all the available proxies. The following table presents the available fields and

buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Property
Node

Status

Tags

Service listen
port HTTPS
(default)

Allow HTTP

Node properties

Details
The name of the proxy node.

One of the following statuses is displayed:

¢ Running
The service is running as per normal.

e Stopped
The service has stopped.

e Disabled
The service has been disabled.

Clicko in the Status column for more detailed information on the status.

Checking the status of Qlik Sense services (page 381).
The tags that are connected to the proxy.

The secure listen port for the proxy, which by default manages all Qlik Sense
communication.

Make sure that port 443 is available for the Qlik Sense Proxy Service (QPS) to
use because the port is sometimes used by other software, for example, web
servers.

Status values: Yes or No.

Yes: Unencrypted communication is allowed. This means that both https (secure
communication) and (http) unencrypted communication is allowed.
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Property

Service listen
port HTTP

Authentication
listen port

Kerberos
authentication

REST API listen
port

SSL browser
certificate
thumbprint

Keep-alive
timeout
(seconds)

Max header size
(bytes)

Max header lines

Audit activity log

level

Audit security
log level

Service log level

Audit log level

Performance log

level

Details

The unencrypted listen port, used when HTTP connection is allowed.

The listen port for the internal authentication module.

When editing this port as a user without admin privileges, you need to run
the repository in bootstrap mode before the changes take effect.

Status values: Yes or No.

Yes: Kerberos authentication is enabled.

The listen port for the proxy API.

When editing this port as a user without admin privileges, you need to run
the repository in bootstrap mode before the changes take effect.

The thumbprint of the Secure Sockets Layer (SSL) certificate that handles the
encryption of traffic from the browser to the proxy. When editing a proxy certificate
and the Qlik Sense services run with an account without administrator privileges, you
need to configure the private key permissions for the certificate.

The maximum timeout period for a single HTTP/HTTPS request before closing the
connection. Protection against denial-of-service attacks. This means that if an ongoing
request exceeds this period, Qlik Sense proxy will close the connection. Increase this
value if your users work over slow connections and experience closed connections.

The maximum total header size.

The maximum number of lines in the header.

Levels: Off or Basic (a limited set of entries)

Levels: Off or Basic (a limited set of entries)

Each level from Error to Info includes more information than the previous level.

More detailed, user-based messages are saved to this logger, for example, proxy calls.

Each level from Fatal to Debug includes more information than the previous level.

All the performance messages are saved to this logger. For example, performance
counters and number of connections, streams, sessions, tickets, web sockets and load
balancing information.

Each level from Fatal to Debug includes more information than the previous level.
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Property

Security log
level

System log level

Performance log
interval
(minutes)

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Actions

Details

All the certificates messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

All the standard proxy messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

The interval of performance logging.

The ID of the proxy.

The date and time when the proxy was created.

The date and time when the proxy was last modified.
By whom the proxy was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows are
disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
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Property

%
Edit

Show more
items

Details

Refresh the page.

Edit the selected proxy.

The overview shows a set number of items, by default. To show more items, scroll to
the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Proxy: associated items

The following associated items are available for proxies.

Virtual proxies

The Virtual proxies property group contains the virtual proxy properties in the Qlik Sense system.

Property
Description

Prefix

Session cookie
header name

Is default virtual
proxy

Custom
properties

Virtual proxies

Virtual proxies properties

Description
The description of the virtual proxy.

The path name in the proxy's URI that defines each additional path. Example:

https://[node/[prefix]/

The name of the HTTP header used for the session cookie. This value is mandatory
and must not be blank.

From the February 2019 release, a suffix (-HTTP) is added to the session
cookie header name when a user accesses the system over http.

It can be useful to include the values of the Prefix property above as a suffix
in the cookie name.

Status values: Yes or No.

Custom properties, if any, are listed here.

One or more virtual proxies run on each Qlik Sense Proxy Service (QPS), making it possible to support several
sets of site authentication, session handling, and load balancing strategies on a single proxy node.
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The Virtual proxies overview lists all the available virtual proxies. The following table presents the available
fields and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to
add fields.

You can adjust the column width by dragging the header border.

Virtual proxies

Field/Button Description
Description The description of the virtual proxy.
Prefix The path name in the proxy’s URI that defines each additional path. You can only use

lowercase letters in the prefix.

Session cookie The name of the HTTP header used for the session cookie.
header name

From the February 2019 release, a suffix (-HTTP) is added to the session
cookie header name when a user accesses the system over http.

Is default virtual  Status values: Yes or No.

proxy
Authentication * Ticket: a ticket is used for authentication.
method * Header authentication static user directory: allows static header

authentication, where the user directory is set in the QMC.

¢ Header authentication dynamic user directory: allows dynamic header
authentication, where the user directory is fetched from the header.

e SAML: SAML2 is used for authentication.
e JWT: JSON Web Token is used for authentication.
* OIDC: OpenlD Connect is used for authentication.

Linked to proxy Status values: Yes or No.
service

Tags The tags that are connected to the virtual proxy.
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Header
authentication
header name

Header
authentication
static user
directory

Header
authentication
dynamic user
directory

Anonymous
access mode

Windows
authentication
pattern

Session cookie
domain

Has secure
attribute (https)

SameSite
attribute (https)

The header name. The name cannot contain any of the following strings:

e X-Qlik-Security

e X-Qlik-User

e X-Qlik-ProxySession
e X-Qlik-Proxyld

e X-Qlik-Trace

e X-Qlik-App

¢ X-Qlik-Capabilities

For example, Qlik-User, Y-Qlik-Userheader, or Userheader are valid values, while X-Qlik-

Userheader would result in an invalid request.

The name of the user directory where additional information can be fetched for
header authenticated users.

The pattern used for identification of the user directory where additional information
can be fetched for header authenticated users.

Three possible values:

¢ No anonymous user: Users must supply user identity and credentials.

e Allow anonymous user: Users enter as anonymous but can switch and log in
with a user account.

» Always anonymous user: Users are always anonymous.

The chosen authentication pattern for logging in. If the User-Agent header contains
the Windows authentication pattern string, Windows authentication is used. If there is
no matching string, form authentication is used.

By default the session cookie is valid only for the machine that the proxy is installed
on. This (optional) property allows you to increase its validity to a larger domain.
Example:

company.com

Option for session cookie that has the Secure attribute and uses https.

SameSite attribute values for https:
No attribute, None, Lax, Strict

For more information, see SameSite cookie attribute (page 168)
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Has secure
attribute (http)

SameSite
attribute (http)

Additional
response
headers

Session
inactivity
timeout
(minutes)

Extended
security
environment

SAML Metadata
IdP

SAML entity ID

SAML attribute
for user ID

SAML attribute
for user
directory

SAML signing
algorithm

JWT attribute for

user ID

JWT attribute for

user directory

Intended
audience (aud
attribute)

Option for session cookie that has the Secure attribute and uses http.

SameSite attribute values for http:
No attribute, None, Lax, Strict

For more information, see SameSite cookie attribute (page 168)

Headers added to all HTTP responses back to the client. Example:
Headerl: valuel

Header2: value?2

The maximum period of time with inactivity before timeout. After this, the session is
invalid and the user is logged out from the system.

Status values: Yes or No.

Yes: The following information about the client environment is sent in the security
header: 0OS, device, browser, and IP.

No: The user can run the same engine session simultaneously on multiple devices.

The metadata from the IdP, used to configure the service provider. Must exist for SAML
authentication to work.

ID to identify the service provider. The ID must be unique.

The SAML attribute name for the attribute describing the user ID.

The SAML attribute name for the attribute describing the user directory.

The hash algorithm used for signing SAML requests. In order to use SHA-256, a third-
party certificate is required, where the associated private key has the provider
"Microsoft Enhanced RSA and AES Cryptographic Provider".

The JWT attribute name for the attribute describing the user ID.

The JWT attribute name for the attribute describing the user directory. If the name
value is enclosed in brackets, that value is used as a constant attribute value:
[example] gives the constant attribute value 'example’.

The intended audience is the recipient of the token. The audience value is a string,
typically the base address of the resource being accessed, such as https://glik.com.
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SAML single
logout

Disable optional
OIDC attributes

OpenID Connect
metadata URI

Client ID

Realm

sub

name

groups

email

client_id

picture

scope

ID

Created

Last modified

Modified by

<Custom
properties>

VA

Enable service provider initiated flow for SAML single logout. When enabled, make
sure the IdP metadata file includes a logout URI. You also need to regenerate the
metadata file and update the IdP configuration.

Only to be used when syncing users through a user directory connector. When
selected, the attributes name, groups, email, and picture coming from user directory
connector sync are protected from being overwritten by the attributes from the OIDC.

The URL to the endpoint that provides configuration information for the OAuth clients
to interface with the identity provider using the OpenID Connect protocol.

ID of the configured client at the identity provider for user authentication.

Name to associate with the identity provider, used for naming consistency in multi-
cloud.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

If the subject attribute value format is domainname\username, realm is optional. If
not, realm is mandatory.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

Statements (name/value pairs) about the entity/user and metadata about the OpenID
Connect service. You can use multiple, comma-separated values.

Used in the OAuth 2.0 specification to specify the access privileges when issuing an
access token. For example, use this option to add a groups scope in case the identity
provider requires that to support a user groups feature.

The ID of the virtual proxy.

The date and time when the virtual proxy was created.

The date and time when the virtual proxy was last modified.
By whom the virtual proxy was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.
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G Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Actions Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows are
disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

% Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Cj Refresh the page.

Edit Edit the selected virtual proxies.

Delete Delete the selected virtual proxies.

Download SP Download user configuration data from the identity provider. The information is

metadata available as IdP metadata that users can download and provide the service provider
(Qlik Sense) with. The metadata is uploaded from the QMC and stored in the database
(VirtualProxyConfig table) as a text field (samlMetadataldP).

0 Create new Create a new virtual proxy.

Show more The overview shows a set number of items, by default. To show more items, scroll to

the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Virtual proxy: associated items

The following associated items are available for virtual proxies.
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Proxies

The Qlik Sense Proxy Service (QPS) manages the Qlik Sense authentication, session handling, and load
balancing.

Proxy properties
Property Description
Node The proxy name.

Status One of the following statuses is displayed:

* Running
The service is running as per normal.

e Stopped
The service has stopped.

¢ Disabled
The service has been disabled.

Clicko in the Status column for more detailed information on the status.

Checking the status of Qlik Sense services (page 381).

Service listen The secure listen port for the proxy, which by default manages all Qlik Sense
port HTTPS communication.
(default)

Make sure that port 443 is available for the Qlik Sense Proxy Service (QPS) to
use because the port is sometimes used by other software, for example, web
servers.

Allow HTTP Status values: Yes or No.

Yes: Unencrypted communication is allowed. This means that both https (secure
communication) and (http) unencrypted communication is allowed.

From the February 2019 release, a suffix (-HTTP) is added to the session
cookie header name when a user accesses the system over http.

Service listen The unencrypted listen port, used when HTTP connection is allowed.
port HTTP
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Property

Authentication
listen port

Kerberos
authentication

REST API listen
port

SSL browser
certificate
thumbprint

Keep-alive
timeout
(seconds)

Max header size
(bytes)

Max header lines

Audit activity log

level

Audit security
log level

Service log level

Audit log level

Performance log

level

Security log
level

Description

The listen port for the internal authentication module.

When editing this port as a user without admin privileges, you need to run
the repository in bootstrap mode before the changes take effect.

Status values: Yes or No.

Yes: Kerberos authentication is enabled.

The listen port for the proxy API.

When editing this port as a user without admin privileges, you need to run
the repository in bootstrap mode before the changes take effect.

The thumbprint of the Secure Sockets Layer (SSL) certificate that handles the
encryption of traffic from the browser to the proxy. When editing a proxy certificate
and the Qlik Sense services run with an account without administrator privileges, you
need to configure the private key permissions for the certificate.

The maximum timeout period for a single HTTP/HTTPS request before closing the
connection. Protection against denial-of-service attacks. This means that if an ongoing
request exceeds this period, Qlik Sense proxy will close the connection. Increase this
value if your users work over slow connections and experience closed connections.

The maximum total header size.

The maximum number of lines in the header.

Levels: Off or Basic (a limited set of entries)

Levels: Off or Basic (a limited set of entries)

Each level from Error to Info includes more information than the previous level.

More detailed, user-based messages are saved to this logger, for example, proxy calls.

Each level from Fatal to Debug includes more information than the previous level.

All the performance messages are saved to this logger. For example, performance
counters and number of connections, streams, sessions, tickets, web sockets and load
balancing information.

Each level from Fatal to Debug includes more information than the previous level.

All the certificates messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.
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Property

System log level

Performance log
interval
(minutes)

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Edit

Unlink

9 Link

Show more
items

Description

All the standard proxy messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

The interval of performance logging.

The ID of the proxy.

The date and time when the proxy was created.

The date and time when the proxy was last modified.
By whom the proxy was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, EYI is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)
Edit the selected proxy.

Unlink a proxy service from the selected proxy.

Avirtual proxy must be linked to a proxy service in order to work.

Link a proxy service to the selected proxy.

The overview shows a set number of items by default. To show more items, scroll to
the end of the list and click Show more items. Sorting and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold

down Ctrl while clicking the items, or drag over the items.
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SameSite cookie attribute

The SameSite cookie attribute is used by browsers to identify how first-party and third-party cookies are to be
handled. The purpose of the SameSite attribute is to protect the privacy rights of web users and reduce the
risk of cross-site request forgeries (CSRF/XSRF). CSRF is a type of malicious exploit of a website where
unauthorized commands are transmitted from a user that the web application trusts.

With the release Chrome 80 the SameSite cookies attribute was turned on by default. Other browsers, such as
Microsoft Edge, Firefox, and Safari also support SameSite cookies, but the feature is not always turned on by
default.

SameSite attribute values

SamesSite has three values for different levels of security:

¢ Strict: Browsers only send cookies with requests originating from the same domain/site as the target
domain. This will stop CSRF attacks.

¢ Lax: Does not restrict originating site, but enforces target domain to be the same as cookie domain.
This will stop cross-site cookies.

¢ None: Clearly communicates that you intentionally want the cookie sent in a third-party context.

Site in this context is the domain suffix and the part of the domain just before it. For the web site
https://help.qlik.com, glik.com counts as the site.

In Chrome 80 and later, cookies that have no declared SameSite value will default to SameSite=Lax. This
means that cookies will automatically be sent only in a first party context unless they opt-out by explicitly
setting the value None.

Only cookies with the samesite=None; Secure setting will be available for external access, provided they are
being accessed from secure connections.

§» OQlik Sense: Missing SameSite attribute now blocks requests in Chrome 80 and future browsers SSL/TLS

communication problems after you install KB 931125

Schedulers

The Qlik Sense Scheduler Service (QSS) manages the scheduled tasks (reload of Qlik Sense apps or user
synchronization) and task chaining. Depending on the type of Qlik Sense deployment, the QSS runs as
manager, worker, or both on a node.

The Schedulers overview lists all the available schedulers. The following table presents the available fields
and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add
fields.

0 You can adjust the column width by dragging the header border.
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Property
Node

Status

Tags

Type

Max
concurrent
reloads

Engine timeout
(minutes)

Audit activity
log level

Service log
level

Application log
level

Audit log level

Performance
log level

Node properties

Description
The name of the scheduler node.

One of the following statuses is displayed:

* Running
The service is running as per normal.

e Stopped
The service has stopped.

e Disabled
The service has been disabled.

Click 0 in the Status column for more detailed information on the status.

Checking the status of Qlik Sense services (page 381).
The tags that are connected to the scheduler.

¢ Manager: sends the task to a worker QSS within the site.
¢ Worker: receives the task from the manager QSS and executes the task.

¢ Manager and worker: when the manager QSS also acts a worker QSS, on a
single node site.

The maximum number of reloads that the scheduler can perform at the same time.

If the number for Max concurrent reloads is reached (a separate property), the request
to start a new engine process is queued, waiting for the number of running reload
processes to go below Max concurrent reloads. If this does not happen within the given
time period, the request to start a new engine process is removed from the queue.

User-related actions are saved to this logger.

Levels: Off or Basic (a limited set of entries)

Each level from Error to Info includes more information than the previous level.

All the application messages for the scheduler service are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.

Detailed, user-based messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.

All the performance messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.
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Property

Security log
level

System log
level

Task execution
log level

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Ly

Actions

Description

Security-related messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.

All the standard scheduler messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.

All the task execution messages are saved to this logger.

Each level from Fatal to Debug includes more information than the previous level.
The ID of the scheduler.

The date and time when the scheduler was created.

The date and time when the scheduler was last modified.

By whom the scheduler was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column,G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to

the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)
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Property Description

@ Refresh the page.

Edit Edit the selected scheduler.

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Repositories

The Qlik Sense Repository Service (QRS) manages persistence and synchronization of Qlik Sense apps,
licensing, security, and service configuration data. The QRS attaches to a Qlik Sense Repository Database and
is needed by all other Qlik Sense services to run and to serve Qlik Sense apps. In addition, the QRS stores the
Qlik Sense app structures and the paths to the binary files (that is, the app data stored in the local file
system).

The Repositories overview lists all the available repositories. The following table presents the available fields
and buttons. By default, only some of the fields are displayed. You can use the column selector (%) to add
fields.

You can adjust the column width by dragging the header border.

Node properties
Property Details
Node The name of the repository node.
Status One of the following statuses is displayed:

* Running
The service is running as per normal.

e Stopped
The service has stopped.

e Disabled
The service has been disabled.

Clicko in the Status column for more detailed information on the status.

Checking the status of Qlik Sense services (page 381).
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Property

Audit activity log
level

Audit security log
level

Service log level

Application log
level

Audit log level

License log level

Qlik Management
Console (QMC) log
level

Performance log
level

Security log level

Synchronization
log level

System log level

User management
log level

Tags

ID

Created

Last modified
Modified by

<Custom
properties>

VA

Details

Levels: Off or Basic (a limited set of entries)

Levels: Off or Basic (a limited set of entries)

Each level from Error to Info includes more information than the previous level.

All the application messages for the repository service are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

Detailed, user-based messages are saved to this logger, for example, security rules
information.
Each level from Fatal to Debug includes more information than the previous level.

All the license messages are saved to this logger. For example, token usage and user
access allocation. Levels: Info or Debug

All the QMC messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

All the performance messages for the repository service are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

All the certificates messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

All the synchronization information in a multi-node environment are saved to this
logger.
Each level from Fatal to Debug includes more information than the previous level.

All the standard repository messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

All the user sync messages are saved to this logger.
Each level from Fatal to Debug includes more information than the previous level.

The tags that are connected to the repository.

The ID of the repository.

The date and time when the repository was created.

The date and time when the repository was last modified.
By whom the repository was modified.

Custom properties, if any, are listed here.

Sort the list ascending or descending. Some columns do not support sorting.
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Property

Ly

Actions

Q

%

Edit

Show more

Details

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column, G is

displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows
is applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.

Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

Refresh the page.

Edit the selected repository.

The overview shows a set number of items, by default. To show more items, scroll to
the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold

down Ctrl while clicking the items, or drag over the items.

Load balancing rules

The Load balancing rules overview lists all the available load balancing rules. The following table presents
the available fields and buttons. By default, only some of the fields are displayed. You can use the column

selector (%) to add fields.

You can adjust the column width by dragging the header border.
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Property

Name

Description

Resource
filter

Actions

Disabled

Type

Tags
Conditions
ID

Created

Last modified

Modified by

VA

Ly

Actions

Load balancing rule properties

Description

Name of the rule. Names for generated rules have the following syntax: [resource type]_
[access type]_[resource name]

Description of the rule.

Type of resource that the rule applies to. An asterisk (*) indicates that the rule applies to
all resources.

Action for the rule (load balancing).
Status values: Yes or No.

Type is Default for rules that are created when installing Qlik Sense. If you edit or create a
new rule, the type is changed to Custom. A third type is Read only.

Tags that are connected to the load balancing rule.

Conditions of the load balancing rule.

ID of the load balancing rule.

Date and time when the load balancing rule was created.

Date and time when the load balancing rule was last modified.
By whom the load balancing rule was modified.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column,G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.
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Property Description

Q Search - both basic and more advanced searches.

Searching and filtering in the QMC (page 25)

f,.:j Refresh the page.

Edit Edit the selected load balancing rule. When you do not have update rights for the selected
items, Edit is replaced by View.

View View the selected load balancing rule. When you do not have update rights for the
selected items, Edit is replaced by View.

Delete Delete the selected load balancing rules. If you do not have delete rights for the selected
items, Delete is disabled.

0Create Create a new load balancing rule.

new

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Double-click an item in the overview to open the resource's edit page. For multiple selections, hold
down Ctrl while clicking the items, or drag over the items.

Load balancing rules properties

The following property groups are available for load balancing rules.

Resource filter (Advanced view)
Security rule will be applied to a Qlik Sense App.

Syntax:

resource.resourcetype = "[property name] *"
Examples:

resource.resourcetype = "App *"

Conditions (Advanced view)

Define the resource and/or user conditions that the load balancing rule should apply to.

Syntax

[resource.resourcetype = "resourcetypevalue"] [OPERATOR]

[ (((resource.property = propertyvalue) [OPERATOR (resource.property =
propertyvalue))) ]
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If you select a resource and a resource condition from the drop-down list in the Basic view, the Conditions
field in the Advanced view is automatically filled in with corresponding code for the selected resource type.

Conditions are defined using property-value pairs. You are not required to specify resource or user conditions.
In fact, you can leave the Conditions field empty.

If you define a rule without specifying at least one Resource or Node access condition, your rule will
apply to all resources and / or nodes.

The order that you define conditions does not matter. This means that you can define the resources first and
then the user and/or resource conditions or the other way round. However, it is recommended that you are
consistent in the order in which you define resources and conditions as this simplifies troubleshooting.

Arguments
Argument descriptions
Argument Description
resource Implies that the conditions will be applied to a resource.
resourcetype Implies that the conditions will be applied to a resource of the type defined by
the resourcetypevalue.
You can also use pre-defined functions for conditions to return property values.
resourcetypevalue You must provide at least one resource type value, for available values.
Resource filter (Advanced view) (page 175)
property The property name for the resource condition, for available names.
Properties (page 176)
propertyvalue The value of the selected property name.
Properties
Property descriptions
Property name Description
name The name of the resource
owner.environment.browser The browser environment of the owner of the resource
owner.environment.device The device environment of the owner of the resource
owner.environment.ip The IP environment of the owner of the resource
owner.environment.os The OS environment of the owner of the resource
owner.environment.requesttype The request type environment of the owner of the resource
owner.group The group memberships of the owner retrieved from the user

directory.
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Property name Description

owner.name The user name of the owner of the resource
owner.userdirectory The user directory of the owner of the resource
owner.userid The user id of the owner of the resource
streams.name The name of the associated stream

Examples and results

Examples and results

Example Result

resource.resourcetype="App" and The rule will apply to all apps.

(resource.name like "*")
The same rule can be defined by simply setting the
Resource field to App™ and leaving the Conditions
field empty.

resource.resourcetype="App" and The rule will apply to all apps that have names beginning with

(resource.name Tike "My*'") "My"

resource.resourcetype="App" and The rule will apply to all apps with the custom property

(resource.@pepartment="Test") Department set to Test

resource.resourcetype="App" and ! The rule will apply to all nodes except the nodes with custom

(resource.@epartment="Test") property Department set to Test.

With Resource filter== This rule will apply to all resources and all users.

and Conditions field empty

Actions (Basic view)

The load balancing rule action is always defined as Load balancing.

Cloud distribution

In the cloud distribution section, you work with setting up and monitoring the distribution of apps from Qlik
Sense Enterprise on Windows to Qlik Sense Enterprise SaaS. With such a deployment, apps published to a
stream in Qlik Sense Enterprise on Windows can automatically also be distributed to Qlik Sense Enterprise
SaaS. To be able to distribute apps to cloud, you must have a license with multi-cloud.

The following sections are available if you have a license with multi-cloud:

¢ App distribution status: Monitor the distribution of apps.

 Distribution policies: Determine whether a published app can be distributed to deployments in Qlik
Sense Enterprise SaaS. To be distributed, a published app must have a distribution policy connected to
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it.
Deployment setup: Configuring a deployment in Qlik Sense Enterprise on Windows.

App distribution status

The App distribution status overview lists status of app distributions from Qlik Sense Enterprise on Windows
to Qlik Sense Enterprise SaaS. The following table presents the available fields and buttons. By default, only

some of the fields are displayed. You can use the column selector (@) to add fields.

App distribution status is a subsection of Cloud distribution and only available if you have a
license with multi-cloud.

App distribution status properties

Property Description

ID ID of the app distribution.

Last Date and time of the last distribution.
distribution

App name Name of the distributed app.

App ID ID of the distributed app.

Deployment Name of the deployment to which the app has been distributed.

name
Deployment ID of the deployment to which the app has been distributed.

ID

Node Node from which the app is distributed.

Status Distribution status, values: In Progress, Queued, Success, Deleting, or Failure.
Created Date and time when the app distribution was first distributed to the deployment.

Distribution policies

To be able to distribute apps from Qlik Sense Enterprise on Windows to Qlik Sense Enterprise SaaS, you must
define distribution policies. Distribution policies are used to determine whether a published app can be
distributed to one or more of the deployments in Qlik Sense Enterprise SaaS. If a published app is not covered
by a distribution policy it will not be distributed.

The Distribution policies overview lists all the available distribution policies.

Distribution policies is a subsection of Cloud distribution and only available if you have a license
with multi-cloud.

The following table presents the available fields and buttons. By default, only some of the fields are displayed.

You can use the column selector (%) to add fields.
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You can adjust the column width by dragging the header border.

Field
Name
Description

Resource
filter

Actions

Disabled

Type

Tags

VA

Ly

Actions

Q

Policy field descriptions

Description
Name of the policy.
Description of the rule.

Type of resource that the rule applies to. An asterisk (*) indicates that the rule applies to
all resources.

Action for the rule (Distribute).
Status values: Yes or No.

Type is Default for rules that are created when installing Qlik Sense. If you edit or create a
new rule, the type is changed to Custom. A third type is Read only.

Tags that are connected to the distribution policy.

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns simultaneously

to narrow your search. If a filter is applied to a column,G is displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters and
search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently displayed.
Any rows that have been filtered out before selecting all rows are disregarded,
even if they were selected. The option Deselect all rows is applied to all rows,
including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset to the

default columns.
Search - both basic and more advanced searches.
Searching and filtering in the QMC (page 25)

Refresh the page.
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Edit Edit the selected distribution policy. When you do not have update rights for the selected
items, Edit is replaced by View.

View View the selected distribution policy. When you do not have update rights for the selected
items, Edit is replaced by View.

Delete Delete the selected distribution policy. If you do not have delete rights for the selected
items, Delete is disabled.

0 Create Create a new distribution policy.

new

Show more The overview shows a set number of items, by default. To show more items, scroll to the

end of the list and click Show more. Searching, sorting, and filtering of items is always
done on the full database list of items, not only the items that are displayed.

Deployment setup

With a multi-cloud setup, you can deploy to Qlik Sense Enterprise SaaS. Qlik Sense Enterprise
SaaS supports deployment on an infrastructure managed by Qlik.

The setup differs depending on whether or not you use a local bearer token.

Setup with a local bearer token

A local bearer token simplifies the deployment setup. Instead of using the token endpoint, client ID, and client
secret properties to retrieve a bearer token from the IdP, a bearer token is generated locally.

Before you start setting up your deployment, make sure you have the tenant URL, provided by Qlik in your

welcome email.

To set up your deployment:

1
2
3.
4

In the bottom left corner, click Set up new.

Enter a deployment name.

API endpoint: Enter the tenant URL, which is sent to you from Qlik.

Enter audience: q1ik.api. Audience is needed by the app distribution service to get API tokens from
cloud.

Ensure that Use local bearer token is selected and click Apply.

The local bearer token is generated.

By default, the Qlik Cloud format check box is selected. The text box then displays the IdP definition.
Choose the format you want to use and click Copy to clipboard to save the text. You need this text
when you configure your tenant.

For Qlik Sense Enterprise SaaS, you paste the IdP definition in the Local bearer token text box on the
tenant configuration page.

Setup with IdP integration

Before you start setting up your deployment, make sure you have the following:
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¢ Client ID and client secret (collected from your IdP provider)
¢ Token endpoint

e Tenant URL (provided by Qlik in your welcome email)
To set up your deployment:

1. Inthe bottom left corner, click Set up new.

2. Enter a deployment name. (You can use this name in distribution policies for the distribution of apps.)
3. API endpoint: Enter the tenant URL, which is sent to you from Qlik.
4

Enter audience: q1ik.api. Audience is needed by the app distribution service to get API tokens from

cloud.
5. Enter Client ID and Client secret.
6. Enter Token endpoint, also known as Authentication URL.
7. Click Apply.

External product sign-on

External product sign-on allows users to access Qlik Alerting with single sign-on using Qlik Sense Enterprise on
Windows credentials.

The following table presents the available fields and buttons. By default, only some of the fields are displayed.

You can use the column selector (%) to add fields.

You can adjust the column width by dragging the header border.

Property name
Name

Product

Sign-on URI path
Start page

Menu label

Tags

Health check
path

ID
Created
Last modified

Modified by

Custom properties

Description

Name of the external product sign-on configuration.
The external product to sign on to.

Path to the sign-on page of the external product.
Path to the start page of the external product.

A label for the menu item in the Qlik Sense hub that takes the user to the external
product sign-on URI.

Connected tags.

Path to API endpoint service health check.

External product sign-on configuration ID.
Date and time when the external product sign-on configuration was created.
Date and time when the external product sign-on configuration was last modified.

By whom the external product sign-on configuration was modified.
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VA

Ly

Actions

£:

Edit
Delete
GCreate new

Show more

Sort the list ascending or descending. Some columns do not support sorting.

Type a string to filter on, or, when available, select a predefined value. All rows that
match your filter criteria are displayed. You can filter on multiple columns

simultaneously to narrow your search. If a filter is applied to a column,G is
displayed.

To remove your criteria, click Actions in the table header bar and select Clear filters
and search.

You can combine filtering with searching.

Searching and filtering in the QMC (page 25)

Options for clearing filter and search, selecting and deselecting all rows, and toggling
wrapping.

The option Select all rows is applied to the rows that are currently
displayed. Any rows that have been filtered out before selecting all rows
are disregarded, even if they were selected. The option Deselect all rows is
applied to all rows, including those that were filtered out.

Column selector: Select which columns to display in the overview. Click € to reset

to the default columns.
Edit the selected external product sign-on configuration.
Delete the selected external product sign-on configuration.

Create a new external product sign-on configuration.

The overview shows a set number of items, by default. To show more items, scroll to
the end of the list and click Show more. Searching, sorting, and filtering of items is
always done on the full database list of items, not only the items that are displayed.

External product sign-on: associated items

The following associated item is available for external product sign-on configurations.

User access

User access is available from Associated items when you edit a resource.

The preview shows a grid of the target resources and the source users who have access to the selected items.

Depending on rights, you can either edit or view a user, a resource, or an associated rule.
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Configuring single sign-on from Qlik Sense Enterprise on Windows to Qlik Alerting

Configure single sign-on (SSO) to allow users to authenticate to Qlik Alerting using Qlik Sense
Enterprise on Windows credentials. With SSO, you don't need any other authentication within
Qlik Alerting.

When you have configured external product sign-on to Qlik Alerting, users with permission will see a new
menu item with Q in their user profile menu in the Qlik Sense hub. When the users click the button, they are

redirected to the configured sign-on URI path, where they are authenticated. Once successfully authenticated,
the users are taken to the Qlik Alerting start page.

To set up SSO authentication to Qlik Alerting, you need to configure external product sign-on in the QMC with
Qlik Alerting as the external product. Upload an SSO script in the QMC to create an authentication URL, and
then add the URL in the Qlik Alerting configuration.

Prerequisites
¢ Qlik Sense Enterprise on Windows May 2023 or later.
e Qlik Alerting July 2023 or later.

Configuring SSO authentication in the Qlik Management Console

You need RootAdmin, ContentAdmin, or DeploymentAdmin role to configure external product sign-on.
Do the following:

1. Open the QMC: https://<QPS server name>/qmc

Select External product sign-on on the QMC start page or from the start¥ drop-down menu .
Enter a name.

For Product select Qlik Alerting.

Enter the path to the Qlik Alerting login URI: https://<alerting_server>:4552/api/users/authQXSession
Enter the path to the Qlik Alerting start page: https://<alerting_server>:4552/#/loginQXSession

N o o~ DN

Enter a Menu label.
Qlik Sense hub users with permission see Q in their profile menu to access Qlik Alerting. The Menu
label text is the label for that icon.

8. Click Apply, and then click Save.

When you have configured external product sign-on, you upload an SSO script to the content library.

. Select Content libraries on the QMC start page or from the start¥ drop-down menu .

. Select the Default record and click Edit.

. Click Upload.

In the Upload static content dialog, click Choose Files, navigate to %Program Files%\Qlik
Alerting\setup on the Qlik Alerting server and select the gaw_sso.html file.

1
2
3. Under Associated items, click Contents.
4
5

6. Click Upload. When the file is uploaded to the content library, you can see it under Contents.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 183



1 Managing a Qlik Sense Enterprise on Windows site

7. Copy the URL path for the uploaded file. For example, /content/Default/qaw_sso.html.

8. Build the authentication URL from the copied URL path as https://<qliksense_server>/<your_URL_path>.
For example, https://<qliksense_server>/content/Default/qaw_sso.html.

9. Save the authentication URL somewhere. You will need it in the next step when you configure Qlik
Alerting.

Configuring access for users
Configure external product sign-on access for users who should have access to Qlik Alerting. Users with access

will have a menu item with a bell icon Q in the Qlik Sense hub that takes them to Qlik Alerting sign-on.
In addition to the access, users must also:

¢ Have Analyzer or Professional entitlement in Qlik Sense.

¢ Beincluded in the list of users in Qlik Alerting who are synced across from Qlik Sense. This list of users
is defined by You configure Filter for user fetch in the Sources settings.

Users with HubAdmin role in Qlik Sense have external product sign-on access by default. For other users, you
need to create a security rule in the Qlik Management Console to provide access.

The following example, shows how to create a security rule that gives access to all users in a specific user
directory.

Example: Creating a security rule for external product sign-on
1. Open the QMC: https://<QPS server name>/qmc

2. Select Security rules on the QMC start page or from the start¥ drop-down menu.
Click QCreate new in the action bar.

From the Create rule from template list, select External product sign-on.

Enter a name, for example, QlikAlertingSignOn.

*

Leave Resources filter as ExternalProductSignOn_*.

N o ook~ ow

For Actions, select Read. Select the user condition properties user, userDirectory, =,and value. For
value, enter the name of the user directory, in this example ABC-DEF.

The Conditions field under Advanced will show ((user.userDirectory="ABC-DEF")). You need to have the
same condition here as in Filter for user fetch in Qlik Alerting. Having the same condition ensures that
the users synced in Qlik Alerting are the same users that have been allowed access to Qlik Alerting
from the Qlik Sense hub. Otherwise, a user might see the Qlik Alerting icon Q in the hub without being
able to access Qlik Alerting.

8. For Context, select Only in hub.

9. Click Preview to view the access rights that your rule will create and the users that they apply to.

10. Click Apply to create and save the rule.
Successfully added is displayed at the bottom of the page.
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Configuration of security rule that gives hub users SSO access to Qlik Alerting

# Start ¥

Security rules Edit security rule

= Editsecurity rule O @ Audit M Auto-audit €3 Clearalifilters [ Privileges to audit

AOANTIEICATION m |Ta\gslresuume External productsign-on v | Q=1 |USSTS Q =2154
Cresterulefrom  [External product sign-on emironment[Onyintws [ 3 |

template
Disabled [ Iﬂuﬂ

Name “~[QlikAlertingSignOn

Description [ Allow hub users to sign on to Qlik Alerting <" Transpose
g

Target resource

alalololalalolalolololalololalololo|n|o|o|test

AW WA A AN A AN A A AN AN DA AN A ADADA

easIc Source user
Resourcefilter  [ExtemalProductSignOn_* &

Actions *+ Jcreate rRead (Jupdate (JDelete

[user ~|[userDirectory v|B )

[value v | [ABC-DEF |

ADVANCED

Eopdiiogs: *[({user userDirectory="ABC-DEF"))

)

Validate rule
Context “>[Only in hub v]

@ Link to Qlik Sense help about security rules

TAGS

EEEEEEEEEEEEEEEEEEEEE

Next, configure SSO authentication in Qlik Alerting.

Configuring SSO authentication in Qlik Alerting

When you have configured SSO authentication in the Qlik Management Console, you need to set it up in Qlik
Alerting.

Do the following:

Open Qlik Alerting: https://<alerting_server>:4552/
Log in using administrator credentials.

Go to Admin > Sources.

On the Qlik source, click®®®, and then select Edit.

o > W

For Filter for user fetch, enter userDirectory eq 'ABC-DEF'.
This is the same condition as in the security rule in the Qlik Management Console.

Under Authentication, select SSO.

o

7. The Authentication URL field is now enabled for editing. Enter your authentication URL that you saved
from the configuration in the QMC content library. For example, https://<qliksense_
server>/content/Default/qaw_sso.html.

8. Click Test connection. A dialog opens with details on the configuration.

9. Verify the entered details, and then click Save.
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Logging in to Qlik Alerting

Once you have enabled single-sign on, you have multiple ways to log in to Qlik Alerting.

Logging in to Qlik Alerting from the Qlik Sense hub

Do the following:

1. Go to https://<qliksense_server>/hub/ and click your user profile icon.

2. Click the Q icon.
You are redirected to the Qlik Alerting start page.

Logging in to Qlik Alerting from the Qlik Sense extension

When you have created an alert in the Qlik Sense extension, you can navigate to Qlik Alerting without entering
credentials.

Do the following:

¢ In the Create alert dialog, click Detailed view.
You are redirected to the Qlik Alerting start page.

Logging in to Qlik Alerting from an email alert

If you have received an email alert from Qlik Alerting, you can log in from a link in the email.
Do the following:

¢ Click the link in the email.
You are redirected to the default browser. If you have an active Qlik Sense or Qlik Alerting session, you
are taken directly to the Qlik Alerting start page. Otherwise, you're asked to enter your Qlik Sense
credentials. After successful login, you are redirected to Qlik Alerting.

Logging in to Qlik Alerting by entering the URL in a browser

Do the following:

* Enter the Qlik Alerting URL in a browser: https://<alerting_server>:4552/
If you have an active Qlik Sense or Qlik Alerting session, you are taken directly to the Qlik Alerting start
page. Otherwise, you are asked to enter your Qlik Sense credentials. After successful login you are
redirected to Qlik Alerting.

Certificates

Qlik Sense uses certificates for authentication. A certificate provides trust between nodes within a Qlik Sense
site. The certificates are used within a Qlik Sense site to authenticate communication between services that
reside on multiple nodes.

If you want to add a third-party tool to your Qlik Sense installation, you need to export the certificates.
You can use the exported certificates to do the following:

¢ Use an external authentication module.

¢ Move the certificates manually to a node, instead of using the QMC functionality when creating a new
node.
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Log collector

With the log collector, you can collect and export log files from a period that you define. The logs facilitate
troubleshooting for Qlik Support.

Collected files

The following files are available for collection.

Windows event log

The log collector reads Windows application event logs and only extracts Qlik Sense related events. With these
logs, Qlik Support can analyze all Qlik Sense services starts and stops, warnings, and errors.

System information

The log collector uses standard Windows Management Instrumentation (WMI) for collecting information about
the local server, current hotfixes, and service packs. The log collector also uses the command line for
detecting proxy setups, which services are running, certificate names, and internet settings. This information
is useful when troubleshooting connectivity and Windows related problems.

Scriptlog files from Qlik folders

The log collector scans the archived log files. Currently active logs files are scanned from each Qlik Sense
server node using a Universal Naming Convention (UNC) path.

Collecting and exporting log files

Do the following:

1. Enter start and end date, manually, or by using the calendar: ch'a

Folders that don't contain any logs from the specified time period are not collected.

2. Enter the support case number.

3. Select which additional logs you want to include:
° Windows event log
°  System information
° Scriptlog files from Qlik folders

4. Ignore log-folder filter and export all: When selected all logs are collected. When not selected only

the following folders are collected:
AboutService
AppDistributionService
BrokersService
CapabilityService
connectorregistryProxy
Converterservice
DataProfiling

DepGraphService
DeploymentBasedwarningsService
DownloadPrepService
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Engine

HubService
HybridDeploymentService
HybridsetupConsoleBff
Licenses

odagservice

Printing

Proxy

Repository
ResourceDistributionService
Scheduler
webExtensionService

Normally, the default log set, without all the logs, is sufficient for troubleshooting by Qlik.

5. Click Collect and export logs.

A zip file is generated that you can send to Qlik Support.

Log collector output

The following are all separate files:

e App list - https://{senseApiSupport.Host}:4242/qrs/app/full

¢ Callinfo - https.//{senseApiSupport.Host}.4242/qrs/license/accesstypeinfo

¢ License agent - https://{senseApiSupport.Host}:4242/qrs/license

¢ Proxy service info - https://{senseApiSupport.Host}:4242/qrs/ProxyService/full

¢ Qlik Sense machine info - https://{senseApiSupport.Host}:4242/qrs/servernodeconfiguration/full
¢ Qlik Sense service info - https://{senseApiSupport.Host}:4242/qrs/servicestatus/full

¢ QRS about - https://{senseApiSupport.Host}:4242/qrs/about

¢ Service cluster - https://{senseApiSupport.Host}:4242/qrs/ServiceCluster/{_serviceClusterld}

The following files are contained in a configuration folder:

¢ Allinstalled connectors and their configuration files
e postgresql.conf

e postgresql_pg_hba.conf

* Engine_Settings.ini

¢ Sense_Host.cfg

¢ Repository.exe.config

¢ Repository.Core.dll.config

¢ Repository.Domain.dll.config

¢ Repository.Synchronization.dll.config
¢ Repository.User.dll.config

* Printing.exe.config

¢ Qlik.Printing.CefSharp.exe.config

¢ Qlik.Sense.Printing.dll.config
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* Scheduler.exe.config

e Proxy.exe.config
Additional logs:

¢ Current logs folder

* Archived logs - https://{senseApiSupport.Host}:4242/qrs/ServiceCluster/{_serviceClusterld}
e System Info - C:\\Windows\\System32\\systeminfo.exe /S {hostName}

¢ Windows logs

e Script logs

Service certificates

Certificates are used for secure communication between two entities, such as a proxy and a browser, or two
internal services.

There are two types of certificates in Qlik Sense, server certificates and trust zone certificates:

e Server certificates are used to protect the communication between the Qlik Sense Proxy Service and
the Qlik Sense Client running in your browser.

* Trust zone certificates are used to protect the communication between Qlik Sense internal services.

The rest of this description will focus on the trust zone certificates and will not cover the server
certificates in any further detail.

Qlik Sense trust zone certificates and keys used for TLS with mutual authentication

The Qlik Sense trust zone is based on Transport Layer Security (TLS) with mutual authentication between the
internal services.

To establish TLS with mutual authentication every service needs three certificates and two private keys:

Root certificate

The root certificate is used for verifying the certificate sent by the service you want to talk to.

Windows certificate store location: Local Computer > Trusted Root Certification Authority.

Service certificate and service private key

The service certificate and service private key are used for server authentication when your service acts as a
server, that is, when another service calls an API in your service.

Windows certificate store location: Local Computer > Personal > Certificates.

Client certificate and client private key

The client certificate and client private key are used for client authentication when your service acts as a
client, that is, when your service calls an API in another service.

Windows certificate store location: Local service user > Personal Certificates.
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For services implemented in node.js, copies of the certificates reside in the following folder:
%ProgramData%)Qlik\Sense\...\ExportedCertificates. In the following example, the service acts as a server.

\ 4

Client
Service

Trust zone Root
Certificate

Trust zone Client
Certificate

&

Trust zone Client
private key

HTTPS GET/api/

Example where the service acts as a server

Server
Service

4|

Trust zone Root
Certificate

4|

Trust zone Server
Certificate

&

Trust zone Server
private key

The common name of the server certificates will carry the hostname of the server, and it is used by the client
to validate that the domain name of the server matches the information in the certificate. In the following
example, the client service negotiates TLS with the server server.domain.com.

HTTPS GET server.domain.com/api/

v

A

Client Service

TLS Server hello

Trust zone Server
Certificate

Subject
CN = server.domain.com

Example where the client service negotiates TLS with the server

Client Service

The common name of the server certificate is entered by the administrator during the node registration

process in the QMC.
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QlikServiceCluster certificate

The QlikServiceCluster certificate is used for distributing apps from Qlik Sense Enterprise on Windows to
multi-cloud deployments.

Windows certificate store location: Local Computer > Personal > Certificates.

Manual configuration

Manual configuration is required when upgrading multi-node sites that are using or will use app distribution.
If upgrading from June 2020 (or earlier) to September 2020 (or later):
Manual configuration is not required in the following cases:

¢ New deployments of single-node or multi-node sites.
¢ Upgrade of single-node sites.

¢ Upgrade of multi-node sites that will not use app distribution.

Configuring the expiry date of Qlik Sense certificates

Qlik Sense offers the ability to configure the expiry date of its certificates. The default value is 5 years (60
months). The minimum value is 12 and the maximum value is 60 months. Any value below the minimum or
above the maximum will be ignored and set to the border value—12 or 60 months respectively.

Qlik Sense trust zone key management

Where do all the keys and certificates come from? All node keys and certificates are created by the central
node. The keys are randomly generated and the corresponding certificates are signed by the trust zone Root
private key. The trust zone Root private key is a third private key used by Qlik Sense. But this key is only used
to issue new certificates, it is not involved in establishing mutual TLS. When the central node has generated
certificates and keys for a new node, it will encrypt them with a randomly generated password and send them
to a REST endpoint in the new node.

An administrator will have to enter the password on the new node so that the keys and certificates can be
decrypted and installed on the new node. The password is entered on a web page that is only served on
localhost. In practice, all of this happens in the node registration work flow in the QMC.

The certificate and key distribution procedure is described in the following example.
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~
«a

Password

g HTTP POST/setup/certificate distribution g

Central node New node

Trust zone Trust zone
R Server Server

v

Trust zone Root Certificate private key
Certificate
Trust zone
Roof = &
Certificate -
Trust zone
Trust zone Client
Client private key
Certificate

Encrypted with
password

Certificate and key distribution procedure

You use a certificate extension to identify the certificates as Qlik certificates, and the value of this extension
defines the role of the certificate as either "root", "service", or "client".

Database encryption

Some fields in the database are encrypted at the application layer by Qlik Sense. This is typically fields that
contain credentials, such as passwords for connections. Database fields are encrypted with a symmetric key
that must be available on all Qlik Sense nodes and you use the trust zone server certificate to carry the key.

The database encryption algorithm and key are stored in the trust zone server certificate as extensions. Every
extension is identified by an object identifier (OID), which indicates the contents of the extension:

e 1.3.6.1.5.5.7.13.1: The symmetrical database key
¢ 1.3.6.1.5.5.7.13.2: The algorithm of the database key

Both these fields are encrypted with the public key of the trust zone server certificate. This means that it is
only the service that can decrypt them since it is the only entity that has access to the trust zone server
private key.

Encryption certificates

Encryption keys are best managed through certificates. The certificates must be stored in a certificate store for
the user running the Engine service.
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The encryption certificate functions as a shell around the encryption key. The key can be fetched even if the
certificate has expired, and therefore there is no need to renew an expired encryption certificate.

Encryption keys

The encryption solution uses two types of keys:

¢ Data encryption keys

* Key encryption keys

Data encryption keys

Data encryption keys (DEK) are auto-generated keys for AES-256 encryption of the data. A new key is
generated for each object that is encrypted.

Key encryption keys

Key encryption keys (KEK) are private and public key pair for secure, asymmetric encryption of the data
encryption keys. The public key is used to encrypt the data and the private key is used to decrypt the data
encrypted by the public key.

Only keys using the RSA algorithm are supported.

The key used for key encryption is specified in the Qlik Management Console (QMC) Data encryption section of
the Service cluster resource, see Service cluster (page 146).

Encryption certificate requirements:
e The certificate key is stored in the Microsoft Cryptography Next Generation (CNG) Key Storage Provider.

¢ The certificate is stored in the Windows Certificate store under CurrentUser for the user running the
Engine service.

Using data encryption

This is the common workflow for using the data encryption feature in Qlik Sense.

1. Create an encryption certificate: Creating encryption certificates using Windows PowerShell (page 195).

2. Enable encryption and specify the key: Enabling encryption and specifying the key (page 194).

3. For multi-node deployments, export the encryption certificate: Exporting encryption certificates using
Windows PowerShell (page 197).

4. For multi-node deployments, import the encryption certificate on all nodes: Importing encryption
certificates using Windows PowerShell (page 199).

Make sure to back up the certificate. You may not be able to open your encrypted app if the
certificate is lost. It is your responsibility to safe keep the certificate backup for as long as it is
needed.
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Encrypting QVD files shared with QlikView

If you have QVD files used in both QlikView and Qlik Sense Enterprise on Windows, make sure that the same
thumbprint is defined for both products.

Enabling encryption and specifying the key

The Qlik associative engine is configured by defining the encryption key thumbprint in QMC. Copy the value of
the Thumbprint field from the certificate and paste it into the Encryption key field in the QMC.

The certificate must be stored in a certificate store for the user running the Engine service.

Do the following:

Open the Certificate Manager tool (certmgr.msc).

Locate the certificate.

Right click the certificate and select Open.

On the Details tab, select the Thumbprint field and copy the value.

o b

In the QMC, go to Service cluster > Data encryption.

Enable one or both of the data encryption options: QVF encryption and QVD encryption.
Paste the Thumbprint value into the Encryption key field.

Service cluster (page 146)

Qlik Sense Enterprise on Windows accepts Secure Hash Algorithm 1 (SHA-1) thumbprints in the 40-digit
hexadecimal string form without spaces.

Example:
If your certificate thumbprint contain spaces, like 56 38 88 bb 6a ea 55 eb 0d 33 d9 d8 b9 09
e0 d2 ef 26 ff bd, you enter it in the Encryption key field as follows:

563888bb6aea55eb0d33d9d8b909e0d2ef26ffbd

If your organization has a key rotation policy, you may need to update the thumbprint definition
when the key is changed.

Remember to keep the certificate containing the old key on the server until all QVFs and QVDs have
been saved with the new key.

Managing encryption certificates

There are many tools available for managing certificates but this documentation will focus on creating and
distributing certificates using Windows PowerShell and Microsoft Management Console.

If other tools are used, the requirements are:

¢ aRSAKkey is used
¢ the key is stored in a CNG KeyStorageProvider
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* the certificate is stored in a certificate store for the user running the Engine

Creating encryption certificates using Windows PowerShell

It is not necessary to use certificates issued by a certificate authority (CA), you can also issue and sign your
own self-signed certificates. Encryption certificates that you create must be stored in a certificate store for the
user running the Engine service.

To create the new encryption certificate, use the New-SelfSignedCertificate cmdlet to create a self-
signed certificate.

Syntax: Windows Server 2016 and later

PS C:\Users\johndoe.ACME> New-SelfSignedCertificate -Subject <Certifcate name> -KeyAlgorithm
RSA -KeyLength <Key length, e.g.4096> -Provider "Microsoft Software Key Storage Provider" -
KeyExportPolicy ExportableEncrypted

-CertStoreLocation "cert:\CurrentUser\my"

Syntax: Windows Server 2012 R2

PS C:\Users\johndoe.ACME> New-SelfSignedCertificate -DnsName <Certifcate name> -
CertStoreLocation "cert:\CurrentUser\My"

New-SelfSignedCertificate cmdlet parameters Windows Server 2016 and later

The following parameters should at minimal be defined when creating the certificate using PowerShell for
Windows Server 2016 and later.

For complete documentation, see the § _ Microsoft New-SelfSignedCertificate documentation.

-Subject

Specifies the string that appears in the subject of the new certificate. This cmdlet prefixes CN= to any value
that does not contain an equal sign. For multiple subject relative distinguished names (also known as RDNs),
separate each subject relative distinguished name with a comma (,). If the value of the relative distinguished
name contains commas, separate each subject relative distinguished name with a semicolon (;).

-Subject <Certifcate name>

-KeyAlgorithm
Specifies the name of the algorithm that creates the asymmetric keys that are associated with the new
certificate. Must be RSA.

-KeyAlgorithm RSA

-KeyLength
Specifies the length, in bits, of the key that is associated with the new certificate.

-KeyLength <Key length, e.g.4096>

-Provider

Specifies the name of the KSP or CSP that this cmdlet uses to create the certificate. Should be Microsoft
Software Key Storage Provider.

-Provider "Microsoft Software Key Storage Provider"
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-KeyExportPolicy
Specifies the policy that governs the export of the private key that is associated with the certificate. The
acceptable values for this parameter are:

e Exportable
e ExportableEncrypted (default)
¢ NonExportable

-KeyExportPolicy ExportableEncrypted

-CertStorelLocation

Specifies the certificate store in which to store the new certificate. If the current path is Cert:\CurrentUser or
Cert:\CurrentUser\My, the default store is Cert: \CurrentUser\My. Otherwise, you must specify
Cert:\CurrentUser\My for this parameter.

-CertStoreLocation "cert:\CurrentUser\My"

New-SelfSignedCertificate cmdlet parameters Windows Server 2012 R2

The following parameters should at minimal be defined when creating the certificate using PowerShell for
Windows Server 2012 R2.

For complete documentation, see the 2 Microsoft New-SelfSignedCertificate documentation.

-DnsName

Specifies one or more strings to put into the Subject Alternative Name extension of the certificate. The first
DNS name is also saved as Subject Name and Issuer Name.

-DnsName <Certifcate name>

-CertStoreLocation

Specifies the certificate store in which to store the new certificate. If the current path is Cert:\CurrentUser or
Cert:\CurrentUser\My, the default store is Cert: \CurrentUser\My. Otherwise, you must specify
Cert:\CurrentUser\My for this parameter.

-CertStoreLocation "cert:\CurrentUser\My"

New-SelfSignedCertificate defaults Windows Server 2012 R2
The following defaults apply for the New-SelfSignedCertificate cmdlet in Windows Server 2012 R2:

¢ Key algorithm: RSA

¢ Key length: 2048

¢ Extended key usage (EKU): Client authentication and Server authentication
* Key usage: Digital signature, Key encipherment (a0)

¢ Validity: one year
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Example: creating a data encryption certificate using PowerShell for Windows Server 2016 and
later

In this example, the user called test is creating a self-signed exportable encrypted certificate with the subject
MyTestCert and a key length of 4096 bits. The certificate is to be stored in Cert: \CurrentUser\My.

Type the following command in Microsoft PowerShell:

PS C:\Users\test> New-SelfSignedCertificate -Subject MyTestCert -KeyAlgorithm RSA -KeyLength

4096 -Provider "Microsoft Software Key Storage Provider" -KeyExportPolicy ExportableEncrypted
-CertStoreLocation "cert:\CurrentUser\my"

By default, the certificate expires after one year if the Not After parameter is not defined. In this example,

the certificate expires after three years:

PS C:\Users\test> New-SelfSignedCertificate -Subject MyTestCert -KeyAlgorithm RSA -KeyLength
4096 -Provider "Microsoft Software Key Storage Provider" -KeyExportPolicy ExportableEncrypted
-CertStoreLocation "cert:\CurrentUser\My" -NotAfter (Get-Date).AddYears(3)

Result:

When the certificate has been created, the following is displayed in Microsoft PowerShell:

PSParentPath: Microsoft.Powershell.Security\Certificate::CurrentUser\My

Thumbprint Subject

563888BB6AEA5S5EBOD33DI9D8BI0IEOD2EF26FFBD CN=MyTestCert

Exporting encryption certificates using Windows PowerShell

To export a encryption certificate, use the Export-PfxCertificate cmdlet.

Syntax:
PS C:\Users\johndoe.ACME> Export-PfxCertificate -cert cert:\currentuser\My\<certificate
thumbprint> -FilePath <FileName>.pfx -Password <Password or variable>

Export-PfxCertificate cmdlet parameters

The following parameters should at minimal be defined when exporting the certificate.

For complete documentation, see the § _ Microsoft Export-PfxCertificate documentation.

-cert

Specifies the path to the certificate to be exported.
-cert cert:\currentuser\My\<certificate thumbprint>

-FilePath
Specifies the path for the PFX file to be exported.

-FilePath <FileName>.pfx
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-Password

Specifies the password used to protect the exported PFX file. The password should be in the form of secure
string. This parameter must be specified, or an error will be displayed.

-Password <Password or variable>

Example: exporting a data encryption certificate

In this example the user called test will export the encryption certificate previously created to a PFX file.

1. First, create a secure string of the plain text password string and store it in the $Smypwd variable. For
this he is using the ConvertTo-SecureString cmdlet.
Type the following command in Microsoft PowerShell:
PS C:\Users\test> $mypwd = ConvertTo-SecureString -String "MyPassword" -Force -
AsPlainText

2. Then proceed with the actual exporting of the encryption certificate with thumbprint
563888bb6aca55eb0d33d9d8b909e0d2ef26ffbd using the Export-PfxCertificate
cmdlet. The password variable created in the previous step is called to protect the exported PFX file.

Type the following command in Microsoft PowerShell:

PS C:\Users\test> Export-PfxCertificate -cert
cert:\currentuser\My\563888bb6aea55eb0d33d9d8b909e0d2ef26ffbd -Filepath MyTestCert.pfx -
Password $mypwd

Result:

When the certificate has been exported, the following is displayed in Microsoft PowerShell:

Directory: C:\Users\test

Mode LastwriteTime Length Name

-a---- 11/20/2019 11:21 4294 MyTestCert.pfx

Backing up encryption certificates using Microsoft Management Console

You should always have a back up of the certificate. If the certificate is lost from the server, or in case of a
hard disk failure, you may not be able to open your encrypted app. It is your responsibility to keep safe the
certificate backup for as long as it is needed.

You can use the same procedure as for exporting when backing up your certificate, see Exporting encryption
certificates using Windows PowerShell (page 197).

Another way of backing up your encryption certificates is to do it with Microsoft Management Console. The
below example shows how to export or back up your SSL certificate with a private key using Microsoft
Management Console.

Do the following:

1. On the Windows Server where the SSL certificate is installed, open the Microsoft Management Console:
type mmc in the Windows search menu and open it.
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10.

11.

12.

13.

14.

In the Console window, click File > Add/Remove Snap-in.

In the Add or Remove Snap-ins window, select Certificates from the Available snap-ins pane on the
left side and then click Add >.

In the dialog, select My user account and then click Next.
In the Add or Remove Snap-ins window, click OK.

In the Console window, in the Console Root pane on the left side, expand Certificates (Current user)
and locate the certificate that you want to export or back up.

In the center pane, right-clock on the certificate that you want to export or back up, and then click All
Tasks > Export.

In the Certificate Export Wizard, on the Welcome to the Certificate Export Wizard page, click Next.
On the Export Private Key page, select Yes, export the private key, and then click Next.

On the Export File Format page, select Personal Information Exchange - PKCS #12 (.PFX) and then
check Include all certificates in the certification path if possible.

Do not select Delete the private key if the export is successful.

Click Next.

On the Security page, check the Password box, then create and confirm the password.

This password will be required when you import or restore the certificate with private key.

Then check the Group or user name box. If applicable, select the Active Directory user or group
account to which you want to assign access to the certificate with private key. Then click Add.

Click Next.

On the File to Export page, click Browse to specify the save location and the file name of the back up
file and then click Save.

Back on the File to Export page, click Next.

On the Completing the Certificate Export Wizard page, verify that the settings are correct and then click
Finish.

You should receive a message stating that the export was successful, and the SSL certificate with
private key is now saved to the location that you selected .

Importing encryption certificates using Windows PowerShell

To import an encryption certificate, for example, on other machines, use the Import-PfxCertificate
cmdlet.

Encryption certificates that you import must be stored in a certificate store for the user running the
Engine service

Syntax:
PS C:\Users\johndoe.ACME> Import-PfxCertificate -CertStoreLocation cert:\currentuser\My -
FilePath <FileName>.pfx [-Exportable] -pPassword $mypwd
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Import-PfxCertificate cmdlet parameters

The following parameters should at minimal be defined when importing the certificate.

For complete documentation, see the {2 _ Microsoft Import-PfxCertificate documentation.

-CertStoreLocation

Specifies the path of the store to which certificates will be imported. If this parameter is not specified, then
the current path is used as the destination store.

-CertStoreLocation cert:\currentuser\My

-FilePath
Specifies the path for the PFX file.

-FilePath <FileName>.pfx

-Exportable
Optional.

Specifies whether the imported private key can be exported. If this parameter is not specified, then the private
key cannot be exported.

-Exportable

-Password

Specifies the password for the imported PFX file in the form of a secure string.

-Password Smypwd

Example: importing a data encryption certificate

In this example, the user called test2 will import the encryption certificate with thumbprint
563888BB6AEAS5EBOD33D9D8BI09EOD2EF26FFBD previously exported to a PFX file.

1. First, create a secure string of the plain text password string and store it in the $Smypwd variable. For
this, user test2 is using the ConvertTo-SecureString cmdlet.
Type the following command in Microsoft PowerShell:
PS C:\Users\test2> $mypwd = ConvertTo-SecureString -String "MyPassword" -Force -
AsPlainText

2. Then proceed with the actual importing of the PFX file using the Import-P£fxCertificate cmdlet.
The password variable created in the previous step is called to access the PFX file. Type the following

commands in Microsoft PowerShell:
PS C:\Users\test2> Import-PfxCertificate -CertStoreLocation cert:\currentuser\My -
FilePath MyTestCert.pfx -Exportable -Password $mypwd

Result:

When the certificate has been exported, the following is displayed in Microsoft PowerShell:

PSParentPath: Microsoft.PowersShell.Security\Certificate::CurrentUser\My
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Thumbprint Subject

563888BB6AEAS5EBOD33DI9D8BI0IEOD2EF26FFBD CN=MyTestCert

Restoring encryption certificates using Microsoft Management Console

You can use the same procedure as for importing when restoring your certificate, see Importing encryption
certificates using Windows PowerShell (page 199).

If you backed up your certificate using Microsoft Management Console, as described in Backing up encryption
certificates using Microsoft Management Console (page 198), then follow the example below to restore your SSL
certificate.

Encryption certificates that you restore must be stored in a certificate store for the user running the
Engine service

Do the following:

1. On the Windows Server where you want to install the SSL certificate, open the Microsoft Management
Console: type mmc in the Windows search menu and open it.

2. Inthe Console window, click File > Add/Remove Snap-in.

3. Inthe Add or Remove Snap-ins window, select Certificates from the Available snap-ins pane on the
left side and then click Add >.

4. In the dialog, select My user account and then click Next.
5. In the Add or Remove Snap-ins window, click OK.

6. Inthe Console window, in the Console Root pane on the left side, expand Certificates (Current user),
right-click on the Personal folder, and then select All Tasks > Import.

7. Inthe Welcome to the Certificate Import Wizard window, click Next.

8. On the File to import page, Click Browse to locate and select the PFX file that you want to import, and
then click Next.

Make sure to select All files (*.*) in the file type drop-down of the File Explorer window, as it
by default is set to search for X.509 Certificate (*.cert,*.crt) file types only.

9. On the Private key protection page, type the password that was created when the SSL certificate was
exported / backed up.
Then check the Mark this key as exportable box. This means you can back up or export the SSL
certificate when needed.
Then also check the Include all extended properties box.
Click Next.

10. On the Certificate Store page, select Place all certificates in the following store and then click
Browse.
In the Select Certificate Store window, select Personal and click OK.
Back on the Certificate Store page, click Next.
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11. Verify that all settings are correct on the Completing the Certificate Import Wizard page, and then click
Finish.

12. You should receive a message stating that the import was successful, and the SSL certificate with
private key is now saved to the Personal store (folder).

1.6  Managing QMC resources

The administration of a Qlik Sense environment includes managing and handling the following:

e Licenses

* Apps: publishing, duplicating, reloading, importing, deleting

e Streams

* Data connections and extensions

¢ Users: synchronizing, access types, ownership, admin roles, inactivating, deleting
e Tasks and triggers

* Nodes and services

 Custom properties and tags

For some useful tips regarding how to work with the QMC, see QMC performance - best practices
(page 452).

For troubleshooting QMC resources, see Troubleshooting - Managing QMC resources.

Managing licenses

Licenses

There are two license models: the serial and control number and the signed license key. These models define
the terms of your license and the access types that you can allocate to users. With a signed license key, you
need internet access (direct or through a proxy) to access the cloud-based license backend, for user
assignments, analytic time consumption, and product activations.

There are two major license types: one based on access types, and one based on tokens.

e Access types licenses are the Professional and Analyzer Users licenses (user-based) and Analyzer
Capacity licenses (capacity-based). With a Professional and Analyzer Users license you can allocate
professional access and analyzer access. With an Analyzer Capacity license you can allocate analyzer
capacity access, where consumption is time based (analyzer time).

¢ With a Qlik Sense Token license you use tokens to allocate access passes to users. You can allocate
user access and login access.

An access type allows users to access the hub and apps within a Qlik Sense Enterprise on Windows site.
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If you want to set up Qlik Sense Enterprise Saas, please contact your Qlik representative or Qlik
Support to obtain a valid license for the setup.

For detailed information on Qlik Sense licensing options, see Qlik's legal terms, product terms, and Licensing

Service Reference Guide:

B> Qlik Legal Terms

¢ Qlik Product Terms

B Qlik Licensing Service Reference Guide

Access types licenses

Access types licenses grant a predefined number of professional and analyzer access allocations. The
distribution of the access types is determined by the license model.

The license check for access types licenses (professional and analyzer) occurs when you access the
hub. If you access the hub without a license and subsequently are assigned professional or analyzer
access, the license check has already occurred, and you will get a "no access pass" error, stopping
you from interacting with apps. Log out and log in again for the license to be recognized.

Professional access

Professional access is allocated to an identified user to allow the user to access streams and apps within a
Qlik Sense site. The professional access is intended for users who need access to all features in a Qlik Sense
installation. A user with professional access can create, edit, and publish sheets or apps, and make full use of
the available features, including administration of a Qlik Sense site.

For Qlik Sense installations licensed with a serial and control number, if you remove professional access
allocation from a user, the access type is put in quarantine, if it has been used within the last seven days. If it
has not been used within the last seven days, the professional access is released immediately. You can
reinstate quarantined professional access, to the same user, within seven days.

The maximum number of parallel user connections for a single user of this type of access pass is five (5).If you
use a license with a signed license key, accessing the QMC also counts and adds to the maximum number of
parallel sessions, which is five. To avoid unnecessary session consumption, the root admin should not be
allocated any type of access.

When a user with the maximum number of parallel user connections ends a connection (for example, by
logging out) five minutes must pass before the user can use the access pass to add another connection (for
example, by logging in).

If you use a license with a signed license key, accessing the QMC also counts and adds to the
maximum number of parallel sessions, which is five. To avoid unnecessary session consumption, the
root admin should not be allocated any type of access.
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Analyzer access

Analyzer access is allocated to an identified user to allow the user to access streams and apps in the hub. The
analyzer access is intended for users who consume sheets and apps created by others. A user with analyzer
access cannot create, edit, or publish sheets or apps, but can create and publish stories, bookmarks and
snapshots based on data in apps. The user can also create bookmarks, print objects, stories, and sheets, and
export data from an object to Excel.

For Qlik Sense installations licensed with a serial and control number, if you remove analyzer access
allocation from a user, the access type is put in quarantine, if it has been used within the last seven days. If it
has not been used within the last seven days, the analyzer access is released immediately. You can reinstate
quarantined analyzer access, to the same user, within seven days.

The maximum number of parallel user connections for a single user of this type of access pass is five (5).When
a user with the maximum number of parallel user connections ends a connection (for example, by logging out)
five minutes must pass before the user can use the access pass to add another connection (for example, by

logging in).

Analyzer capacity access

Analyzer capacity is a consumption-based license type, which is like analyzer access regarding available
features. Users can access streams and apps in the hub and consume sheets and apps created by others.
Analyzer capacity access allows users to create stories, bookmarks, and snapshots based on data in apps.
Creating, editing, or publishing sheets or apps is not possible.

With an analyzer capacity license, you subscribe to analyzer time, a defined number of minutes per month
(calendar date). These minutes are shared between users and can be consumed by anyone who is part of the
user group, including anonymous users. Consumption is measured in units of six minutes. For each new six-
minute period, a unit is consumed.

For more information, see Analyzer capacity license (page 99)

Token-based licenses

When you allocate tokens, the number of available tokens is reduced. Each access type costs a certain number
of tokens, and if the token balance is zero or insufficient, you cannot allocate more to the access types. You
can free up tokens and choose to use the tokens differently. The number of tokens for the Qlik Sense site can
be increased or decreased by activating a new license.

User access pass

You allocate user access to an identified user to allow the user to access the streams and the apps within a
Qlik Sense site. There is a direct relationship between the access type (user access) and the user. If you
deallocate user access from a user, the access type is put in quarantine if it has been used within the last
seven days. If it has not been used within the last seven days, the user access is removed and the tokens are
released immediately. You can reinstate quarantined user access, to the same user, within seven days. Then
the user is given access again without using more tokens.
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Summary user access pass:
¢ Assigned to an identified user.
* Daily access to analyze or create content.
¢ Unlimited access to streams, apps, and other resources.
e The maximum number of parallel sessions is five.

» 1token =1 user access pass.

You can have both a user access pass and the possibility to consume login access passes. If you have
five active sessions, opening an additional session will consume from your login access passes.

Login access pass

One token equals a predefined amount of login access passes. The login access allows a user to access
streams and apps for a predefined amount of time. This means that a single user may use several login access
passes within a day. You create security rules specifying which users the login access is available for.

When you delete a login access (group), tokens are released immediately if the login access contains enough
unused login access passes. The number of tokens that are released is dependent on the number of used login
access passes. Used login access passes are not released until 28 days after last use. For example: If you
allocated tokens giving 1000 login access passes to a group, they cannot use more than 1000 login access
passes over 28 days. Also, if 100 login access passes are consumed on day 1, the 100 are available again on
day 29. If no access passes are in use then all tokens assigned to the login access instance will be released
when it is deleted.

App reloads will extend the session and consume access passes also when the app is not actively
used. If a browser page is open with an app, app reloads will result in additional access pass
consumption.

Summary login access pass:
¢ Intended for infrequent users.
e Usage of Qlik Sense can be customized and limited.

¢ Time limit of 60 consecutive minutes per pass.
When a session is closed after 20 min, and analysis is resumed after 4 hours, a new login access pass is
used.

* Passes are released every 28 days.

¢ 1 token =10 login access passes.

Activating the license

The first time you start the QMC, the Site license properties page is displayed. All fields are
empty and you must enter the license information. Entering the license information makes you
the root administrator (RootAdmin) for the Qlik Sense site.
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You can license Qlik Sense Enterprise using a signed key or a serial number and control number. You must use
a license with a signed key if you are licensing analyzer capacity access.

After changing to a license with a signed key, you cannot return to using the old serial and control
number license model. To learn more about the product licenses, see Qlik product licenses.

Do the following:

1. If licensing Qlik Sense using a signed key, enter the signed key in the dedicated field.
2. If licensing Qlik Sense using a control and serial number, fill out the mandatory fields.
a. Enter the following:

The property group Site license contains properties related to the license for the Qlik Sense

system. All fields are mandatory and must not be empty.
Site licence properties

Property name Description

Owner name The user name of the Qlik Sense product owner.

Owner The name of the organization that the Qlik Sense product owner is a
organization member of.

Serial number The serial number assigned to the Qlik Sense software.

Control number  The control number assigned to the Qlik Sense software.

LEF access The License Enabler File (LEF) assigned to the Qlik Sense software.

b. Expand LEF access and click Get LEF and preview the license to download a LEF file from the
Qlik Sense LEF server. Alternatively, copy the LEF information from a LEF file and paste it in the

text field.
LEF was successfully retrieved is displayed.

Failed to get LEF from server is displayed if the serial number or control number is
incorrect.

3. Click Apply in the action bar to apply and save your changes.
Successfully licensed is displayed.

With a signed license key, license information can be viewed in the QMC after the license key
is entered and saved using Apply.

4. Click Close.

You have now activated the license. Next you need to allocate professional access or user access to yourself.
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You give users access to Qlik Sense by managing the access types: professional or analyzer access
(user-based license) or user access or login access (token-based license), according to which
consumption model you prefer for accessing Qlik Sense.

0 With a signed license key, click Refresh license definition to synchronize the license definition in
QMC with new updates to the license.

Activating the license offline

To activate the product license, you must connect to the Qlik License Backend Server over the internet. In
some cases, you may not have immediate access to the internet and require offline license activation.
Depending on your license, offline licensing or temporary product activation is possible.

If you have a product serial and control number, you can request your License Enabler File (LEF) from Qlik
Support, which you can then paste into the Site license properties page. For detailed instructions on how to
obtain your LEF from Qlik Support, see » How to request a control number and LEF.

If you have a signed license key, you can only license your product over the internet. However, you can
request a Signed License Definition from Qlik Support, which allows you to operate the product for a limited
time before licensing your product online. For detailed instructions, see {2 _ Activate Qlik Products without
Internet access - April 2020 and onwards.

Getting to know the license usage summary page

Depending on what type of license you have, the License usage summary page looks different.

User-based license

The License usage summary overview shows the access availability, and the distribution of the two access
types: professional access and analyzer access. You cannot adjust the total number of users of professional
and analyzer access from this page, that is determined by the license for the Qlik Sense site.

Analyzer capacity is a variant of analyzer access where you subscribe to analyzer time and consume units in
six-minute blocks. When using that license, the overview will display total time and used time. For more
information about analyzer capacity, see Analyzer capacity license (page 99).
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License usage summary

M inuse M quarantined [ Available License management
Professional access 1 2] 5

Professional access )
Analyzer access 8 B G +~ License usage
Unallocated summary

8876 2 e

Analyzer access
Unallocated

96%122..

Site license

Qlik DataMarket

The section to the left shows the percentage of unallocated professional and analyzer accesses and the total
number of access users.

The section to the right shows the access distribution:

¢ Professional access: the number of professional access allocations to identified users.

¢ Analyzer access: the number of analyzer access allocations to identified users.
Status

 In use: the number of access allocations that are currently in use.

¢ Quarantined (only for licenses with serial and control number): the number of access allocations that
will be released when the quarantine period is over.

¢ Available: the number of access allocations that are currently not in use.

Token-based license

The License usage summary overview shows the token availability and how the tokens are distributed
between the different access types. You cannot adjust the token usage from this page. The number of tokens
is determined by the license for the Qlik Sense site.
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[ES) License usage summary o
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Section (A) shows the proportion of unallocated tokens (in percent) and the total number of tokens.
Section (B) shows the access distribution:

¢ User access: the number of tokens that are allocated to identified users.
* Login access: the number of tokens that are allocated to login access groups.

¢ Total: the sum of the above.
Status

¢ In use: the number of allocated tokens that are currently in use.
¢ Quarantined: the number of tokens that will be released when the quarantine period is over.

¢ Available: the number of allocated tokens that are currently not in use.

0 One token is used when a user with allocated user access makes the first login to the hub. One token
is used when the first login access pass in a batch of login access passes is used. For example, if you
have allocated 3 tokens to login access, providing for 30 login access passes and 11 login access
passes are in use, In use displays 2 (tokens). Tokens allocated to user access in quarantine are in use
until the quarantine period (seven days) is over. A used login access pass is released 28 days after
last use.

Changing the license

The license properties can be changed after they have been set for the first time.

Changing a LEF license
Updating the LEF does the following:
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¢ User-based license: Changes the number of professional and analyzer access allocations for the Qlik
Sense site.

¢ Token-based license: Changes the number of tokens for the Qlik Sense site. You use the tokens on
access types to give the users access to the hub.

In addition to the site license accepting licenses with serial and control number, there is also the
license with a signed key. You must use a license with a signed key if you are licensing analyzer
capacity access. Please note that after changing to a license with a signed key, you cannot return to
using the old serial and control number license model.

Do the following:

1. Open the QMC: https://<QPS server name=>/gmc

2. Select License management on the QMC start page or from the start ¥ drop-down menu to display
the overview.

3. Select Site license in the panel to the right.

4. Edit the fields.

The property group Site license contains properties related to the license for the Qlik Sense system.

All fields are mandatory and must not be empty.
Site licence properties

Property name Description

Owner name The user name of the Qlik Sense product owner.

Owner The name of the organization that the Qlik Sense product owner is a member
organization of.

Serial number The serial number assigned to the Qlik Sense software.

Control number The control number assigned to the Qlik Sense software.

LEF access The License Enabler File (LEF) assigned to the Qlik Sense software.

Expand LEF access and click Get LEF and preview the license to download a LEF file from the Qlik
Sense LEF server. Alternatively, copy the LEF information from a LEF file and paste it in the text field.

LEF was successfully retrieved is displayed.

Failed to get LEF from server is displayed if the serial number or control number is
incorrect.

5. Click Apply in the action bar to apply and save your changes.
Changes have been applied is displayed.

Failed to apply changes is displayed if any value is incorrect.
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Updating a signed key license
Updating a signed key license changes the number of professional and analyzer access allocations, and
number of minutes for the analyzer capacity license.

1. Select License management on the QMC start page or from the start ¥ drop-down menu to display

the overview.

2. Select Site license in the panel to the right.
3. Insert a new signed key in the dedicated field.

4. Click Apply in the action bar to apply and save your changes.
Changes have been applied is displayed.

Failed to apply changes is displayed if any value is incorrect.

Refreshing the license definition

With a signed license key, refresh the license definition to manually update the license properties in QMC
when there has been a change to the license. Only the RootAdmin and DeploymentAdmin roles can refresh the
license definition. You cannot refresh the license definition while editing the signed license key in QMC or if
the signed license key has expired.

Do the following:

1. Select License management on the QMC start page or from the Start ¥ drop-down menu to display
the overview.

2. Select Site license in the panel to the right.

3. Click Refresh license definition in the action bar to synchronize any changes to the license with the
license definition in QMC.
The License definition updated field shows the timestamp when was the license definition was last
updated. The timestamp might take up to 10 minutes to reflect a change. This is because the Qlik
Sense Repository Service only polls the License Backend Server (LBS) for the latest license definition
every 10 minutes. For example, if you manually refresh the license definition at 9 PM, and the next QRS
poll is at 9:09 PM, the timestamp will be updated only at 9:09 PM.

Managing apps

You can create and publish apps to streams from the Qlik Sense hub, if you have the appropriate access
rights. Apps can also be published from the QMC. To publish an app that is created in a Qlik Sense Desktop
installation, you must first import it from the QMC. The security rules applied to the app, stream, or user,
determine who can access the content and what the user is allowed to do. The app is locked when published.
Content can be added to a published app through the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited. To publish an app to Qlik Sense Enterprise Saas, you
must first create distribution policies, see Distribution policies - introduction (page 625)

App extensions are not supported in Qlik Sense Enterprise SaasS. If you publish an app with an
extension to a Qlik Sense Enterprise SaaS deployment, the extension will not be available there.
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You can only publish apps that are unpublished:

¢ To publish an app to more than one stream, you must first create a duplicate of the app.

e To republish an app, create a duplicate of the published app, edit the duplicate and publish it. Use the
option Replace existing app to replace a published app. You can also import an exported app and
replace the existing app with it.

If you publish an app from the hub, the app in the owner's Work folder will get a stream icon to indicate that
it has been published. If you want to publish the app again, you must first make a duplicate of the published
app.

You can duplicate an app if you have create and read access to the app and read access to the Apps
section in the QMC. However, for security reasons, the script will only be duplicated if you also have
read rights to the script. Access to the script enables editing or removal of section access, and, as a
consequence, a possibility to load data that should not be accessible.

When importing an app that is created in a local installation of Qlik Sense, the data connection storage can
differ between the environment where the app is created and the server environment. If so, the data
connection properties Name and Connection string must be updated to match the server environment.
Before publishing the app, check the app in your Work section in the hub.

If the name of a data connection in the imported app is the same as the name of an existing data
connection, the data connection will not be imported. This means that the imported app will use the
existing data connection with an identical name, not the data connection in the imported app.

Workflow: Apps developed on a Qlik Sense Desktop installation

The following workflow illustrates importing an app created from the hub in a Qlik Sense Desktop installation
and publishing the app using the QMC in a Qlik Sense installation:
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Create app in Qlik Sense Desktop
installation

v

Log in to QMC

B

Import app

v

Data connection name and
connection string are correct?

Yes
h 4

Mo Edit data connection

Reload now J‘

The imported app looks OK

in my work in the hub?

Yes

Publish app to more than one
stream?

Mo

Publish to stream

b

App available far users with \_‘

Yes Duplicate imported app

Publish imported app to stream A.
Publish duplicate of imported app to
stream B.

access to the stream /"

Workflow: Apps developed on Qlik Sense in a server deployment

The following workflow illustrates publishing an app from the QMC in a Qlik Sense installation:
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Create app in Qlik Sense
installation

v

Log in to QMC

¥

Reload now or {optional) create

reload task

Publish app to more than one

'

stream? Yes Duplicate imported app

Mo i
¥
_ Publish imported app to stream A.
Publish to stream Publish duplicate of imported app to
stream B.

A J

App available for users with

accessto the stream

Importing apps
You can import an app if your browser supports HTML5 upload. App properties, such as custom attributes,
are included when an app is uploaded.

Do the following:

1.
2.

Open the QMC: https://<QPS server name>/qmc

Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
Click almport in the action bar.

The Import app dialog opens.

Select a file to import.

Browse to the app (gvf file) you want to import and click Open.

If the app includes an image with a long file name, so that the full path to the image is longer
than 260 characters, the import will fail. Reduce the image file name if the path is too long.
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The browse dialog closes and the name of the gvf file is displayed in the App name field in the Import
app dialog.

You can change the name of the app in the App name field. If the App name is not unique, a message
is displayed with information on how many apps that already have this name.

If the name of a data connection in the imported app is the same as the name of an existing
data connection, the data connection will not be imported. This means that the imported
app will use the existing data connection with an identical name, not the data connection in
the imported app.

6. If you want to replace an app, select Replace existing app, select an app to replace, and optionally
choose to import the app without data.
For more information about replacing apps, see Replacing apps (page 219).

7. Click Import in the dialog.
The Ongoing transports dialog opens. Any other transports you have initiated are also displayed in
the dialog.

* Aspinner is displayed during the file import.

. Clicke to cancel the import.
A and Aborted are displayed and the import stops.

« Click OK to remove a failed item 4.
The item is removed from the Ongoing transports dialog.

When the app is imported, vis displayed and the app is added to the Apps overview. When all your
transports have finished successfully, the Ongoing transports dialog closes. If there are any failed
transports, the dialog is displayed until the overview page is refreshed.

When importing an app to a server, or exporting an app from a server, related content that is
not stored in the QVF file, such as images, is also moved. The related content is stored in a
separate folder: %ProgramData%)\Qlik\Sense\Repository\AppContent\<App ID>. Each app
has its own app content folder, with the app ID as the folder name.

Because of how the synchronization of data works in multi-node sites, apps containing images may
display broken thumbnails or images inside the apps if opened right after being duplicated or
imported. The broken images are restored when the synchronization is complete. To check if the
images have been restored, refresh the browser window.

Moving apps with ODBC data connections

When you move an app between Qlik Sense sites or Qlik Sense Desktop installations, data connections are not
included. If the app contains ODBC data connections, you must create new connections, or use the ones that
already exist at the new site. You also need to make sure that the related ODBC data sources exist on the new
deployment. The ODBC data sources need to be named and configured identically, and point to the same
databases or files.
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Editing apps

You can edit apps that you have update rights to.

Do the following:

1.

2.
3.

Open the QMC: https://<QPS server name>/qmc

Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the apps that you want to edit.
You can also select apps from stream associations.

Click Edit in the action bar.The number next to Edit indicates the number of items in your selection

that you are allowed to edit.
The App edit page opens.

Edit the properties.

Identification

Property
Name

Owner
Created

Last modified

File size (MB)

Property

Tags

Identification properties

Description

The name of the app.

The owner of the app.

The date and time that the app was created.

The date and time that the app was last modified.

The file size of the app.

Tags properties

Description

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type

before it will be displayed here.

Click Apply to save your changes. If a mandatory field is empty, Apply is disabled.

6. Click Apply in the action bar.

Successfully updated is displayed at the bottom of the page.

Deleting apps

You can delete apps that you have delete rights to.
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Do the following:

1. Open the QMC: https://<QPS server name=>/gmc

Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
Select the apps that you want to delete.

Click Delete in the action bar.A Delete dialog is displayed.

Click OK.

o A W

When an app is deleted, the content in the app specific folder
%ProgramData%)\Qlik\Sense\Repository\AppContent\<App ID> is deleted along with the app.
Generic content that is not specific to a single app, such as extensions, data connections, and items
in Content libraries, is not deleted.

Publishing apps from the QMC

You can create and publish apps to streams from the Qlik Sense hub, if you have the appropriate access
rights. Apps can also be published from the QMC. To publish an app that is created in a Qlik Sense Desktop
installation, you must first import it from the QMC. The security rules applied to the app, stream, or user,
determine who can access the content and what the user is allowed to do. The app is locked when published.
Content can be added to a published app through the Qlik Sense hub in a server deployment, but content that
was published with the original app cannot be edited.

When you publish an app from the QMC, the owner's app is moved from the Work folder to the Published

folder and is marked with a stream icon (é) to indicate that it has been published.

e To publish an app to more than one stream, you must first create a duplicate of the app.

e To republish an app, create a duplicate of the published app, edit the duplicate and publish it. Use the
option Replace existing app to replace a published app.

To publish an app to Qlik Sense Enterprise SaaS, you must first create distribution policies, see Distribution
policies - introduction (page 625)

App extensions are not supported in Qlik Sense Enterprise SaasS. If you publish an app with an
extension to a Qlik Sense Enterprise SaaS deployment, the extension will not be available there.

Do the following:

1. Open the QMC: https://<QPS server name=>/gmc
2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

3. Select the apps that you want to publish.
The number next to Publish indicates the number of apps in your selection that you are allowed to
publish.

4. Click Publish in the action bar.
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o The Publish button is not displayed if you do not have access to any streams.

A dialog window opens.
5. In the Publish app dialog, do the following:
Use the Select a stream... drop-down menu to select the stream that you want to publish to.

b. Inthe Name text field, you can change the name of the app that you are about to publish. If
Multiple values is displayed, you are publishing more than one app and you cannot change
their names.

6. Optional: You can replace an already published app. This is only possible if you have selected a single
app.

a. Select Replace existing app.

Publish app

Stream

|Ever5r0ne ¥ |

Marme
|Pivot |

J Replace existing aop

b. Click the App to replace box.

Publish app

Stream

| Everyone v |

Apo toreplace

|5&Ien:t an existing app to replace

This field is mandatory.

] Replace existing aop

Cancel DK

A dialog opens.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 218



1 Managing a Qlik Sense Enterprise on Windows site

c. Double-click the published app you want to replace.
The app is added to the App to replace field.

7. Click OK to publish. If you are replacing an already published app, click Publish and replace in the
confirmation dialog that opens.
The dialog closes and Successfully published selected app(s): x is displayed, where x represents the
number of apps that you just published. Also, the Stream column in the apps overview is updated to
show the stream that the apps were published to and the published date is shown in the Published
column.

Republishing apps
To republish an app that has been published from the QMC, you must create a duplicate of the app.

If you publish an app from the hub, the app in the owner's Work folder will get a stream icon to indicate that
it has been published. If you want to publish the app again, you must first make a duplicate of the published

app.
Do the following:

1. Open the QMC: https://<QPS server name>/gmc
2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
3. Select the published app you want to republish and click Duplicate in the action bar.

A duplicate of the app is added to the overview.

The duplicated app can now be edited and published. Use the option Replace existing app to replace a
published app.

Moving published apps between streams in QMC

You can move published apps between streams from the Qlik Sense hub, if you have the appropriate access
rights. You can also move apps between streams in QMC if you have:

¢ Read, update, and publish access rights for the apps.
e Publish access rights on their current stream.

* Publish access rights to the destination streams.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
3. Select the apps you want to move to a new stream.

4. Click Move.
5

. Select a destination stream and click OK.
The apps are now in the selected stream.

Replacing apps

You can choose to replace an app either by republishing the app or by importing and replacing an app.
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You can choose to replace a published app when you publish an app from the QMC. When you have clicked
Publish in the action bar, the option Replace existing app is available in the Publish app window.

When you publish an app from the QMC, the owner's app is moved from the Work folder to the Published

folder and is marked with a stream icon (Z=) to indicate that it has been published.

When you replace an app by importing an app, you can replace the whole app or import without the data. If
you import without the app data, you replace everything in the app but the data and data model. Replacing
an app with an imported app requires the following access rights:

¢ Update on the app to be replaced.

e If the app is published, Publish on the app to be replaced and Publish on the stream to which the app
has been published.

Replacing an app with an imported file

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
3. Click almport in the action bar.
The Import app dialog opens.
4. Select a file to import.

5. Browse to the app (qvf file) you want to import and click Open.

If the app includes an image with a long file name, so that the full path to the image is longer
than 260 characters, the import will fail. Reduce the image file name if the path is too long.

The browse dialog closes and the name of the qvf file is displayed in the App name field in the Import
app dialog.

You can change the name of the app in the App name field. If the App name is not unique, a message
is displayed with information on how many apps that already have this name.

If the name of a data connection in the imported app is the same as the name of an existing
data connection, the data connection will not be imported. This means that the imported
app will use the existing data connection with an identical name, not the data connection in
the imported app.

Select Replace existing app.
Click App to replace and select the app.

If you want to import without data, select Import without data. Only visualizations will be replaced.

w ® N o

Click Import in the dialog.
The Ongoing transports dialog opens. Any other transports you have initiated are also displayed in
the dialog.
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* Aspinner is displayed during the file import.

. Clicke to cancel the import.
Aand Aborted are displayed and the import stops.

« Click OK to remove a failed item 4.
The item is removed from the Ongoing transports dialog.

When the app is replaced, vis displayed and the app is added to the Apps overview. When all your
transports have finished successfully, the Ongoing transports dialog closes. If there are any failed
transports, the dialog is displayed until the overview page is refreshed.

When importing an app to a server, or exporting an app from a server, related content that is
not stored in the QVF file, such as images, is also moved. The related content is stored in a
separate folder: %ProgramData%)\Qlik\Sense\Repository\AppContent\<App ID>. Each app
has its own app content folder, with the app ID as the folder name.

Replacing the app content folder

App content that is not stored in the .qvf file, such as images, is stored separately in a folder:
%ProgramData%)\Qlik\Sense\Repository\AppContent\<App ID>. Each app has its own app content folder, with
the app ID as the folder name.

¢ Existing files are kept.
* New files are added.

¢ New files replace existing ones with the same name.

Exporting apps

You can export apps from the QMC. For example, to use an app in a local version of Qlik Sense or to export
apps to another Qlik Sense site. For an unpublished app, all content is exported. For a published app, only
published and approved content that is part of the QVF file is included in the export.

You can export apps with or without data. When importing an app without data, you can replace apps with
sheets and stories without impacting the data or data model.

When you export a single app, the app is by default saved in the download folder on your local drive. You can
also bulk export up to 50 apps at the same time to a temporary folder on the central node of your Qlik Sense
environment. It's not possible to bulk export apps to your local drive.

Bulk export is controlled by a feature flag and is enabled by default. If you disable bulk export, you can only
export one app at a time to the local drive. To toggle off bulk export, set the QMC_APP_BULK_EXPORT flag to
False in %Program Files%\Qlik\Sense\CapabilityService\capabilities.json.

When you export an app, extensions are not included in the export. This may result in some
visualizations not being rendered when moving apps between different instances of Qlik Sense. The
extensions can be obtained from the shared folder given during the installation, for example:
\\<domain>\QlikShare\StaticContent\Extensions.
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o When importing an app to a server, or exporting an app from a server, related content that is not
stored in the QVF file, such as images, is also moved. The related content is stored in a separate
folder: %ProgramData%\Qlik\Sense\Repository\AppContent\<App ID>. Each app has its own app
content folder, with the app ID as the folder name.

Exporting a single app

Do the following:

1. Open the QMC: https://<QPS server name>/qmc

2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
3. Select the app you want to export.

4. Click More actions > Export.

5. In the Export app dialog, you have two options:

¢ Export the app with data (default), or clear the Export app with data checkbox to export
without data.

e Export the app to your local drive (default), or clear the Export app to a local drive checkbox
to export on the central node of your Qlik Sense environment.

6. Click Export.
The Ongoing transports dialog opens. You will see a spinner during the file export.

* To cancel the export, click Q
* To remove a failed item A, click OK. The item is removed from the Ongoing transports dialog.

When the export is complete, vis displayed and the app download starts.
Ongoing transports dialog for export to local drive

Ongoing transports: 1 item(s)

Process Mame Duration
" Export License Monitor_31.259.8.6 aEe6:81

Ongoing transports dialog and export file path for bulk export

Ongoing transports: 1 item(s)
Process Name Duration
" Export Bulk exporting (1) 86:88:80

Selected apps are exported in central node to C:\ProgramData\Qlik\Sense\Repository\Exports\svc-silver_19842823_818616.

A Do not close or log out from the QMC before the export and the download has finished - if
you do the export cannot be completed and the app (QVF file) is lost.
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Any other transports initiated by you are also displayed in the dialog. There is a maximum limit for
simultaneous transports, and if the maximum is reached an error message is displayed. When all your
transports have finished successfully, the Ongoing transports dialog closes. If there are any failed
transports, the dialog is displayed until the overview page is refreshed.
When the file is downloaded, you can find it in one of these locations (depending on your choice in the
Export app dialog):
¢ The default download folder on your local drive.
* Atemporary folder on the central node of your Qlik Sense environment under
%ProgramData%)\Qlik\Sense\Repository\Exports\<new_folder>. The name of the new folder has
the format <username>_DDMMYYYY_HHMMSS. In this folder, a status.txt file is also generated
containing information about the export process: 'Done’ if the export was successful, or 'Export
failed. Check audit logs' if it failed.

Exporting multiple apps

Do the following:

1.

2
3
4.
5

Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the apps you want to export. You can export up to 50 apps at a time.
Click More actions > Export.

In the Export app dialog, you have the option to export the app with data (default) or clear the Export
app with data checkbox to export without data.

Click Export.
The Ongoing transports dialog opens. You will see a spinner during the file export.

* To cancel the export, click @
* To remove a failed item A, click OK. The item is removed from the Ongoing transports dialog.

When the export is complete, vis displayed and the app download starts.
Ongoing transports dialog and export file path

Ongoing transports: 1 item(s)

Process Name Duration
+ Export Bulk exporting (3) ge-00:87?

Selected apps are exported in central node to C:\ProgramData\Qlik\Sensé\Repository\Exports\svc-silver_19842023_818413.

Do not close or log out from the QMC before the export and the download has finished - if
you do the export cannot be completed and the app (QVF file) is lost.

Any other transports initiated by you are also displayed in the dialog. There is a maximum limit for
simultaneous transports, and if the maximum is reached an error message is displayed. When all your
transports have finished successfully, the Ongoing transports dialog closes. If there are any failed
transports, the dialog is displayed until the overview page is refreshed.
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7. When the files are downloaded, you can find them in
%ProgramData%\Qlik\Sense\Repository\Exports\<new_folder> on the central node of your Qlik Sense
environment. The name of the new folder has the format <username>_DDMMYYYY_HHMMSS.

Moving apps with ODBC data connections

When you move an app between Qlik Sense sites or Qlik Sense Desktop installations, data connections are not
included. If the app contains ODBC data connections, you must create new connections, or use the ones that
already exist at the new site. You also need to make sure that the related ODBC data sources exist on the new
deployment. The ODBC data sources need to be named and configured identically, and point to the same
databases or files.

Duplicating apps

When you duplicate an app, the duplicate includes all the content that you have reading rights to. For
published apps, only published and approved content that is part of the .qvf file will be included in the
duplicate.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
3. Select the app that you want to duplicate.

When duplicating an app, the folder that stores app related content not included in the .quf
file, such as images, is also duplicated. The path to the folder is
%ProgramData%)\Qlik\Sense\Repository\AppContent\<App ID>. Each app has its own app
content folder, with the app ID as the folder name.

4. Click More actions in the action bar and select Duplicate in the pop-up menu.

Successfully duplicated app is displayed and a duplicate of the app is added in the Apps overview table.

You can duplicate an app if you have create and read access to the app and read access to the Apps
section in the QMC. However, for security reasons, the script will only be duplicated if you also have
read rights to the script. Access to the script enables editing or removal of section access, and, as a
consequence, a possibility to load data that should not be accessible.

Creating reload tasks

You can create a reload task for an app from the apps overview page.
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The creation of a new reload task can be initiated in more than one way:

* From the apps overview page
¢ From the Associated items on the App edit page
¢ From the tasks overview page

e From the hub by users with the appropriate permissions
Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

3. Select the app that you want to create a task for, click More actions in the far right of the action bar
and select Create new reload task in the pop-up menu.
Alternatively:

a. Select the app that you want to create a reload task for and click Edit in the action bar.
b. Select Tasks under Associated items.
C. Clicka Reload task in the action bar on the tasks page.
Either way the Edit reload task page is displayed.
4. Edit the properties.

a. You can change the task name in the Name field. By default the name is Reload task of <App
name >.

b. App displays the app that you selected from the overview. You can change which app you are
creating the task for by clicking the App field. In the dialog that opens, double-click the app
that you want this task to reload.

c. You can change the Execution properties, see descriptions below. The task is Enabled v by
default. Clear the selection to disable the task.
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d. Atask must have at least one trigger to be executed automatically. Manage the triggers by
clicking ActionsY in the Triggers table heading and selecting one of the following:
¢ Create new once-only trigger, Create new hourly trigger, Create new daily trigger,
Create new weekly trigger, or Create new monthly trigger. These are trigger

shortcuts and the trigger that you select is added to the table instantly. The start value
for the trigger is set to 5 minutes from when it was created and the trigger is enabled.

¢ Create new scheduled trigger or Create new task event trigger to create a new
trigger of the selected type (see the property descriptions below). A dialog opens. Edit
the trigger and click OK to close the dialog and add the trigger to the table.

¢ Edit if you want to open the edit dialog for the trigger that is selected in the table. Edit
the trigger and click OK to close the dialog and save your changes.

¢ Delete if you want to delete the trigger that is selected in the table.
Clicking undo (é\) in the Triggers heading applies to all triggers you are currently editing.
e. Optionally, apply tags.
f. Optionally, apply custom properties.

Identification

All fields are mandatory and must not be empty.
Identification properties

A Default
Property Description
value
Name The name of the task. Reload task
of <App
name>
App The name of the app that the task is created for. Click in the field to <App

open a dialog where you can select (by double-clicking) which app the  name>
task reloads.

Execution
Execution properties
L. Default
Property Description
value
Enabled The task is enabled when selected. Selected
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L. Default
Property Description
value
Partial With partial reload, you can add new data without reloading all the  Unselected
reload existing tables in the data model. In a full reload, all tables are
deleted and then the load script is run. A partial reload only adds
new data and keeps the existing tables.
Partial reloads have several benefits compared to full reloads:
* Faster, because only data recently changed needs to be
loaded. With large data sets the difference is significant.
e Less memory is consumed, because less data is loaded.
* More reliable, because queries to source data run faster,
reducing the risk of network problems.
Task The maximum period of time before a task is aborted. When a task 1440
session is started, a session is started by the manager scheduler and the
timeout task is performed by one of the nodes. If the session times out, the
(minutes) manager scheduler forces the node to abort the task and remove
the session.

Max retries = The maximum number of times the scheduler tries to rerun a failed 0
task.

Triggers (Scheduled)
Scheduled trigger properties

Property Description

Trigger Name of the trigger. Mandatory.

name

Enabled Status of the trigger. When selected, the trigger is active.

Time zone  The time zone of your operating system, at the time you create the trigger. When you
save a trigger, the settings are kept, and if you move to a different time zone, the
original values are still displayed. If you want to change the time zone and start time
of a trigger, you need to do that manually.

For a trigger that was created before the introduction of the time zone
setting, all times and dates are by default presented in Coordinated
Universal Time (UTC).
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Property Description

Daylight Way to account for daylight saving time.

saving time Observe daylight saving time: This option takes daylight saving time (DST) into
account. If DST is in use in the selected time zone, the execution time and date are
adjusted accordingly.
Permanent standard time: This option does not take DST into account. If DST is in
use in the selected time zone, the execution time and date are not adjusted.
Permanent daylight saving time: This option takes DST into account. If a time zone
uses DST, execution time and date are always according to DST, even during periods
when DST is not in use.

For time zones not using DST, always select Permanent standard time.

Example:

You created a trigger for an event at 10:00 AM, while you were working in Ottawa,
Canada, in January. The time zone is (GMT-0500) Eastern Time (US & Canada) and
DST is used between March and November.

If you select Observe daylight saving time, a trigger set to start at 10:00 will always
start at 10.00.

If you select Permanent standard time, a trigger set to run at 10:00 will run at 10:00
in the winter but at 09:00 in the summer.

If you select Permanent daylight saving time, a trigger set to run at 10:00 will run
at 11:00 in the winter and at 10:00 in the summer.

Start Start time and date:

e Start time: (hh:mm)
¢ Start date: (YYYY-MM-DD)
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Property Description

Schedule Frequency of the trigger:

Once.

Hourly. Time period between executions of the trigger. Edit Repeat after
each by typing the values for:

¢ hour(s) (default is 1)

¢ minute(s) (default is 0)

Daily. Time period between executions of the trigger. Type a value for
Every day(s) (default is 1). For example, type 2 to repeat the trigger every
second day.

Weekly. Time period between executions of the trigger:
¢ Type a value for Every week(s) (default is 1).
¢ Select one or more days under On these weekdays to determine
which days the trigger is repeated (on the weeks you have specified).
For example, type 3 and select Mon to repeat the trigger on Mondays
every third week.

Monthly. Select one or more days under On these days to define the days
when the trigger is repeated every month.

If you have selected Monthly and want to be sure that a trigger is
repeated every month, you need to select a day no later than the
28th.

Custom: When you select Custom, two new fields are shown, Filter and
Increment. These options offer great flexibility when scheduling a reload. See
Tasks - Custom option (page 237) for details.

End End time and date:

End time: (hh:mm)
End date: (YYYY-MM-DD)

Select Infinite to create a trigger with no end date.

Triggers (Task event)

Task event trigger properties

Property Description

Trigger Name of the trigger. Mandatory.
name

Type Trigger type.
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Property Description

Enabled Status of the trigger. When selected, the trigger is active.

Time Time frame (in minutes) that the other tasks in the task chain must be completed
constraint within. There is no effect if the trigger consists of only one task.

Creating a task chain (page 361)
Tasks

Do the following:

1. Clicka Add task to add a tasks that will function as a trigger condition.
A Status list and an empty Task field is added.

2. Click the empty field to add a task.
A task selection dialog is opened and displays a list of tasks with the
following columns: Name, App connected to the task, and Tags, which is the
task name.

3. Double-click the task to use as a trigger condition.
The task is added to the trigger and the dialog is closed.

4. In the Status list, select whether the trigger condition is fulfilled on
TaskSuccessful or TaskFail.

A task with trigger condition Task failed is started not only when the
preceding task finishes with status Failed, but also with status Skipped or
Error (when the error occurs before reload). In Qlik Sense versions prior to
February 2019, a preceding task with status Aborted also started a task
with trigger condition Task failed. To enable this behavior, set
"DisableLegacyTaskEventTriggerBehavior" to false in
Scheduler.exe.config on all Scheduler nodes.

Repeat the steps above for all the tasks that you want to include in the trigger. A
task can only be added once and is not displayed in the task selection dialog if it
has already been added to the trigger. There is a logical AND between the tasks.

The tasks do not need to be executed in any specific order and the Time constraint is not
static. If all tasks but one have completed when the end of the time frame is reached, the
task that was first completed is no longer considered executed and the end of the time frame
is recalculated. The trigger then waits for all tasks to be completed within the recalculated
time frame.
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Tags
Tags properties

Property Description

Tags
If no tags are available, this property group is empty.

Connected tags are displayed under the text box.
Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

5. Click Apply to create and save the rule.
Successfully added is displayed at the bottom of the page.

Editing reload tasks

You can edit reload tasks that you have update rights to from the app association page.

You can also edit reload tasks from the tasks overview page.

Do the following:

1. Open the QMC: https://<QPS server name>/gmc

Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.
Select the apps that you want to edit tasks for and click Edit in the action bar.

Select Tasks under Associated items.

oo N

Select the tasks that you want to edit and click Edit in the action bar.
The Reload task edit page is displayed.

6. Edit the properties.
a. You can change the task name in the Name field.

b. App displays the app that you selected from the overview. You can change which app you are
creating the task for by clicking the App field. In the dialog that opens, double-click the app
that you want this task to reload.

c. You can change the Execution properties, see descriptions below.
d. Atask must have at least one trigger to be executed automatically. Manage the triggers by

clicking ActionsY in the Triggers table heading and selecting one of the following:

¢ Create new once-only trigger, Create new hourly trigger, Create new daily trigger,
Create new weekly trigger, or Create new monthly trigger. These are trigger
shortcuts and the trigger that you select is added to the table instantly. The start value
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for the trigger is set to 5 minutes from when it was created and the trigger is enabled.
Create new scheduled trigger or Create new task event trigger to create a new
trigger of the selected type (see the property descriptions below). A dialog opens. Edit
the trigger and click OK to close the dialog and add the trigger to the table.

Delete if you want to delete the trigger that is selected in the table.

Edit if you want to open the edit dialog for the trigger that is selected in the table. Edit
the trigger and click OK to close the dialog and save your changes.

e. Optionally, apply tags.

f. Optionally, apply custom properties.

Identification

All fields are mandatory and must not be empty.

Property

Name

App

Execution

Property

Enabled

Partial
reload

Identification properties

A Default
Description
value
The name of the task. Reload task
of <App
name>
The name of the app that the task is created for. Click in the field to <App

open a dialog where you can select (by double-clicking) which app the  name>
task reloads.

Execution properties

L. Default
Description
value
The task is enabled when selected. Selected

With partial reload, you can add new data without reloading all the  Unselected
existing tables in the data model. In a full reload, all tables are
deleted and then the load script is run. A partial reload only adds
new data and keeps the existing tables.
Partial reloads have several benefits compared to full reloads:
e Faster, because only data recently changed needs to be
loaded. With large data sets the difference is significant.

e Less memory is consumed, because less data is loaded.

* More reliable, because queries to source data run faster,
reducing the risk of network problems.
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L. Default
Property Description
value

Task The maximum period of time before a task is aborted. When a task 1440
session is started, a session is started by the manager scheduler and the
timeout task is performed by one of the nodes. If the session times out, the
(minutes) manager scheduler forces the node to abort the task and remove

the session.

Max retries  The maximum number of times the scheduler tries to rerun a failed 0
task.

Triggers (Scheduled)
Scheduled trigger properties

Property Description

Trigger Name of the trigger. Mandatory.

name

Enabled Status of the trigger. When selected, the trigger is active.

Time zone  The time zone of your operating system, at the time you create the trigger. When you
save a trigger, the settings are kept, and if you move to a different time zone, the
original values are still displayed. If you want to change the time zone and start time
of a trigger, you need to do that manually.

For a trigger that was created before the introduction of the time zone
setting, all times and dates are by default presented in Coordinated
Universal Time (UTC).
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Property Description

Daylight Way to account for daylight saving time.

saving time Observe daylight saving time: This option takes daylight saving time (DST) into
account. If DST is in use in the selected time zone, the execution time and date are
adjusted accordingly.
Permanent standard time: This option does not take DST into account. If DST is in
use in the selected time zone, the execution time and date are not adjusted.
Permanent daylight saving time: This option takes DST into account. If a time zone
uses DST, execution time and date are always according to DST, even during periods
when DST is not in use.

For time zones not using DST, always select Permanent standard time.

Example:

You created a trigger for an event at 10:00 AM, while you were working in Ottawa,
Canada, in January. The time zone is (GMT-0500) Eastern Time (US & Canada) and
DST is used between March and November.

If you select Observe daylight saving time, a trigger set to start at 10:00 will always
start at 10.00.

If you select Permanent standard time, a trigger set to run at 10:00 will run at 10:00
in the winter but at 09:00 in the summer.

If you select Permanent daylight saving time, a trigger set to run at 10:00 will run
at 11:00 in the winter and at 10:00 in the summer.

Start Start time and date:

e Start time: (hh:mm)
¢ Start date: (YYYY-MM-DD)
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Property Description

Schedule Frequency of the trigger:

Once.

Hourly. Time period between executions of the trigger. Edit Repeat after
each by typing the values for:

¢ hour(s) (default is 1)

¢ minute(s) (default is 0)

Daily. Time period between executions of the trigger. Type a value for
Every day(s) (default is 1). For example, type 2 to repeat the trigger every
second day.

Weekly. Time period between executions of the trigger:
¢ Type a value for Every week(s) (default is 1).
¢ Select one or more days under On these weekdays to determine
which days the trigger is repeated (on the weeks you have specified).
For example, type 3 and select Mon to repeat the trigger on Mondays
every third week.

Monthly. Select one or more days under On these days to define the days
when the trigger is repeated every month.

If you have selected Monthly and want to be sure that a trigger is
repeated every month, you need to select a day no later than the
28th.

Custom: When you select Custom, two new fields are shown, Filter and
Increment. These options offer great flexibility when scheduling a reload. See
Tasks - Custom option (page 237) for details.

End End time and date:

End time: (hh:mm)
End date: (YYYY-MM-DD)

Select Infinite to create a trigger with no end date.

Triggers (Task event)

Task event trigger properties

Property Description

Trigger Name of the trigger. Mandatory.
name

Type Trigger type.
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Property Description

Enabled Status of the trigger. When selected, the trigger is active.

Time Time frame (in minutes) that the other tasks in the task chain must be completed
constraint within. There is no effect if the trigger consists of only one task.

Creating a task chain (page 361)
Tasks

Do the following:

1. Clicka Add task to add a tasks that will function as a trigger condition.
A Status list and an empty Task field is added.

2. Click the empty field to add a task.
A task selection dialog is opened and displays a list of tasks with the
following columns: Name, App connected to the task, and Tags, which is the
task name.

3. Double-click the task to use as a trigger condition.
The task is added to the trigger and the dialog is closed.

4. In the Status list, select whether the trigger condition is fulfilled on
TaskSuccessful or TaskFail.

A task with trigger condition Task failed is started not only when the
preceding task finishes with status Failed, but also with status Skipped or
Error (when the error occurs before reload). In Qlik Sense versions prior to
February 2019, a preceding task with status Aborted also started a task
with trigger condition Task failed. To enable this behavior, set
"DisableLegacyTaskEventTriggerBehavior" to false in
Scheduler.exe.config on all Scheduler nodes.

Repeat the steps above for all the tasks that you want to include in the trigger. A
task can only be added once and is not displayed in the task selection dialog if it
has already been added to the trigger. There is a logical AND between the tasks.

The tasks do not need to be executed in any specific order and the Time constraint is not
static. If all tasks but one have completed when the end of the time frame is reached, the
task that was first completed is no longer considered executed and the end of the time frame
is recalculated. The trigger then waits for all tasks to be completed within the recalculated
time frame.
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Tags
Tags properties

Property Description

Tags
If no tags are available, this property group is empty.

Connected tags are displayed under the text box.
Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

7. Click Apply in the action bar to apply and save your changes.
Successfully updated is displayed at the bottom of the page.

Tasks - Custom option

When creating a task, the option Custom offers great flexibility for the scheduling of a task. It is important to
be familiar with the syntax for the respective fields, Filter and Increment to create well-functioning tasks.
This topic details the options when using a Custom schedule.

Filter

What you set as a filter is when a task can be triggered, not the opposite. The filter defines the conditions for a
task.

The default syntax for the filteris "+ * - * = * = *" There should be no spaces in the filter other than
between each position. The space character is used as a delimiter between the positions, and inserting one
would most likely cause an error in the filter.

Positions

Left to right (first position is 0), each position is explained here.
Position 0 - Minute

Legend: 1-60. “*’ = all

Which minute of an hour (0 - 60) that a task can be triggered.
Position 1 - Hour

Legend: 1-24. “*’ =all

Which hour of a day (1-24) that a task can be triggered.
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Position 2 - WeekDayPrefix

Legend: 1-4. ‘=’ = last. ‘-’ = none

WeekDayPrefix works together with WeekDay by adding a prefix. With WeekDayPrefix, you can state that only
the last (=) Friday in a given month or first (1) Saturday in a given month that a task can be triggered.

Syntax: Position 3 - WeekDay
Legend: 0-6 (where Sunday is 0)

Which weekday that a task can be triggered.

Position 4 - WeeklylInterval

Legend: An integer. ‘*’ = all
The task can be triggered every n:th week, where n is the number set in this position.

Position 5 - DayOfMonth

Legend: 1-31. “*’ = all. ‘=’ = last

Which day of a month that a task can be triggered. Using last (=), the task will be triggered on the last day of a
month, which is checked dynamically depending on month (and leap year).

For Microsoft Windows users: You can add the last symbol (&) by holding Alt and typing 0164 on the
numeric keypad.

Position 6 - Month

Legend: 1-12. *’ = all
Which month of a year that a task can be triggered.

Position 7 - MonthlyInterval

Legend: an integer. ‘*’ = all
How many months that must pass before a task can be triggered.

For Minute, Hour, WeekDay, DayOfMonth and Month, you can use syntax with hyphen (-) to state “From - To”.
For WeekDayPrefix, WeeklyInterval, and MonthlyInterval, you must state each character to be used in the filter.
This option can also be used by Minute, Hour, WeekDay, DayOfMonth, and Month.

Example: You only want to allow a task the first 15 minutes of each hour. You can either put ‘1-15’ or
‘1,2,3,4,5,6,7,8,9,10,11,12,13,14,15’ in the first position.

Increment
Default: "0 0 0 0"
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If the default increment is used, thatis “0 0 0 0”, the task will only be triggered once.

Left to right (first position is 0) each position is explained here.

Position 0 - Minutes

How many minutes to increment.

Position 1 - Hours

How many hours to increment.

Position 2 - Days

How many days to increment.

Position 3 - Weeks

How many weeks to increment.

General guidelines
¢ An hourly task, with higher frequency than once per hour, should set Minutes to an appropriate figure.
¢ An hourly task, with a frequency of once every hour or less, should set Hours to an appropriate figure.
e Adaily task should set Days to an appropriate figure.

¢ A weekly or monthly trigger should set Days to an appropriate figure if any filter exists because they
are based on daily evaluations (such as run every Thursday and Saturday every 4 weeks, or the 5th,
10th, and 15th day every month).

¢ If no filter exists, the increment should match how often the task should trigger.

Examples

Here are a few examples on how to set up a task.

Certain hour and minutes

Premise: The task should only trigger between 11.15 and 11.59 (any day).

The following filter only allows a task to be triggered between 11.15 and 11.59 any given day of the year.
Filter: “15-59 11 - * * * % =7

Explanation: Position 0 is ‘15-59’ which means it will only trigger during those minutes.

Position 1 is ‘11’ which means it will only trigger during that hour.

Increment for this task is based on what is to be accomplished, but there are pitfalls. Most notably, if you are
scheduling a task, and the start time is outside of 11.15 - 11.59, say 12.15, and the increment is set to advance
one day at a time, this task will never trigger. Most likely the increment should be every n hours or every n
minutes.

Using WeekDayPrefix
Premise: The task should only trigger the first Monday every month.
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Filter: “#* % 1 1 #* #* % *”

Explanation: Position 2 is set to ‘1’ which means the first of the later given weekdays is allowed. Position 3 is
set to ‘1’ which means only Mondays (0 is Sunday) are allowed for this task.

This task should increment one day, that is,“0 0 1 0”.

Certain date in a month

Casel

Premise: Run the first every month.
Filter: % % — % % 1 % %

Explanation: Position 5 is set to ‘1’ which means the only day number 1 in any given month is allowed for this
task.

This task should increment one day, that is,“0 0 1 0”.

Case 2

Premise: Run the last day every month.

Filter: “x % - % % x % %7

Explanation: Position 5 is set to ‘@’ which means the only last day in any given month is allowed for this task.
This task should increment one day, that is,“0 0 1 0”.

Case 3

Premise: Run the last day each year.

Filter: “* * - * % w 12 *”

Explanation: Position 5 is set to ‘=’ which means the last day in any given month is allowed for this task.
Position 6 is set to ‘12’ which means only the 12th month (December) is allowed for this task.

This task should increment one day, that is,“0 0 1 0”.

Certain weekdays

Premise: Run Monday and Wednesday every week.
Filter: “* = - 1,3 # % % =7

Explanation: Position 4 is set to ‘1, 3’ which means only Monday and Wednesday are allowed for this task (0 is
Sunday).

This task should increment one day, thatis, “0 0 1 0”.

Using WeekDayPrefix, WeekDay, and Month

Premise: Run last Friday every other month.

Filter: “x * = 5 * * 1,3,5,7,9,11 *”
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Explanation: Position 3 is set to ‘=’ which means the last weekday given in Position 4. Position 4 is set to ‘5’
which means Friday (Sunday is 0) is allowed for this task. Together they read ‘Last Friday’. Position 6 is set to
‘1,3,5,7,9,11’ which means only those months are allowed for this task.

This task should increment one day, thatis, “0 0 1 0”.

Creating and editing external program tasks

With external program tasks, you can trigger external processes, such as scripts or .exe files. Task chaining is

supported and you can combine reload tasks with external program tasks.

Do the following:

1.

o 0ok W

In the QMC, open Tasks.

Clicka External program task to create a new external program task, or double-click an existing
task to edit it.

Enter a task name.

Enter a path to the file to trigger.

Enter input parameters for the file to trigger, if any.

Optionally, edit the settings in the section EXECUTION.

Task session timeout: The maximum period of time before a task is aborted. When a task is
started, a session is started by the manager scheduler and the task is performed by one of

the nodes. If the session times out, the manager scheduler forces the node to abort the task
and remove the session.

7. Atask must have at least one trigger to be executed automatically. Manage the triggers by clicking

ActionsY in the Triggers table heading and selecting one of the following:

¢ Create new once-only trigger, Create new hourly trigger, Create new daily trigger, Create

new weekly trigger, or Create new monthly trigger. These are trigger shortcuts and the
trigger that you select is added to the table instantly. The start value for the trigger is set to 5
minutes from when it was created and the trigger is enabled.

Create new scheduled trigger or Create new task event trigger to create a new trigger of the
selected type (see the property descriptions below). A dialog opens. Edit the trigger and click
OK to close the dialog and add the trigger to the table.

Edit if you want to open the edit dialog for the trigger that is selected in the table. Edit the
trigger and click OK to close the dialog and save your changes.

Delete if you want to delete the trigger that is selected in the table.

Clicking undo (é\) in the Triggers heading applies to all triggers you are currently editing.
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Triggers (Scheduled)
Scheduled trigger properties

Property Description

Trigger Name of the trigger. Mandatory.

name

Enabled Status of the trigger. When selected, the trigger is active.

Time zone  The time zone of your operating system, at the time you create the trigger. When you
save a trigger, the settings are kept, and if you move to a different time zone, the
original values are still displayed. If you want to change the time zone and start time
of a trigger, you need to do that manually.

For a trigger that was created before the introduction of the time zone
setting, all times and dates are by default presented in Coordinated
Universal Time (UTC).

Daylight Way to account for daylight saving time.

saving time Observe daylight saving time: This option takes daylight saving time (DST) into
account. If DST is in use in the selected time zone, the execution time and date are
adjusted accordingly.
Permanent standard time: This option does not take DST into account. If DST is in
use in the selected time zone, the execution time and date are not adjusted.
Permanent daylight saving time: This option takes DST into account. If a time zone
uses DST, execution time and date are always according to DST, even during periods
when DST is not in use.

For time zones not using DST, always select Permanent standard time.

Example:

You created a trigger for an event at 10:00 AM, while you were working in Ottawa,
Canada, in January. The time zone is (GMT-0500) Eastern Time (US & Canada) and
DST is used between March and November.

If you select Observe daylight saving time, a trigger set to start at 10:00 will always
start at 10.00.

If you select Permanent standard time, a trigger set to run at 10:00 will run at 10:00
in the winter but at 09:00 in the summer.

If you select Permanent daylight saving time, a trigger set to run at 10:00 will run
at 11:00 in the winter and at 10:00 in the summer.
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Property Description

Start Start time and date:

Start time: (hh:mm)
Start date: (YYYY-MM-DD)

Schedule Frequency of the trigger:

Once.

Hourly. Time period between executions of the trigger. Edit Repeat after
each by typing the values for:

¢ hour(s) (default is 1)

¢ minute(s) (default is 0)

Daily. Time period between executions of the trigger. Type a value for
Every day(s) (default is 1). For example, type 2 to repeat the trigger every
second day.

Weekly. Time period between executions of the trigger:
¢ Type a value for Every week(s) (default is 1).

¢ Select one or more days under On these weekdays to determine
which days the trigger is repeated (on the weeks you have specified).
For example, type 3 and select Mon to repeat the trigger on Mondays
every third week.

Monthly. Select one or more days under On these days to define the days
when the trigger is repeated every month.

If you have selected Monthly and want to be sure that a trigger is
repeated every month, you need to select a day no later than the
28th.

Custom: When you select Custom, two new fields are shown, Filter and
Increment. These options offer great flexibility when scheduling a reload. See
Tasks - Custom option (page 237) for details.

End End time and date:

End time: (hh:mm)
End date: (YYYY-MM-DD)

Select Infinite to create a trigger with no end date.
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Triggers (Task event)
Task event trigger properties

Property Description

Trigger Name of the trigger. Mandatory.

name

Type Trigger type.

Enabled Status of the trigger. When selected, the trigger is active.

Time Time frame (in minutes) that the other tasks in the task chain must be completed
constraint within. There is no effect if the trigger consists of only one task.

Creating a task chain (page 361)
Tasks

Do the following:

1. Clicka Add task to add a tasks that will function as a trigger condition.
A Status list and an empty Task field is added.

2. Click the empty field to add a task.
A task selection dialog is opened and displays a list of tasks with the
following columns: Name, App connected to the task, and Tags, which is the
task name.

3. Double-click the task to use as a trigger condition.
The task is added to the trigger and the dialog is closed.

4. In the Status list, select whether the trigger condition is fulfilled on
TaskSuccessful or TaskFail.

A task with trigger condition Task failed is started not only when the
preceding task finishes with status Failed, but also with status Skipped or
Error (when the error occurs before reload). In Qlik Sense versions prior to
February 2019, a preceding task with status Aborted also started a task
with trigger condition Task failed. To enable this behavior, set
"DisableLegacyTaskEventTriggerBehavior" to false in
Scheduler.exe.config on all Scheduler nodes.

Repeat the steps above for all the tasks that you want to include in the trigger. A
task can only be added once and is not displayed in the task selection dialog if it
has already been added to the trigger. There is a logical AND between the tasks.

The tasks do not need to be executed in any specific order and the Time constraint is not
static. If all tasks but one have completed when the end of the time frame is reached, the
task that was first completed is no longer considered executed and the end of the time frame
is recalculated. The trigger then waits for all tasks to be completed within the recalculated
time frame.
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8.
9.

Optionally, add tags and custom properties.
Click Apply to save the task.

Creating and editing distribution tasks

With distribution tasks, you can trigger distribution of apps from client-managed Qlik Sense to Qlik Cloud.

Do the following:

1.

o U~ w N

In the QMC, open Tasks.

Clicka Distribution task to create a new distribution task, or double-click an existing task to edit it.
Enter a task name.

Select the app to distribute.

Enter input parameters for the file to trigger, if any.

Optionally, edit the settings in the section EXECUTION.

Task session timeout: The maximum period of time before a task is aborted. When a task is
started, a session is started by the manager scheduler and the task is performed by one of
the nodes. If the session times out, the manager scheduler forces the node to abort the task
and remove the session.

A task must have at least one trigger to be executed automatically. Manage the triggers by clicking
ActionsY in the Triggers table heading and selecting one of the following:
¢ Create new once-only trigger, Create new hourly trigger, Create new daily trigger, Create
new weekly trigger, or Create new monthly trigger. These are trigger shortcuts and the

trigger that you select is added to the table instantly. The start value for the trigger is set to 5
minutes from when it was created and the trigger is enabled.

¢ Create new scheduled trigger or Create new task event trigger to create a new trigger of the
selected type (see the property descriptions below). A dialog opens. Edit the trigger and click
OK to close the dialog and add the trigger to the table.

 Edit if you want to open the edit dialog for the trigger that is selected in the table. Edit the
trigger and click OK to close the dialog and save your changes.

¢ Delete if you want to delete the trigger that is selected in the table.
Clicking undo (é\) in the Triggers heading applies to all triggers you are currently editing.

Triggers (Scheduled)
Scheduled trigger properties

Property Description

Trigger Name of the trigger. Mandatory.

name

Enabled Status of the trigger. When selected, the trigger is active.
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Property Description

Time zone  The time zone of your operating system, at the time you create the trigger. When you
save a trigger, the settings are kept, and if you move to a different time zone, the
original values are still displayed. If you want to change the time zone and start time
of a trigger, you need to do that manually.

For a trigger that was created before the introduction of the time zone
setting, all times and dates are by default presented in Coordinated
Universal Time (UTC).

Daylight Way to account for daylight saving time.

saving time Observe daylight saving time: This option takes daylight saving time (DST) into
account. If DST is in use in the selected time zone, the execution time and date are
adjusted accordingly.
Permanent standard time: This option does not take DST into account. If DST is in
use in the selected time zone, the execution time and date are not adjusted.
Permanent daylight saving time: This option takes DST into account. If a time zone
uses DST, execution time and date are always according to DST, even during periods
when DST is not in use.

For time zones not using DST, always select Permanent standard time.

Example:

You created a trigger for an event at 10:00 AM, while you were working in Ottawa,
Canada, in January. The time zone is (GMT-0500) Eastern Time (US & Canada) and
DST is used between March and November.

If you select Observe daylight saving time, a trigger set to start at 10:00 will always
start at 10.00.

If you select Permanent standard time, a trigger set to run at 10:00 will run at 10:00
in the winter but at 09:00 in the summer.

If you select Permanent daylight saving time, a trigger set to run at 10:00 will run
at 11:00 in the winter and at 10:00 in the summer.

Start Start time and date:
¢ Start time: (hh:mm)
e Start date: (YYYY-MM-DD)
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Property Description

Schedule Frequency of the trigger:

Once.

Hourly. Time period between executions of the trigger. Edit Repeat after
each by typing the values for:

¢ hour(s) (default is 1)

¢ minute(s) (default is 0)

Daily. Time period between executions of the trigger. Type a value for
Every day(s) (default is 1). For example, type 2 to repeat the trigger every
second day.

Weekly. Time period between executions of the trigger:
¢ Type a value for Every week(s) (default is 1).
¢ Select one or more days under On these weekdays to determine
which days the trigger is repeated (on the weeks you have specified).
For example, type 3 and select Mon to repeat the trigger on Mondays
every third week.

Monthly. Select one or more days under On these days to define the days
when the trigger is repeated every month.

If you have selected Monthly and want to be sure that a trigger is
repeated every month, you need to select a day no later than the
28th.

Custom: When you select Custom, two new fields are shown, Filter and
Increment. These options offer great flexibility when scheduling a reload. See
Tasks - Custom option (page 237) for details.

End End time and date:

End time: (hh:mm)
End date: (YYYY-MM-DD)

Select Infinite to create a trigger with no end date.

Triggers (Task event)

Task event trigger properties

Property Description

Trigger Name of the trigger. Mandatory.
name

Type Trigger type.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 247



1 Managing a Qlik Sense Enterprise on Windows site

Property Description

Enabled Status of the trigger. When selected, the trigger is active.

Time Time frame (in minutes) that the other tasks in the task chain must be completed
constraint within. There is no effect if the trigger consists of only one task.

Creating a task chain (page 361)
Tasks

Do the following:

1. Clicka Add task to add a tasks that will function as a trigger condition.
A Status list and an empty Task field is added.

2. Click the empty field to add a task.
A task selection dialog is opened and displays a list of tasks with the
following columns: Name, App connected to the task, and Tags, which is the
task name.

3. Double-click the task to use as a trigger condition.
The task is added to the trigger and the dialog is closed.

4. In the Status list, select whether the trigger condition is fulfilled on
TaskSuccessful or TaskFail.

A task with trigger condition Task failed is started not only when the
preceding task finishes with status Failed, but also with status Skipped or
Error (when the error occurs before reload). In Qlik Sense versions prior to
February 2019, a preceding task with status Aborted also started a task
with trigger condition Task failed. To enable this behavior, set
"DisableLegacyTaskEventTriggerBehavior" to false in
Scheduler.exe.config on all Scheduler nodes.

Repeat the steps above for all the tasks that you want to include in the trigger. A
task can only be added once and is not displayed in the task selection dialog if it
has already been added to the trigger. There is a logical AND between the tasks.

The tasks do not need to be executed in any specific order and the Time constraint is not
static. If all tasks but one have completed when the end of the time frame is reached, the
task that was first completed is no longer considered executed and the end of the time frame
is recalculated. The trigger then waits for all tasks to be completed within the recalculated
time frame.

8. Optionally, add tags and custom properties.
9. Click Apply to save the task.

Distribution task rights can be controlled by the ReloadTask_* resource filter. .
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Triggers

You use triggers to determine when tasks are to be executed. There are two types of triggers:

e Scheduled triggers

e Task event triggers

Scheduled triggers

With a scheduled trigger, you can schedule the number of task executions to be performed and the execution
frequency. The number of task executions ranges from one to infinity, and the frequency ranges from hourly
to monthly. You can apply scheduled triggers to both reload tasks and user sync tasks.

Example:

You want to create a scheduled trigger for a user sync task. The trigger is to be activated once every month.

Do the following:

1. Open the QMC: https://<QPS server name>/gmc

Select Tasks on the QMC start page or from the startY drop-down menu to display the overview.

2
3. Select the user sync task that you want to create a trigger for and click Edit.
4. Under Associated items, select Triggers.

5

Click Create associated trigger.
The Trigger - Start on schedule window is opened.

o

Fill in the trigger name and the start time and date.
7. For Schedule, select Monthly.

8. Select a date for the trigger and clear any other date selection.

To ensure that a trigger is repeated every month, you should not select a date later than the
28th.

9. If needed, set the end date and time. By default, there is no end date.

Task event triggers

With a task event trigger you set one or more conditions for when the trigger is activated. To create a
condition, you select a task and the status of that task, either task successful or task failed. If that condition is
met, as well as any other additional conditions, the trigger activates a reload of the app. Task event triggers
can only be applied to reload tasks.

Example:

You have two apps that are closely related, and to make sure that the apps are in sync, the second app is only
to reload if the first app has the status task successful.
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Do the following:

R

o

o ® N o

10.

11.

Open the QMC: https://<QPS server name>/qmc
Select Tasks on the QMC start page or from the Start¥ drop-down menu to display the overview.

Select the reload task that you want to create a trigger for and click Edit.

In the Triggers heading bar, click Actions.
A popup is displayed with different trigger options.

Select Create new task event trigger.
The Trigger - Start on task event window is opened.

Fill in the trigger name and the time constraint.
Click Add task.
Click the Task field and select the task that the trigger is dependent on.

Select the status for the task, in this case Task successful.
The trigger will only be activated if the task has the status Task successful.

Click OK.
The new trigger is added to the triggers list.

Click Apply.

You can also trigger a reload task or sync task manually from the tasks overview page.

Deleting reload tasks

You can delete tasks that you have delete rights to from the app association page.

You can also delete reload tasks from the tasks overview page.

Do the following:

> W N

6.

Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the apps that you want to delete tasks from and click Edit in the action bar.

Select Tasks under Associated items.

The App association items page with the Reload tasks overview is displayed.
Select the tasks to delete and click Delete in the action bar.

A Delete dialog is displayed.

Click OK.

Starting reload tasks

You can manually start reload tasks from the app's association page.

You can also start reload tasks from the task overview page.
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Do the following:

H won

Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the apps that you want to start tasks for and click Edit in the action bar.

Select Tasks under Associated items.
The App associated items page is displayed.

Select the tasks that you want to start and click Start in the action bar.

Tasks can also be started by triggers.

Stopping reload tasks

You can manually stop reload tasks from the app's association page.

You can also stop reload tasks from the task overview page.

Do the following:

> W

5.

Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the apps that you want to stop tasks for and click Edit in the action bar.

Select Tasks under Associated items.
The App associations page with the Tasks overview is displayed.

Select the tasks that you want to stop and click Stop in the action bar.

Reloading apps manually

You can reload apps manually to fully reload the data in an app from the source. Any old data is discarded.

Do the following:

1.

2.
3.

Open the QMC: https://<QPS server name>/qmc
Select Apps on the QMC start page or from the Start ¥ drop-down menu to display the overview.

Select the app that you want to reload, click More actions and select Reload now in the pop-up menu.
A feedback message is displayed.

Go to the Tasks overview page to find out the progress of the task. The Name column displays
Manually triggered reload of [app name]. When the task has finished the Status column displays‘/
Success.

Optional: The manually started reload app task is executed once only. Therefore, you probably want to
delete this task from the task overview.

a. Select the task and click Delete.
A dialog is displayed.
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b. Click OK to confirm the deletion.
The task is deleted from the overview.

Creating content libraries

A content library is a storage that enables the Qlik Sense users to add shared contents to their apps.

The user who creates the content library automatically becomes the owner of that library. The library and the
library objects can be shared with others through security rules defined in the QMC.

Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the
overview.

Clicka Create new in the action bar.

> W

Edit the properties.

You can display or hide property groups using the panel to the far right.

Identification

Identification properties

Property Description
Name The name of the content library. Mandatory.
Owner The owner of the content library. This property does not exist until the content

library is created.

Tags
Tags properties
Property Description
Tags

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

Click Apply to save your changes. If a mandatory field is empty, Apply is disabled.
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5. Click Apply in the action bar to create and save the content library.
The Create security rule dialog opens.

6. Edit the security rule for administrative access of the content library:
a. Edit the Identification properties:

Identification fields and values

Field Value

Name Enter the name of the content library. Mandatory.
Disabled Select to disable the rule. The rule is enabled by default.
Description Enter a description for the rule.

b. Create the conditions for the rule in the Basic section:

¢ Select which actions the rule should apply for.

¢ Use the drop downs to create a condition that specifies which users the rule will apply
to.

. Clicka to add a condition. When using multiple conditions, you can group two
conditions by clicking Group. After the conditions have been grouped, you have the
option Ungroup. Additional subgrouping options are Split and Join. The default
operator between conditions is OR. You can change this in the operator drop-down list.
Multiple conditions are grouped so that AND is superior to OR.

Operator descriptions

Operator Descriptions and examples

= This operator is not case sensitive and returns True if the compared
expressions are exactly equal.

Example:

LIRS 1)

user.name = "'a
The user named exactly a* is targeted by the rule.

like This operator is not case sensitive and returns True if the compared
expressions are equal.

Example:

user.name = "a*”
All users with names beginning with an a are targeted by the rule..

1= This operator is not case sensitive and returns True if the attribute
values in the compared expressions are equal.

Example:

user.name=resource.name
All resources with the same name as the user are targeted by the
rule.
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Successfully added is displayed at the bottom of the page.

You have now created a new content library.

Editing content libraries

A content library is a storage that enables the Qlik Sense users to add shared contents to their apps.

The user who creates the content library automatically becomes the owner of that library. The library and the
library objects can be shared with others through security rules defined in the QMC.

You can edit the content libraries that you have update rights to.
Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the
overview.

3. Select the library you want to edit.
4. Click Edit in the action bar.
5. Edit the properties.

Identification

Identification properties

Property Description
Name The name of the content library. Mandatory.
Owner The owner of the content library. This property does not exist until the content

library is created.

Tags
Tags properties

Property Description

Tags
If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

6. Click Apply in the action bar.

Successfully updated is displayed at the bottom of the page.
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Deleting content libraries

You can delete content libraries that you have update rights to. When deleting a content library, all library
objects are also deleted.

Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the
overview.
3. Select the content libraries that you want to delete.

4. Click Delete in the action bar.
A Delete dialog is displayed.

5. Click OK.

Uploading objects to content libraries

You can upload objects to the content libraries that you have update rights to. Qlik Sense only uses image
files, but you can upload any file type with an extension that exists in the allow list for content libraries. The
maximum file size is specified in the documentation for Qlik Sense on Windows.

The Qlik Sense Repository Service scans for script tags in XML files uploaded to AppContent or
Content Library.

You can choose to upload objects from the content libraries overview page or from the content library
Associated items.
Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the

overview.
You can filter a column by using the filtering option: G

3. Select the content library that you want to upload objects to and click Upload.
Alternatively:
Select the content library and click Edit in the action bar, then select Contents under Associated
items and click 0 Upload in the action bar on the Contents page.
Either way, the Upload static content dialog opens.
4. Click Browse.
A browse window opens.
5. Browse to the files you want to import and click Open.
The browse window closes and the files are added to Selected files in the Upload static content
dialog.
6. Click Upload.
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The Ongoing transports dialog opens. Any other transports you have initiated are also displayed in
the dialog.

e Aspinner is displayed during the file import. Duration shows you how long the import has been
ongoing.

. Click@ if you want to cancel the upload.
A and Aborted is displayed and the upload stops.

. Gis displayed when an upload is queued. The upload starts when less than four upload
processes are running.

* Click Remove if you want to remove a failed item A
The item is removed.

¢ Conflict error with existing file is displayed if an identical file already exists in the content
library:

¢ Click Overwrite if you want to replace the existing file with the new file.
The upload continues.

¢ Click Cancel to stop the upload.
The item is removed from the dialog and the existing item is kept in the library.
When the file is uploaded, vis displayed for 15 seconds and the file is added to the selected Content

library. When all your transports have finished successfully, the Ongoing transports dialog closes. If
there are any failed transports, the dialog is displayed until the overview page is refreshed.

Click the URL path from the Contents overview if you want to view an uploaded file. The file is
displayed in a new tab.

Deleting objects from content libraries

You can delete objects from the content libraries that you have delete rights to.

If you delete a content library, all its objects are deleted.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the
overview.

3. Select the content library that you want to delete objects from and click Edit.
The content library edit page opens.

4. Select Contents under Associated items.
The contents overview is displayed.

5. Select the files that you want to delete.

6. Click Delete in the action bar.
A Delete dialog is displayed.
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7. Click OK.
The files are deleted from the repository and removed from the contents overview.

Creating access rights for content libraries

A content library is a storage that enables the Qlik Sense users to add shared contents to their apps.

The user who creates the content library automatically becomes the owner of that library. The library and the
library objects can be shared with others through security rules defined in the QMC.

You create security rules to give access rights for the content libraries.
Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Content libraries on the QMC start page or from the Start ¥ drop-down menu to display the
overview.

Select the content library that you want to create rules for.

Click Edit.

The content library edit page opens.

o 0ok w

Select Security rules under Associated items.
The security rules overview is displayed.

7. Clicka Create associated rule in the action bar.

The Create security rule dialog opens.

8. Edit the security rule for administrative access of the content library:
a. Edit the Identification properties:

Identification fields and values

Field Value

Name Enter the name of the content library. Mandatory.
Disabled Select to disable the rule. The rule is enabled by default.
Description Enter a description for the rule.

b. Create the conditions for the rule in the Basic section:
1. Select which actions the rule should apply for.
2. Use the drop downs to create a condition that specifies which users the rule will apply
to.
3. Clicka to add a condition. When using multiple conditions, you can group two

conditions by clicking Group. After the conditions have been grouped, you have the
option Ungroup. Additional subgrouping options are Split and Join. The default

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 257



1 Managing a Qlik Sense Enterprise on Windows site

operator between conditions is OR. You can change this in the operator drop-down list.
Multiple conditions are grouped so that AND is superior to OR.

Operator

like

9. Click Apply.

Operator descriptions

Descriptions and examples

This operator is not case sensitive and returns True if the compared
expressions are exactly equal.

Example:

LI 1]

user.name = "a
The user named exactly a* is targeted by the rule.

This operator is not case sensitive and returns True if the compared
expressions are equal.

Example:

[IOR 1)

user.name = "a
All users with names beginning with an a are targeted by the rule.

This operator is not case sensitive and returns True if the attribute
values in the compared expressions are equal.

Example:

user.name=resource.name
All resources with the same name as the user are targeted by the
rule.

The dialog closes and the rule is added to the security rules overview.

The security rule results in a corresponding security rule in the Security rule overview page.

You have now created the access rights for the selected content library.

Editing app objects

You can edit app objects that you have update rights to.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc

2. Select App objects on the QMC start page or from the start Y drop-down menu to display the

overview.

3. Select the app objects you want to edit.
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4. Click Edit in the action bar.
The number next to Edit indicates the number of items in your selection that you are allowed to edit.

5. Edit the properties.

You can display or hide property groups using the panel to the far right.

Identification

Identification properties

Property Description
Name The name of the app object. Mandatory.
Owner The owner of the app object.
Tags
Tag properties
Property Description
Tags Click the text box to see the available tags. Start typing to reduce the list. Connected

tags are listed under the text box.

6. Click Apply in the action bar.

Successfully updated is displayed at the bottom of the page.

Deleting app objects

You can delete app objects that you have delete rights to.
Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select App objects on the QMC start page or from the start Y drop-down menu to display the

overview.
3. Select the app objects that you want to delete.
4. Click Delete in the action bar.

A Delete dialog is displayed.
5. Click OK.

Managing on-demand apps

On-demand apps are generated in the Qlik Sense hub from navigation links that connect selection apps to
template apps. The On-demand app service must be enabled to generate on-demand apps. You can create
and publish selection and template apps to streams from the Qlik Sense hub, if you have the appropriate
access rights. Selection and template apps can also be published to streams from the QMC, which is a part of
Qlik Sense. Generated on-demand apps can also be published from the QMC or the Qlik Sense hub, if you have
the appropriate access rights.
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The security rules applied to the app, stream, or user, determine who can access the content and what the
user is allowed to do. The app is locked when published. Content can be added to a published app through
the Qlik Sense hub in a server deployment, but content that was published with the original app cannot be

edited.

On-demand app service properties

Selection and template apps can be created without the On-demand app service being enabled, but the
service must be enabled to create navigation links and generate on-demand apps. The On-demand app
service is managed in the QMC. The following properties of the On-demand app service can be managed:

Property

Enable on-
demand app
service

Enable
dynamic views

Logging level

Property descriptions

Description

Enables and disables the On-demand app service. The service is disabled by default.

When the service is switched from enabled to disabled, any pending requests to
generate on-demand apps are allowed to finish. But once the service has been disabled,
no new requests to generate apps will be accepted.

With dynamic views you can refresh charts from within your analytic tool environment.
The on-demand app service must be turned on to enable dynamic views.

Turn on dynamic views to allow app sheets to contain charts that are loaded from data
sources on-demand.

If you have apps whose sheets contain charts based on dynamic views and the Dynamic
views setting is disabled for the tenant, the apps will continue to function with the
following limitations:

¢ All dynamic charts appear dimmed (and without data) to indicate that the
dynamic view functionality has been disabled.

¢ The sheet editor does not expose the dynamic view assets.

All charts and features not related to dynamic views will continue to function normally.

Specifies the level of detail written to the service log file.
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Property Description

Number of Specifies the number of apps the service can generate at one time. The default is 1 and
apps that can the maximum is 10.

be generated
at one time This setting affects the response time for an app generation, but the amount of data
loaded must also be considered when setting the number of apps that can be generated
at one time. When the data load sizes are moderate, a higher number of apps generated
at one time will improve response time for each app. But when load sizes are large, the
response can be slower than if the setting were lower and apps had to wait in queue to

be generated.

In a multi-node environment, the setting for the number of apps that can be generated
at one time applies to all instances of the On-demand app services running in that
environment. If multiple services use the same Qlik associative engine, the load on that
Qlik associative engine could be the cumulative number of apps to generate at one time
from the multiple instances of the service.

Number of Specifies the number of days certain historical data about on-demand apps is kept
days before before the data is removed. Values can be 0-365. A setting of 0 means the data is never
purging deleted. The default value is 90 days.

historical data
The On-demand app service keeps data about navigation links and about requests to

generate and reload on-demand apps.

When an on-demand app navigation link is deleted, it is retained in a decommissioned
state. When the number of days specified before purging is reached, data about the
navigation link is removed.

The On-demand app service also retains information about requests to generate and
reload on-demand apps. When on-demand apps are deleted, the information about
their reload requests is retained for the number of days specified before purging.

Allow Allows anonymous users to generate on-demand apps from navigation points on
anonymous published selection apps. This setting applies only on Qlik Sense systems that have set
user to anonymous authentication.

generate apps
Anonymous authentication (page 465)

An anonymous user can generate apps only from navigation links that are published
automatically. If the generated app is not published automatically, the anonymous user
would not have access to it.
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Property

The proxy user
that will be
used for
generating
apps on behalf
of the
anonymous
users

Number of
minutes to
keep apps
generated by
anonymous
users

Description

Select a user to serve as a proxy user for anonymous users. Choose any registered user
who can create on-demand app requests. The proxy user must also have read
permission on the on-demand selection apps that are accessible to anonymous users.
Do not select an administrative user (INTERNAL\sa-xxx) as the proxy or any user who has
root admin privileges.

When creating streams that will contain on-demand selection apps that can
be used by anonymous users, you must set the security rule to permit read
access to the on-demand app proxy user. Failure to include read access to the
proxy user will cause all of the links in the app navigation bar to show as
"Invalid".

Although a single user serves as the proxy for all anonymous users, each anonymous
user is identified and distinguished by the On-Demand App Service. This allows each
anonymous user access to the his generated apps but prevents other anonymous users
from accessing those apps. Each anonymous user can access only apps she has
generated.

Specifies the amount of time an app generated by an anonymous is kept before it is
deleted. The default setting is 60 minutes.

The time is measured from the last data load.

There is also a retention time setting on navigation links. For an app generated by an
anonymous user, the shorter of the two retention time settings is used.

For example, when a navigation link with a retention time setting of 24 hours is used by
an anonymous user and the setting for the Number of minutes to keep apps
generated by anonymous users is set to 60 minutes, the app would be deleted 60
minutes after its last data load. If however the navigation link setting for retention time
is 30 minutes, then the app generated by the anonymous user would be deleted 30
minutes after the last data load.

If Number of minutes to keep apps generated by anonymous users is set to
zero (0), then the apps are kept for the longest time possible, which is 365
days.

Shutting down the On-demand app service

The On-demand app service is only turned off when Qlik Sense is shut down. To avoid turning off the service

while requests are pending, you should notify users of the service that it will be turned off. To by sure you do

not accidentally interrupt any app requests, you should disable the service and wait several minutes for any
pending requests to finish before shutting down.
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To find out if there are pending requests, a user with RootAdmin privileges can enter the following URL in a
web browser's URL field:

https://yourhost.yourdomain.com/api/odag/v1/requests?state=qvhlé&createdOnOrAfter=YYYY-MM-
DDTHH:MI:SS.sssZ

where:
yourhost.yourdomain.com is the URL for your Qlik Sense proxy.
and

YYY-MM-DDTHH:MI:SS.sssZ is the timestamp of the first record in the most recent On-demand
app service log file, which is the last time the service was started.

This will return an array of generating on-demand apps in JSON format. These are requests that have been
started since the last time the On-demand app service was started but have not yet completed. If there are no
pending requests, the response in the browser will appear as open and close square brackets:

[]

When the service is restarted after the shutdown, it comes up in the state it was in when the shutdown
occurred. If you disabled the service before shutting it down, you must enable it again after the service is
restarted.

If pending requests are cancelled because the On-demand app service has been forcibly shut down,
those requests are lost and cannot be retrieved. They would have to be manually reentered when
the service is restarted and enabled.

On-demand app retention times

Retention times can be set for on-demand apps when a navigation link is created.

Retention times can be specified in hours or days, or they be set to never expire. All on-demand apps
generated from the navigation link will be retained according to that setting. The age of a generated on-
demand app is the difference between the current time and the time of the last data load. This calculation of
an on-demand app's age is the same for published and unpublished apps. And if an on-demand app is
published manually after it has been generated, the age calculation remains the same: it is based on the last
data load of the generated app.

The retention time for apps generated by anonymous users is set in the On-Demand App Service.
That setting overrides the retention time set on an on-demand app's navigation link. See the On-
Demand App Service property Number of minutes to keep apps generated by anonymous users
property above.
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The On-demand app service runs a sweep every ten minutes to remove on-demand apps whose retention
period has expired. Because the sweep runs at 10-minute intervals, an on-demand app can remain active up
to ten minutes longer than its retention setting. For example, if an app has a one-hour retention setting, and
its retention period ends shortly after a sweep has run, it will remain active until the next sweep.

While the retention time is based on the navigation link's setting, the retention time does not change after the
app is generated. If the owner of the navigation link changes the retention time, that change does not affect
on-demand apps that have already been generated.

Ownership of on-demand apps

The owner of an on-demand app is the user who generated the app. That user does not become the owner
until the app generation has completed. While an on-demand app is in the process of loading data, the owner
is INTERNAL\sa_api. That is because the user normally does not have access to the data connection used by
the template app. This means that the load script and all attached files (except images) are removed from the
generated app where the user does not have access rights to the template app. Access to that data connection
is restricted for security reasons.

If the on-demand app fails to generate completely, the QMC will show the owner of the app as INTERNAL\sa_
api.

The ownership of generated apps changes when they are published. When a generated app is published, the
owner of the app is the owner of the navigation link.

Anonymous users do not own generated apps because all apps generated by anonymous users must
be published. An anonymous user cannot have access to an unpublished app. Apps generated by
anonymous users are, however, tagged with identifiers associated with the anonymous user who
generated them. That prevents an anonymous user from using apps generated by another
anonymous user.

Automatically publishing on-demand apps

Navigation links have a property that allows the link creator to specify a stream to which apps generated from
the link are published automatically. The user creating the navigation links must have permission to publish
to the target stream, and the user who generates the app must have read permission on the stream. If either
permission is missing, the on-demand app will not generate.

Anonymous users can only use published apps, and they cannot publish the apps themselves. For
those reasons, anonymous users can only generate apps from navigation links that publish apps
automatically.

A user who generates an on-demand app that is published to a stream cannot delete the app. Only the owner
of the navigation link can delete the on-demand app from the stream.

Administer Qlik Sense Enterprise on Windows - Qlik Sense, May 2023 264



1 Managing a Qlik Sense Enterprise on Windows site

Controlling reloads in a multi-node environment

Administrators can control where on-demand apps are reloaded in a multi-node environment. Load balancing
rules are set by custom properties on the individual nodes. Custom properties can then be set on apps to
direct them to use specific reload servers.

On-demand app generation is a three-step process:

1. The template app script is generated and validated, based on the current selections.

2. The template app is duplicated.

3. The app is reloaded by applying the script to the newly generated app.
For duplication of the app, make sure to have a development node in the environment to create and
duplicate apps. You can do this by setting Node purpose of the development node to Development or
Both.

By default, on-demand apps are loaded on the reload nodes configured by the load balancing rules for the
environment. However, custom properties can be set on template apps to control where apps linked to that
template app are loaded.

Custom properties can also be applied to generated apps to direct them to specific reload nodes. The custom
properties on generated apps can direct the apps to reload from different nodes than that which is specified
for the template app from which they were generated. Custom properties are set for on-demand apps after
they have been generated.

Managing streams

A stream enables users to read and/or publish apps, sheets, and stories. Users who have publish access to a
stream create the content for that specific stream. The stream access pattern on a Qlik Sense site is
determined by the security rules for each stream. By default, Qlik Sense includes two streams: Everyone and
Monitoring apps.

An app can be published to only one stream. However, if you duplicate the app to create a copy, you can
publish the copy to another stream. Apps can be moved between streams.

In the hub, streams with no apps—either empty streams or streams that do not show apps due to the existing
security rules for a user—will not appear. After you publish an app, move it from another stream, or delete it,
the list of streams will update dynamically and the stream will appear in the hub or be hidden depending on
whether it contains at least one app. Changes outside of the hub, for example in QMC, will not trigger an
update to the stream list in the hub.

All authenticated users have read and publish rights to the Everyone stream and all anonymous
users read-only rights. Three of the predefined admin roles (RootAdmin, ContentAdmin, and
SecurityAdmin), have read and publish rights to the Monitoring apps stream.

It is not recommended to create rules that allow users to edit published apps in streams.
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Creating streams

You create a stream to let users read and/or publish apps, sheets, and stories. The security rules for a stream
determine the privileges a user has in the stream. A stream must have at least one app for it to appear in the
hub. Empty streams, or streams that do not show apps due to the existing security rules for a user, will not
appear.

Do the following:

1. Open the QMC: https://<QPS server name=>/gmc
2. Select Streams on the QMC start page or from the startY drop-down menu to display the overview.

3. Clickﬂ Create new in the action bar.
4. Edit the properties.

Identification

Identification properties

Property Description
Name The name of the stream.
Owner The owner of the stream. This property does not exist until the stream is created.
Tags
Tags properties
Property Description
Tags

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

5. Click Apply in the action bar to create and save the stream.
The Create security rule dialog opens.

6. Create security rules for the stream and click Apply.

When a stream is deleted, all associated security rules are deleted together with the stream. The
associated security rules are available under Associated items.
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Editing streams

You can edit streams that you have update rights to.
Do the following:

1. Open the QMC: https://<QPS server name=>/gmc

2. Select Streams on the QMC start page or from the startY drop-down menu to display the overview.

Select the streams that you want to edit.
3. Click Edit in the action bar.

4. Edit the properties.

Identification

Identification properties

Property Description
Name The name of the stream.
Owner The owner of the stream. This property does not exist until the stream is created.
Tags
Tags properties
Property Description
Tags

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

5. Click Apply in the action bar to apply and save changes.

Successfully updated is displayed at the bottom of the page.

Deleting streams

You can delete streams that you have delete rights to.

Do not delete the Monitoring apps stream. If the stream is deleted, it is irrevocably gone.
(RootAdmins, ContentAdmins, and SecurityAdmins can delete the stream.)

Do the following:
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1. Open the QMC: https://<QPS server name>/qmc

2. Select Streams on the QMC start page or from the Start¥ drop-down menu to display the overview.
3. Select the streams that you want to delete.
4. Click Delete in the action bar.
A Delete dialog is displayed.
5. Click OK.

Creating access rights for streams

You create security rules to give access rights to the streams.
Do the following:

1. Open the QMC: https://<QPS server name>/qmc
2. Select Streams on the QMC start page or from the Start¥ drop-down menu to display the overview.

3. Select the stream you want to create rules for and click Edit.
The stream edit page opens.

4. Select Security rules under Associated items.
The system rules overview is displayed.

5. Click 0Create associated rule in the action bar.
The Create security rule dialog opens.
6. Edit the security rule for administrative access of the stream:
a. Edit the Identification properties:

Identification properties

Field Values

Name Enter the name of the stream. Mandatory.

Disabled Select to disable the rule. The rule is enabled by default.
Description Enter a description for the rule.

b. Edit the Basic properties:
Operator descriptions

Field Value
Operator Descriptions and examples

= This operator is not case sensitive and returns True if the compared
expressions are exactly equal.

Example:

[IOR 1)

user.name = "a
The user named exactly a* is targeted by the rule.
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Field Value

like This operator is not case sensitive and returns True if the compared
expressions are equal.

Example:

user.name Tike "a*”
All users with names beginning with an a are targeted by the rule..

1= This operator is not case sensitive and returns True if the values in
the compared expressions are not equal.

Example:

user.name != resource.name
All resources that do not have the same name as the user are
targeted by the rule.

7. Optionally, edit the Advanced properties and create the Conditions for the rule:
1. Add a condition.
2. Use the Context list to specify where the rule applies.

8. Click Apply.
The dialog closes and the rule is added to the stream's security rules overview.

The security rule is also displayed on the Security rules overview page.

When a stream is deleted, all associated security rules are deleted together with the stream. The
associated security rules are available under Associated items.

Managing data connections and extensions

Data connections

Data connections enable you to select and load data from a data source. All data connections are managed
centrally from the QMC. Data connections are created in the Qlik Sense data load editor. The user who creates
a data connection automatically becomes the owner of that connection and is, by default, the only user who
can access the data connection. The data connection can be shared with others through security rules defined
in the QMC.

When you import an app developed on Qlik Sense Desktop, existing data connections are imported to the
QMC. When you export an app from a server, existing data connections are not exported with the app.
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If the name of a data connection in the imported app is the same as the name of an existing data
connection, the data connection will not be imported. This means that the imported app will use the
existing data connection with an identical name, not the data connection in the imported app.

Default security rules

Data folder connections are restricted by a default rule in the QMC. This security rule restricts the creation of
data folder connections to the RootAdmin, ContentAdmin, and SecurityAdmin users. If you want to give a
specific user permission to create data folder connections, create a new rule for that specific user. Do not
change the default security rule because this can create security vulnerabilities, which could allow users to
browse the folder structure.

Creating access rights for data connections (page 272)

Analytic connections

With analytic connections you are able to integrate external analysis with your business discovery. An analytic
connection extends the expressions you can use in load scripts and charts by calling an external calculation
engine (when you do this, the calculation engine acts as a server-side extension (SSE)). For example, you could
create an analytic connection to R, and use statistical expressions when you load the data.

Analytic connections support up to 200 parameters.

Extensions

Extensions can be several different things: A widget library, a custom theme, or a visualization extension, used
to visualize data, for example, in an interactive map where you can select different regions.

Editing data connections

Data connections are created in the Qlik Sense data load editor or when you use the Add data option. The
user who created a data connection automatically becomes the owner of that connection and is by default the
only user who can access the data connection.

You can edit data connections that you have update rights to. Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Data connections on the QMC start page or from the Start¥ drop-down menu to display the
overview.

3. Select the data connections that you want to edit.
If you select several data connections, you cannot view, edit or add security rules.
4. Click Edit in the action bar.

5. Edit the properties.
You can display or hide property groups using the panel to the far right.
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Identification

Identification properties

Property Description

Name The name of the data connection.

Owner The user name of the owner of the data connection.

Connection The connection string for the data connection. Typically, includes the name of the

string data source, drivers, and path.

Type The type of data connection. Standard data connections include ODBC, OLEDB,
and Folder.

User ID The user ID that is used in the connection string.

Password The password associated with the user ID used in the connection string.

The password is saved encrypted.

Tags
Tags properties

Property Description

Tags
If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

Click Apply to save your changes. If a mandatory field is empty, Apply is disabled.
6. Click Apply in the action bar.

Successfully updated data connection properties is displayed at the bottom of the page.

Deleting data connections

You can delete data connections that you have delete rights to.

Do the following:
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1. Open the QMC: https://<QPS server name>/gmc

2. Select Data connections on the QMC start page or from the Start¥ drop-down menu to display the
overview.

3. Select the data connections that you want to delete.

4. Click Delete in the action bar.
A Delete dialog is displayed.

5. Click OK.

Creating access rights for data connections

You create security rules to give access rights to the data connections. Do the following:

1. Open the QMC: https://<QPS server name=>/gmc
2. Select Data connections on the QMC start page or from the start¥ drop-down menu to display the
overview.

3. Select the data connection that you want to create rules for and click Edit.
The data connection edit page opens.

4. Select Security rules under Associated items.
5. Click 0Create associated rule in the action bar.
The Create security rule dialog opens.
6. Edit the security rule for administrative access of the data connection:

a. Edit the Identification properties:
Identification fields and values

Field Value

Name Enter the name of the data connection. Mandatory.
Disabled Select to disable the rule. The rule is enabled by default.
Description Enter a description for the rule.

b. Inthe Advanced section, use the drop-down to specify the context to which the rule will apply.
c. In the Basic section, select the conditions for the rule using the following operators:
Operator descriptions
Operator Descriptions and examples

= This operator is not case sensitive and returns True if the compared
expressions are exactly equal.

Example:

LI 1]

user.name = 'a
The user named exactly a* is targeted by the rule.
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like This operator is not case sensitive and returns True if the compared
expressions are equal.

Example:

user.name like “a*”

All users with names beginning with an a are targeted by the rule.
1= This operator is not case sensitive and returns True if the values in

the compared expressions are not equal.

Example:

user.name != resource.name
All resources that do not have the same name as the user are
targeted by the rule.

7. Click Apply.
The dialog closes and the rule is added to the security rules overview.

The security rule results in a corresponding security rule in the Security rule overview page.

You have now created the access rights for the selected data connection.

Importing extensions

By default, only the RootAdmin user has the access rights to import extensions. You need to define security
rules to enable others to import extensions. By default, all Qlik Sense users have access to all extensions that
you add. Revise the security rule named Extension if you want to limit the access.

If you import an extension that already exists in QMC, when prompted, replace the existing file with

the new one by clicking Replace, or click X to cancel.

Do the following:

1. Open the QMC: https://<QPS server name>/qmc

2. Select Extensions on the QMC start page or from the StartY drop-down menu to display the
overview.

3. Clicka Import in the action bar.

4. The Import extension file dialog opens. Select a zip file to import.
Remember to enter the password for the zip file if it is password protected.

5. Click Open in the file explorer window.

6. Click Import.
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Extensions are saved to \\QlikShare\StaticContent\Extensions. The maximum file size is specified
under Limitations in the following topic: Attaching data files and adding the data to the app. If the

import of an extension fails, check the log files at
%ProgramData%Qlik/Sense/Log/Repository/System.

Extension names

If an extension already exists in QMC, upon import, you can replace it with the new one. When you replace an
existing extension, the old files are overwritten by the new ones, however, the GUID of the extension and any
associated items, for example, custom security rules, are not affected. If you choose not to replace the
extension, you can rename the new extension by, at minimum, renaming the .gext file within the .zip file.
However, to avoid name duplication later on, it is recommended that the .zip file, as well as the .gext file and
the relevant .js files within the .zip file, all use the same file name.

By default, an extension that is imported is displayed in the Extensions overview. The name of the extension
will be the same as the name of the .qext file. However, in the Qlik Sense hub, the extension is displayed with
its regular file name that can also be changed by editing the Name field in the .gext file.

If you want to only display the file name in the Extensions overview, you must remove the com-qliktech- part
from the .js file and the .gext file in the extension zip file.

A user can only change the name of an imported extension in the Dev Hub.

Avoid importing widget libraries from the QMC, because when you do, no check is performed for
duplicate library IDs and widget IDs. Import from the Dev Hub instead, where the check is performed
automatically .

Editing extensions

You can edit extensions that you have update rights to.
Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Extensions on the QMC start page or from the Start¥ drop-down menu to display the
overview.

3. Select the extensions that you want to edit.

4. Click Edit in the action bar.

5. Edit the properties.
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Identification

Identification properties
Property Description

Name The name of the extension is obtained from the file name of the extension
definition file (.gext) in the uploaded zip file and cannot be modified.

Owner The user name of the owner of the extension.

This property is only visible when editing an extension.

Tags
Tags properties
Property Description
Tags

If no tags are available, this property group is empty.

Connected tags are displayed under the text box.

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

Click Apply to save your changes. If a mandatory field is empty, Apply is disabled.

6. You can also edit the fields under Associated items.

Associated items

Associated items properties
Property Description

User access The preview shows a grid of the target resources and the source users
who have access to the selected items.

Security rules Displays the security rules for the extension.

7. Click Apply in the action bar.

Successfully updated is displayed at the bottom of the page.
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The web browser caches the extensions for up to six hours. Users can manually clear the cache to
access a new version of an extension.

Deleting extensions

You can delete extensions that you have delete rights to.
Do the following:

1. Open the QMC: https://<QPS server name>/gmc

2. Select Extensions on the QMC start page or from the Start¥ drop-down menu to display the
overview.

3. Select the extensions that you want to delete.

4. Click Delete in the action bar.
A Delete dialog is displayed.

5. Click OK.

Creating an analytic connection

With analytic connections you are able to integrate external analysis with your business discovery. An analytic
connection extends the expressions you can use in load scripts and charts by calling an external calculation
engine (when you do this, the calculation engine acts as a server-side extension (SSE)). For example, you could
create an analytic connection to R, and use statistical expressions when you load the data.

Do the following:
1. Open the QMC: https://<QPS server name=>/gmc
If you have more than one server, use the central server.

2. Select Analytic connections on the QMC start page or from the Start¥ drop-down menu to display
the overview.

3. Clicka Create new in the action bar.

4. Edit the properties.

Identification

Identification properties

Property Description

Name Name of the analytic connection. Must be unique and must not start with numbers.
Mapping/alias to the plugin that will be used from within the expressions in the app
using the plugin functions, for example, SSEPython for a Python plugin or R for an R
plugin.

Host Host of the analytic connection, for example, localhost if on the same machine or
mymachinename.qlik.com if located on another machine.
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Property Description
Port Port to use when connecting.

Certificate The full path to the certificate: C:\ProgramData\Qlik\Sense\Repository\Exported

file path Certificates\<server name>. The path should point to the folder containing both the
client and server certificates and keys. This path just points to the folder where the
certificates are located. You have to make sure that they are actually copied to that
folder. The names of the three certificate files must be the following: root_cert.pem,
sse_client_cert.pem, sse_client_key.pem. Only mutual authentication (server and
client authentication) is allowed.

It is optional to set the certificate file path, but the connection is insecure

without a path.
Reconnect Default value: 20
timeout
(seconds)
Request Default value: 0
timeout
(seconds)

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

5. Click Apply in the action bar to create and save the analytic connection.

Successfully added is displayed at the bottom of the page.

Changes made to the settings in the QMC will override the settings in the Settings.ini file.

Editing an analytic connection

With analytic connections you are able to integrate external analysis with your business discovery. An analytic
connection extends the expressions you can use in load scripts and charts by calling an external calculation
engine (when you do this, the calculation engine acts as a server-side extension (SSE)). For example, you could
create an analytic connection to R, and use statistical expressions when you load the data.

Do the following:
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1. Open the QMC: https://<QPS server name>/qmc

2. Select Analytic connections on the QMC start page or from the Start¥ drop-down menu to display

the overview.

3. Select the analytic connections that you want to edit and click Edit in the action bar.

4. Edit the properties.

Property

Name

Host

Port

Certificate
file path

Reconnect
timeout
(seconds)

Request
timeout
(seconds)

Identification properties

Description

Name of the analytic connection. Must be unique and must not start with numbers.
Mapping/alias to the plugin that will be used from within the expressions in the app
using the plugin functions, for example, SSEPython for a Python plugin or R for an R
plugin.

Host of the analytic connection, for example, localhost if on the same machine or
mymachinename.qlik.com if located on another machine.

Port to use when connecting.

The full path to the certificate: C:\ProgramData\Qlik\Sense\Repository\Exported
Certificates\<server name>. The path should point to the folder containing both the
client and server certificates and keys. This path just points to the folder where the
certificates are located. You have to make sure that they are actually copied to that
folder. The names of the three certificate files must be the following: root_cert.pem,
sse_client_cert.pem, sse_client_key.pem. Only mutual authentication (server and
client authentication) is allowed.

It is optional to set the certificate file path, but the connection is insecure
without a path.

Default value: 20

Default value: 0

Custom properties

If no custom properties are available, this property group is not displayed at all (or
displayed but empty) and you must make a custom property available for this resource type
before it will be displayed here.

5. Click Apply in the action bar to save the analytic connection.

Successfully updated is displayed at the bottom of the page.
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Changes made to the settings in the QMC will override the settings in the Settings.ini file.

Securing analytic connections

Consider the following best practices to strengthen the security of your Qlik Sense environment when using an
analytic connection:

¢ Install and run the server-side extension (SSE) plugin in a separate, isolated environment without
administrator rights. To minimize harm from a malicious script, be aware of which user account is
starting the plugin and what access rights this user has in the machine and in the domain.

¢ For enhanced security, the EvaluateScript functionality can be disabled by setting the configuration
parameter allowscript to false in the SSE plugin configuration file. This will prevent arbitrary scripts
from being executed and allow only predefined functions to be run by the SSE plugin.

¢ Application developers creating Qlik Sense apps are advised to set any variables used in an SSE
expression to a restricted format; for example, you can restrict a variable format to only numeric
values.

Managing users

All user data is stored in the Qlik Sense Repository Service (QRS) database. You create user directory
connectors in the QMC to be able to synchronize and retrieve the user data from a configured directory
service. When a user logs in to Qlik Sense or the QMC, the user data is automatically retrieved.

Managing users in Qlik Sense involves:

* Creating new user directory connectors

¢ Synchronizing with user directories

* Managing access types

¢ Changing ownership of resources

* Removing resources owned by users

e Connecting administrative roles to a user
* Inactivating users

* Deleting users

Setting up a user directory connector and schedule by task

When you create a new instance of a User Directory Connector (UDC), a scheduled user
synchronization task is created by default and initial synchronization is performed within five
minutes. The user directory connector must be configured and operational to function.

If needed, you can change the default trigger for the user synchronization task and add more triggers. You can
synchronize the user data manually from the user directory connectors overview.

The following workflow illustrates setting up a new user directory connector.
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ODBC example

Each data source has a different configuration and the following are two examples (csv and SQL) of adding an
ODBC user directory connector.

ODBC example (csv)

Do the following:

1. Verify that the Microsoft Access Text Driver is installed.

2. Set up an ODBC source on the server. You need to store the data in two separate csv files, for example,
in this location: %ProgramData%)\Qlik\Sense\temp.

The temp folder is not included in the default installation. You need to create the temp folder,
if not already done by another QMC administrator.

Tablel.csv contains the users and Table2.csv the user attributes. The values in the csv files are comma
separated.

Example:

Tablel.csv contents:
userid, name
JoD, John Doe

Table2.csv contents:
userid,type,value
JoD,email,jod@gmail.com

3. Open the QMC: https://<QPS server name>/qmc

4. Select User directory connectors on the QMC start page or from the Start¥ drop-down menu to
display the overview. Create a new user directory connector (ODBC) and edit the properties.

Identification
All fields are mandatory and must not be empty.
Identification properties

Property Description
Name The name of the UDC configuration, defined from the QMC.
Type The UDC type.

User sync settings
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Property

Sync user data for
existing users

Connection

Property

User directory
name

Users table
name

Attributes
table name

User sync property descriptions and values

Default

Description
value

* When selected, only the existing users are Selected
synchronized. An existing user is a user who has
logged in to Qlik Sense and/or been previously
synchronized from the configured directory
service.

¢ When not selected, all the users, defined by the
properties for the UDC, are synchronized from
the configured directory service.

The user attributes are only synced when a
user logs in to the hub. Even if you delete the
user in the QMC, the active session is still
valid for the user that has been deleted. If
the hub is only refreshed, the user is added
to the database, but without any attributes.

Default

Description
value

The name of the user directory. Must be unique, otherwise the -
connector will not be configured. The name must not contain spaces.

The name of the table containing the users. Include the file extension -
in the table name, for example: Table.csv.

The name of the table containing the user attributes. Include the file -
extension in the table name, for example: Table.csv.
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L. Default
Property Description
value
Visible The visible part of the connection string that is used to connect to -
connection the data source. Specify one of the following:
string A full connection string, for example: Driver={Microsoft Access
Text Driver (*.txt,
*.csv)lExtensions=asc,csv, tab,txt;Dbq=%ProgramData%)\Qlik\Se
nse\temp
° Driver must point to a driver currently on the machine.
In the ODBC Data Source Administrator, check which
driver to specify. Search for "data source" to find the
application.
© Dbq: Path to the folder where the csv files are stored.
e A pointer to an established System DSN, for example,
dsn=MyDSN;
The two connection strings are concatenated into a single
connection string when making the connection to the
database.
Encrypted The encrypted part of the connection string that is used to connectto -
connection the data source. Typically, this string contains user name and
string password.
The two connection strings are concatenated into a single
connection string when making the connection to the
database.
Synchronizatio = The timeout for reading data from the data source. 240
n timeout
(seconds)
Example:

User table name: Tablel.csv

Attributes table name: Table2.csv

Visible connections string: Driver={Microsoft Access Text Driver (*.txt,
*.csv)lExtensions=asc,csv, tab,txt;Dbq=%ProgramData%)\Qlik\Sense\temp

5. Click Apply to apply your changes.

6. Go to the User directory connectors overview and check if the user directory is displayed as
Configured and Operational.
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If the User directory name is not unique the connector will not be configured. If not
operational, check the repository system log in:
%ProgramData%)\Qlik\Sense\Log\Repository\Trace.

You have added an ODBC data source and initial synchronization will be performed within five minutes (by
default).

ODBC example (SQL)

Do the following:

1. Create an SQL database with users. The database must consist of two tables, one with the users and
one with the attributes of the users.

Example:

Tablel: SQL users

SQL users
Index Value
1 ID,userid,name
2 1,JoD,John Doe
Table2: SQL attributes
SQL attributes
Index Value
1 userid,type,value
2 JoD,email,jod@gmail.com

If the user IDs are unique, the ID column is redundant.

2. Install an SQL driver on the server, for example, SQL Server Native Client 11.0.

3. Open the QMC: https://<QPS server name>/qmc

4. Select User directory connectors on the QMC start page or from the startY drop-down menu to
display the overview. Create a new user directory connector (ODBC) and edit the properties.

Identification
All fields are mandatory and must not be empty.
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Identification properties

Property Description
Name The name of the UDC configuration, defined from the QMC.
T